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JT %€ Cookies: Cookies & Web W Uk fA77E S BN _F FI%LHE, 418 A0 Internet 3 538 B I
2 {8 H 2] Cookie. HL.7iZEEHE T H cookies 8 Bl S ik LAEE H % D g
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I F-NR200 5G T.)M\ CPE it
T Java Applets: W FAELE Java, MW HETCIEFT I Java T RGN T, Bz ik
HEJE H Java /N Y8 B E LA FHZ D RE -
TIE ActiveX: WIRIELE ActiveX, MIFRETCIEAT I A ActiveX T HImFEMIM T, Hii%
SIRHE S H ActiveX Iy B St AZE R 1Z D fE .
RHIE WAN &R

ik BwanOfER

PR 13 B CIG0EE & & (ping)

SHHEIDENT C #1113 )

Block \Wak SNMP access
FH1ESRE WAN OB 215K (ping) : ks <fH I 4 Internet™ 1 K 55 FIEIHE, 5 H
ZINRE, AT B b1 1 X 4% 18 57 FAth Internet FH P ) Ping BSCEHRIN, A 458 FH 7 56 vk DA
RN, X —DhReMERJOIRES N e, R 25 PT LRV EE 44 Internet 76K .
I8 IDENT (¥ 3 113): 35X —Zhfg v] DUAE 113 I 1150 T 18 1 AR W 2 2 A s a5 AT 43
IS RS 113 o AT I 08, B2 Sl 4t X —Thig
BH(k: SNMP Vil X —ThRERH (R F 48 1) SNMP JE#z13K .

SERBEUR, Rl RERE, RETEES, B0 “BUHSEN”, BOH P .

Impede WAN DoS/Bruteforce

Impede WAN DoS/Bruteforce
[ Limit 55H Access

(] Limit Telnet Access

[ Limit PPTF Server Access

|:| Lirnit L2TP Server Access

Limit SSH Access: %IRRT R B MK SSH Vi [A1ER, X [F—A 1P &5 bl £ 8
5% 2 A~ SSH #E B R,
Limit Telnet Access: 1ZINRERRT 7K B 38 [ Telnet V5 &K, X [F—A IP& 08 ik %
HesZ 2 4 Telnet iEFAE R .
Limit PPTP Server Access: 4% #5837 1 PPTP ARG 8%, ZTHAEIRH| T 3k B ) M f¥) PPTP
PGSR, X [F—AN P58l 2 4552 2 > PPTP IE#EE K .
Limit L2TP Server Access: 45 7 L2TP iR45 2%, ZIhREMR &I 1 ke ) 18 % () L2TP
YiE R, X [F—AN PR Bl 24552 2 > L2TP &K .
HEEH

5G Lk CPE o] UMRAZEI AT A Internet EE I H &, SFRGENAEL .
H&E

H=
G @em O=zm
B (18 v
B 1P B A R A ] Page 470l 74
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NTRFFHERES), SRy, BRI, mEeA. iR AR E, e
B £ U
HESEH: WEHEZ0), ErdnlsicxkE2HHE.

IR

R

EFY =H v
1SR BHR v
B BR v

HULE 3 Wi Bk FR R, W R AERE PO RAEHE R, MR,
EAHE
EE $] 5G Tk CPE ISR NI, H A&, e aE N H S 1 .

EAHER

153.60,49.59 LICP 4000 fccepted
1583.60,49.59 LIDP 4000 Accepted
123.58.182.252 TP G54 Accepted
123.58,182.252 TCP 3a54 fccepted
123,58, 182,252 TP Ja54 Accepked
123.58,182.252 TCP 35584 Accepted
123.58,182.252 TP a5 Accepted
123.58,182.252 TP a5 Accepted
123,58, 182,252 TP a4 fccepted
123.58,182.252 TP Jag4 Accepted
155.60,49.59 LI 4000 Accepted
183.60.49.59 (N 4000 fccepted

A&
FHF] SG Toll: CPE (IR NIk F &, 8 ckieife tht ] el
K HEE

2 LR
192,168.1,163 122.228.241.6 Accepted
192,168.1,163 123.58.182.252 A Accepted
192.168.1,163 123.58.182.252 TCR AL Accepted
192.168.1.163 61.183.55.217 LIDP ao0o Accepted

3.3.6 i la]FR il

3.3.6.1 WAN il
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LIS F-NR200 5G T.)M\ CPE it
{8 H Internet 5 17 U2 1t 7J DARH 1E 5 fo VFRr € 2884 (1) Internet N HH , #57] LLEC B RS € PC 1)
Internet j [A] 505 o
R
s
W

SREBE AR

PCs e s PRl
O g TEMERER) A EATIRTIA i Intern et .
® i

BRI b < xd g B 28 PIM LT, A SRR E 26, R 4R i 1) RN E A E I
(8] B 5 WA A EL IR R 5% s o SR e 8, g BEL L5 R LI 45 R I T RO AR 5 F 1 38 )
Vil T LLYCE, 10 2% Internet 7 i) S0 I JEATTE 1) PC FE4F 7€ I 18] BLYT 19 ) Internet 55

SR : a2 T LLE SC 10 2507 ) MG o malv B BR MM R — 2% SR, Bl il 4 B4 52
B RIS LRI

RE: oA — 25 3R .

KUK R 8 NAZ N I SRS 15 52 — AR

PCs: Z~ H M T4 imslak, s R AEiZ 53R $ 1 PC A 2
*x

g )= FE— B— = FEI Bh El7=
g
24:hf ®
et O | :| )1 | : :| ili

R THIEBIE A BRI NS48 FH B H I
BB o A N A B2 T ) SR At R FH PR B )
R URLH 58 Web3h &

B R FHI Webik
| | |
| !

B URL Huhkr9{ Web 3l il: T DUE 51 9 URL KBGO E70 W3 17 170 -
SRR E Web ¥R AT LU 65 AE Web T (1 55 7 R = B0 L (7 1)
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EPRAE |

BAEPmMACIRE » $830H4 & x0000 XX xx |

MAC 01 | 00:00:00:00:00:00/
MAC 02 | 00:00:00:00:00:00]
MAC 03 | 00:00:00:00:00:00]
MAC 04 | D0:00:00:00:00:00]
MAC 05 | 00:00:00:00:00:00|
MAC 06 | 00:00:00:00:00:00]
MAC 07 | 00:00:00:00:00:00]
MAC 08 | 00:00:00:00:00:00]
SAEFRBIPAL
P 01 192.168.1 0
P 02 1921681 0
P 03 192.168.1] 0
IP 04 192.168.1 0
IP 05 192.168.1] 0
IP 06 192.168.1, 0|
BAZ P RBIPHE |
IP3EE 01 | ol ol o[ o~ o o o] o
IPFEE 02 | ol o[ o o o o o] o
Fzk ]
R Internet 7 7 SREE

1. M“Internet 15 [r] W& F i S L ik — 2%

2. WERJE X — SR, ke il SR 1 ) SR e

3. TERTIRHER T BUP N RS AR

4. Hbedmi PC HIFRVTEH, HILPC FIF70UM, AR KIS PC, v LM MAC
Hihksk#E PC HihkSkds & PCo an SR A BIX — SR IE B £ —4H PC, WA LB N —41 1P
HhEYER, SERITHIE)E, RS RAARE”, RAEFTEMES, 502 s BUH sh”
Bk, SERMES)E R —H .

5. B I R RIS AR IR 1] o G R — SRmE AR A BAR H I E R IR PR, 2 JRHINIX
— SR A AR B BEVE L, BOERE24 AN

6. WIRIEL A RVFUT R 45 & URL bk (03, JUZE <3 URL Huhk> 5532 (1) s BE
i NFE—A> URL Hbiik.

7. UNSRARAE LA B R FoVEUT AR E G (R Il TR < Sl S 5% 1 1) B B Y
NEF—N T
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8.  FATELRAF BB LR ORAE X SREWE R AL 2, AR ) S (1 50 B, ) B o< B ezl
4 .

Lo BRI RO ) e 8, SR P G PR R A SRR U Ay AE 487, S AH DG SR fR
FECE B RE . W R 28— %%, IRFF X BEEAEEE %, WRA
e, MRS IRAF

2. 5G Lk CPE A& A BB RFEN #hiz 17, KM 5G Tk CPE HJ§EL 5G Tk CPE HJ5
2587 5G Tk CPE WM 228, 5G Tk CPE K5, tAREE 3h[F2 NTP I [a] iz
G595, DI L H AR AR B R] DAR CRAH DG B Bz il T e IEFf AT -

3.3.6.2 URL i1JE

T SR AR BH 1b R Py in) 4 8 AN A4, 5] U www.sina.com. B PLiE IS URL i€
Dhaesedl .
URL i JEINRE

Ui iEeE
URLITHETHEE O R © 28
g | PR S L THIRTEIES (v
Emz e | S
| 1 WWW, i3, CO
SN e _
B e URL ||

REZAFEUTRMBMYE: R R vFyr A ILACH URL Hihk.
EZFFEUTRUEIMIE: SRR & B € SRR 2t 25 A b URL
Hhdk

3.3.6.3 FEAEMIINE

L AR BE 1 3 Be s A E i G Tk CPE # A\ Internet, Bi# FH1ESRE Internet HJ-Lt
e, wPLE S s,

G E SN UR) S

BRSEaTE “ A O =@

e | EFFSLTANMEES ]
BHARE. 0T EaEDRE.

13

EZFAFEUTHANBEIER: 7L A E SN EE S, Sl At m s .
REWAFE AT RN KB R BT & A SO e 8, %50 I HoAth i 2ol
fil.
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F 0.0.0.0/9 I- 65535 0.0.0.0/0 I- 85535 tep output

B A IERIN 12 251 ) OB AR I SRR o SR R L o 2 — 00, s rpot
IS, AR 1L, AR A FE DR AE T H

OS]

A TSR

i [ TCP/UDP iv]

O [ 1}[es533]

BemD

B o[ o

Bt af[ o
7 Ik 3 R

W0 E € S SRR . "R 1, Hsg O, JEHbEE, B R A0
Z/DHE T,
75 H]
Input: ##E M WAN [F] LAN [
Outpu: FHEAMN LAN 13 WAN [
173 O TR NN I NN FIT
s O HoE G .
H o HoE e H g
WEHbhk: B QR P k.
H fHhk: HolEar H i P k.

3.3.7 NAT

33.71 WO¥ER

Ui VR R T BB s B A LIRSS, Wl web S5 fip MRS #F BILAD L FI Y internet
S (& FH 1 Internet B FH FE 7 448 internet 17 ) S A8 F Th REAAT AT B2 FHFE P«
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mO¥%E
B
el R
\web | [tcp &| | 1o2e8.8.11] | somn| | tszasmitaz| | s
Iftp | (= | 1zacesie] | 24| | asmassaaz] | oot

BLFFER: (EN R P 1R AL 7 B N AR AR P 1 44 7

WA NAE—FR RN LR UDP 803 TCP Wil , P A IR I A 33 9 A i il o
FRVFEIUR IP JEE: 721N Internet H 7 1) TP Hiudik .

KR H e LEZAIEN H IR S5 s FH 1 A1 i 1 45 o

IP Hiblk: i AEAELE internet FH P U5 1] R R 5545 1FT P I TP il

B o H e LEZA N IR S5 BT A B P9 00 1 25

Ja s BT FOME, B IR E ) 2 0 D RS . SRAEATLE REER CRIER .

SERII SR, Pl RAERE A, RAATTENEN, S0 Bl BUHBEh #
REGHEH, WEMEEAT AN, HHER, MBS,

3.3.7.2 WAEEELR

BELE RN R Py AT RE LRI R E (R 1 Y B 4 BE IR 384T, 29 A\ Internet A HH X b
FIVEH f75 K, 5G Tl CPE 2R X L6l A& B € TS bL. T 2258, ke
e i 1B S AR #1)E LEAE A IR e 11 =, o SRS P A P 420 1 e i, A WOV )3 D
S MERT I S5 % A

& O EEE

| 19z.168.1.16]

| 0.0.0.0/ ]

|web-tftp

| | Lo |

fgid
PR : 10 AR PR 7 B 3 B FE 17 1 4 75
Froh: S\ i 1A% R 6 Bl dE v 15

SERR: N i 1 R L (1) 5 AR 1

Wrill: B — PRk $E UDP B0 TCP WM , W8 A 5] i A 3 43 9 e b 38

IP Huhik: i NS AEALL Internet AP 7 1] (O IR 55 4% RO P8 X TP i hE .

JE R B HNE, B SRR U 2 R RS . SR RCE NI CRIER

SERITI SR, Pl RAFRE A, RAATTENEN, S0 Bl BUHBEh 3
REGHES, WEMEEA T AN, HHER, MEES,
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3.3.7.3 DMZ
DMZ IhEE fUVF— AN ' 2 85 T Internet, M A8 FH 45 € RS . DMZ EALIA [ —

& U AE R BT B 11, DDA R SR8 L3 T IT, B Dl 1 #e kN %2 42, 1l DMZ
EHUMAT IR A i3 1, (£ TH5 AL 25 T Internet.

EFFPIRK (DM2)

DMZ

DMz ® BA O #H
DMzEHLIPHYAE 192.168.1. | 160]

B S DMZ Thie, EFEH, ZEEDMZ ENL 1P ik T Be A v EHLT 1P Hidik .

SERITI SR, Pl RAERE A, RAATTENEN, S0 Bl BUHBEh #
REGHEN, WEMEEAT AN, HHER, MBS,

3.3.8 QoSikE

3.3.81 E&X

i H QOS Thfign] LA73 sl FR | A% A0 R i i, I HoaT UNKRSE [ iP Bl MAC 7r i
fLsedt.

QosEH

F B0 @®@ gR O A
w0 lean v |

R RS HTE |

b4 (kbps) [ 1000]

FE (kbps) | 2000]

A& (kbps) : ZFEHIBAMRSELS FAERH T, ESEhrfEY, —MARBTA r &K
D81 80%F 90%.
T# (kbps) : ZA&:HIEAMRSES N MIw 5, ESLhRERY, —RAEA &K
D51 80%F 90%.

3.3.82 4%
Netmask L 5GF
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Netmask g5 B
e 1P Mask

| 192.168.1. 1724 |Exempt ¢ TEFE) v |
E 192 168.2.%/24 |standard C4FHE) v
| 792, 766.3.4/37 (Express ( fE5E) v |
O 192,166.4.5/32 | Bulk C 1 ) v |

Lol ol o[ off| o

&P LI — A4 5E 1 TP HLhk sl 1P Y [l i BT B 4R 2 1 5B Y

ML E: ARGHLME 7 AR, Hrb Az R0 e gomar T Hoph DU Fh i e 20z 41,
HARPUFPOL A H A mRed (Premium) « % (Express) . #n#E (Standard) . i
(Bulk) »
AZMR: WMAEASZIE (Exempt) HalMEHRR, Ay s R 2B TA0, A2 BR 0t 9 A
s YRR S ) (1) 5 Z 40 T Pk

B AL BT 95 Max_Up, F#UEHT 95 9 Max_Down, “QOS B & A 1) A% [R il A Uplink,
TR 1  Downlink, A 52 PR #5048 it (1) i #2348 % 4 Exempt_Rate Up il Exempt_Rate Do

M FHABAE e 8 A7 %5 N : mini(Max _Up— Exempt_Rate Up, Uplink);

HAt AR e e N 47 % 4: mini(Max _Downlink— Exempt_Rate Do, Downlink).
HARWMR R
TEANSZ PRI R R % T8 5, B R 4 TRy 5 e F R DU R A Je R B AR B8 — e IR B
193 He, ABCBERIAx K _E A% 528 1000kbps, 4% 1000kbps, BLS A7 DU Hodi, HAl 2k
SnlNER e R o bRdE. (K, B4 BEARA FAER R BT AR

EitRSe: (75/1000 * Uplink 5 (75/100) * Downlink

fhde:  (15/100) *Uplink ; (15/100) * Downlink

FRfE: (10/100) *Uplink ;  (10/100) * Downlink

fi&: 1000bit (JLFJ90) 5 1000bit (JLFH 0D ;
XPTARARSeg, H A& T EIE RN 1000bit, 4 HAB e R BRI IE TE R T, A5 2)E
2 R — PO BRI g, 2B IR A B R 2B T QOS W E i) EAR AR R
il 5
R YMREFZEEFNTFA MAC e netmask 85628 45 i 25 4RI, T ASR S s n
R S5 T Ay 4

3.3.9 MH

3.39.1 HEOMNH

HEAF T 5G Tk CPE HJ Console Hfid% ] & H . iX4~ Console H 7] PARD B Al 18
£
i, 5G Tl CPE W& 7 &% TCP/AP f2/%. EEECE, 5G Tl CPE [#) Console {E N
—ANER B
PO 4%, & e T — 6 0UE DTU W4 .
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LSIES F-NR200 5G T\ CPE f&FH #9143
& I A © pr Ozm
EE (115200 ¥
ARl B
e LEfir [1 9]
ik (£ v
it EAE
R FEAS IN  Ef SH0E .
A [TcoT) ]
TRttt [120.42.46.98
WRimimn] [sss01 |
HESH 112345678901 |
BED (12345678 |
LB 60 |

R RRREIEEN I, FHMEREEA 115200,57600,38400,19200 %5 .
BIEAL: BUBRAANBATLAAR 4. 5. 64 7. 845, M —F4F. % KH ASCI g, M
BARNL P UL I%, SEmdshoe 7.

Zikfr: ER DTS R b . TR 1AL 1562, 2 A EL T

KB Fon— 415 IR 15 2 e i i 0. A AR BiRh =X

TdsE: EFERE AR AR 40 9 R 2K

e
UDP(DTU): & ¥ UDP &R, & HE XNHZ N, 5Ea%F T — G 0UE IP MODEM [
The -

25 UDP: bRt H 1155 UDP &%

TCP(DTU): H % TCP iEH:, & HE XMNHEMN, 5¢&%FT—4& 05 IP MODEM [
e

25 TCP : FrUEMIER 5 TCP 4.

TCP AR #8: PRl TCP AR5 #3iEH:

TCST: HE X[ TCP &EH:

MR& 28kl 5 5G Tk CPE & %% TCP F2)7 #4718 15 M A HE IR 55 A0 i TP Mk B335 3
4,

MR 5528 0. HoE R 55 O R B i 1 3 11 o

WESHE: W&HMIDS, 11 FHRNEHEZAE . RA SRR % E i “UDP(DTU)”
B “TCP(DTU)” ) i i3 AN e B A 2L

¥4 ID: S M F AR /8, RA 4R E i “UDP(DTU)”

B #F “TCP(DTU)” ) i i3 AN e B U4 2L

BT BRI : OB BT R (A1, R AR B UDP(DTU)”  “TCP(DTU)”
(RIS IX AL B A 2L
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LIS F-NR200 5G T.)M\ CPE it
B E LBk Lk
H & EMA:

3.3.10 &

3.3.10.1 B
XU AT DA S VR4 B DV BRI 5G Mk CPE Zhfg, MM ERIUEDT iH) 5 242

BT
BSR4
e R D [esvessveseesrene |
THBHIA

BrEM K EASE 32 NFRF, AMFEEAEAT TR . BN N AR B R HT S — 5L
BB EA R
B
BN P 4 &: admin.
BABRFN WSSO T BN S admin, XEERFTA B9 R E VT R AME DL 5G Tk
CPE #BMN 1% 3E T4 N IE# Y 5G Tk CPE %45, 7 0] LLy; i) AEH .
Web 15 |4
T EE SR VAT HTTP Pl sl HTTPS #hBCRE B 5G Tk CPE. W&k £:45 H b Thie,
B HEBETEEGES. B LIEE A 5G Tk CPE FIfE B M L. AR Al LA 2565
PRIPUETT Gt N IERRIIH P 2 RS .

Webii

ELES HTTP L1 HTTPS
ESHBLAT € 1) =

BRI ST RLGHE R A ®pr Ozm
FhE B PR P Oeel

Prif: web TUTH SCRF I BMCELHE HTTP AT HTTPS

HEWRIH (B : V% Web F1H EZREHAFAIAING . 0 sk HIX AR
BAMERARGHEEMT: 2755 HBANIERRGE LML
REGEEMEEBMRY: 2755 HRSME 5 WIS~y ThhE
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LIS F-NR200 5G T.)M\ CPE it
ERE
WebREEE ©pr O =z[

{ERAHTTPS

WebRE®RO [ s08o] (FRi%: 8080, 3 1 - 65535)

SSHEHE EH HEH

SSHITRIRO '_ | (Rif: 22, ¥5H: 1 - 65535)
TelnetEE OpRr ©zm

Web FHEH: IR VG BN PO R B 5G Tk CPE. &AM ILYiRE, &
RN E, BUR2EH . BE HILTieE, WEEBE A, JEEH B e e GBRIAE
8080) , ILAEE H 5G Tl CPE. N RARIEE A W B E M, FHEBAUNEH W 5G Tl CPE
WERBINEN,
R FEE HE 5G Tk CPE, #E http://xxx.xxx.xxx.xxx:8080(x 1 F ) 5G L)V CPE ] Internet
IP ik, 8080 FRFHEE M 1) , FELKIKT I T b 2 kA~ . UR Bk R A 5G Tl CPE
iofe g
R A AE B HTTPS, 875 E 465 URL N https:/xxx.xxx.xxx.xxx:8080 (F-AEFT 45 1 & 14 4P
S FF SSL E )
SSH &H: & LLJS FH SSH R L4V 5G Tl CPE. 1EVER, A8 T f# SSH =F4 it
FEMBCE, AT RAEARSS T U7 IR 2 2 N
L.
W 5G Tl CPE 7 R Dhaedk J5 A, AR{T N &1iE 5G Tk CPE K] Internet IP ik
Ry, g rr L 5G Tk CPE i .
Telnet B3 : 5 22 H I FE Telnet ThEE

Cron
Cron ® e O =g
Cron BiNES [

Cron: cron {1 TR, RARIRIZERAT I Linux iy 4. VR7ESE R o 75 2248 H 6y 2478
JABIEIA
B kR

onf

&

(P (Simplfied Chinese) v |

BH: WHE 5G LTk CPE Wl @R iIiE 5 KA, AR b ST s,
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REEH

RETH Spm CzA

wE RSP 166.111.8.233
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