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# AH sOC x +

C & console.huaweicloud.com/ecm/?instanceld=475cdcaa-9492-40d7-ae76-bd7dd3aeca’
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y EERESS v 3 Cirl+Alt+Del PN 1 5E S B Sy 2RSS

Cent0S Linux 7 (Core)
Kernel 3.18.8-1862.12.1.el17.xB86_64 on an xB86_64

ah-soc login: root
Password:
Last login: Mon Nov 9 16:35:37 on ttyl

Welcome to Huawei Cloud Service

[root@ah-soc ™ 1# LANG=en_US.UTF-8

[rootBah-soc “1# useradd centos

Creating mailbox file: File exists

[rootBah-soc ~1# passwd centos

Changing password for user centos.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.
[rootBah-soc “1# usermod -G wheel centos

[root@ah-soc ™ 1# _

FEBNTa<

LANG=en_US.UTF-8

useradd centos

passwd centos

#£5 centos AR E%HE

usermod -G wheel centos

#4% centos FAFNE wheel A

3. f{#FH SSH ZERT B0 SecureCRT
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1B centos HFER=ENH SSH 58

Authorized users only. All activity may be monitored and reported.

Enter Secure Shell Password

centos@11¢ requires a password. Please
enter a password now.

Cancel

Username: I centos

Password: |eeeesseeessscee

Save password

(@ not connected - SecureC
File Edit View Options Transfer Script Tools Window Help

o £ ¢? | Enter host <Alt+R> NEMm & &4ea? ? @

Session Manager 2 x

el + xM00 Xy E ~

Filter B New Session Wizard X

3 What is the name or IP address of the remote host?
The username can be left blank.
Hostname: 119, ‘
Port:
Firewall: None v
Username: ICEHWS ‘
! < E—#@) | TN - i
[ Defa

4, BERAINE

sudo su - root YJJiEpL root BB
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Authorized users only. All activity may be monitored and reported.
Last Togin: Mon Nov 9 16:42:26 2020 from 61.164.47.200

Welcome to Huawei Cloud Service

[centos@ah-soc ~]$ LANG=en_US.UTF-8
[centos@ah-soc ~]$ sudo su - root

[sudo] password for centos:

Last login: Mon Nov 9 16:36:48 CST 2020 on tty2
[root@ah-soc ~]1#

[root@ah-soc ~]#

1.4 Web &3 SOC
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i SRR FEEEL 192.168.31.101 1 192.168.31.101 11:13:36
i SRS FEEEL 192.168.31.101 1 192.168.31.101 11:13:36
? {"eventCount™1,"eventid":535063 FESEL 1 192.168.27.40 1:13:21
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~ HEES
FFeaa7i8] 2020-03-18 14:38:01 ZEielEtE) 2020-03-18 14:38:01
££a1E  2020-03-18 14:38:01 FESEWaETE) 2020-03-18 14:37:35
v SHEEES
~ BAES
i =522 [=s=s
mE 1

SHER cron EREES: FUTconEE

SiEER cron EREE: B root H#1iT85% /data/nginx/nginxd start >>/datallog/soc.nginxd.watchdog.log
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ShER RENEEERSH (F-IPEREFERERER]
SHER ERTEREE-IPEREFEREE, TREEEREDE. REEEEETER: 192.168.31.101
FEEE

relation event generated by RelationEngine, match rule(4): BIEEEIEEEREE (A—IPEEFESEESEET)

A <BRE T BB X A RA SR, EhET P aE T EERASES
4.1.2.3 =HEKBRSEH

ZHXRBOBERT. REMRE. SREZMMEREIR

TOMSBHRSEFERMN. EERSMRYEERIEH
L 1EINT =4ERERIETE |, ST ERR.
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b i B87E7 webBREE
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= 4 FREFLE
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B wom— SHER AzerpEe
HE1

BEfR BulIRE

S{4EF DBADPWAFSS : BrEMIFNE, E4ET1E : 2011-09-29 16:18:48 SEHRS : = EFHIP : 192.168.25.60 EF-iix] : 56922 BBESEIP : 192.168.25.116 BBE =0 : 80 ik : SZHTTP/SIBALE : 500

<178>DBAppWAF: £487(8/2011-09-29 16:18:48, FBHE E4ES LI EINE URLIENY192.168.25.116/web/wzex.asp 2keywords=1%2A%2F%2D%2D % 3E%27 %22 % 3E% 3C%2Fiframe % 3E% 3C % 2Fscript% 3E%3C % 2F styl

EaE ©%3E%3C%2Ftitle%3E%3C%2Ftextarea% 3E%3Cscriptos 3Ealert?28%2FWebscan5%2F%29%3C%2F scriptd 3E&submit=2%20 POS T2/ BB 52IP/192.168.25.116, =112/192.168.25.116 5%

" 5.60, = =1200/56922 Z=TR%/Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; CIBA; NET CLR 2.0.50727; .NET CLR 3.0.04506.30) {72 /Sl EI0E SIS
M/13010043 35E)E—RS/ToQp5IBAAAEAAGKDNWCAADIH

=01/80, ZF7551P/192..168.2
= HTTP/SIRATRS/500 TS /alert( B
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FHEE | < 2R || O
w= B/=
bEREZEE ==
ER webUERFFRURFEANFEISNSEEIE . mFFT @ javascript. . BEEFENE
2280 002-0000
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42
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385522url http:/testphp.vulnweb.com/search.php?test=query

S#(E (FTES55), parameter: searchFor=1, xss: */—>"></iframi script=</styl titl script=alert(1)</script=
HEER

4.1.2.4 EHOHY

EEEXEAE B, /REALAN<ER-  HEASHERTNE  AESEFErSmEER TS

% ST ERR.

544’-@35( 1 EEI3/481
Freandia FxR FHHRR FHER ErREE
2020-03-18 14:10:01 ﬁ [ | cron EZEES: HiTcronEE <78>Mar 18 14:10:01 localhost CROND[6173]: (root) CMD (/data/nginx/nginxd start ==/data/lo..
2020-03-18 14:10:01 ﬁ | | cron E2EE: HiTcronfEE <78=Mar 18 14:10:01 localhost CROND[6174]: (root) CMD (/usr/lib64/sa/satl 1 1)
2020-03-18 14:10:01 ﬁ 1 | SFEETE <30=Mar 18 14:10:01 localhost systemd: Staried Session 134320 of user root
2020-03-18 14:10:01 m | | SFCTR <30=Mar 18 14:10:01 localhost systemd: Started Session 134317 of user root.
2020-03-18 14:10:01 ﬁ s may ] <30=Mar 18 14:10:01 localhost systemd: Started Session 134318 of user root
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B S ZEREFERRIR N ERFRMARISG.

8 =i M (2 SEv | BENEY | C R sEEv | CEx  SENv  mmEssE | SHv
s=vsE
Q ESFE=E v ESFAEASENIIES69,804 £ SET 179 = S7EM18,877 £, MESTEZEER SH 50 v 1 1379 K < > 3l
« mehaEEzE  * ETT I e REAAE  FEN P P EEE sune  waEE
A HeRERsEEETE
b\ i rsyslogdfES. 192.168.31.101 SEEEmEs 19216831101 1 07200
B weBESE
& Linuxait reyslogdEE. 19216831101 @EEEm 19216831101 1 074201
= s253
A LinuxEF i T srETRESN=enTas 10.20.176.21 FEE
=5 FrsrREREENELl : EEEG 102017621 1
- | Linux>SESE (S v
rootiE3
- Eii;:eg FAETIEE bbsd-client BREHK bbsd-client 192.168.31.55 192.168.31.101 FEaaEt 192.168.31.101 1 21:03:02
SR 21:03:00
e i = SSH BRAEEHR 1921683155 19216831101  @GmmEm 19216831101 1
M sudoiEte
T EMFARATRER 192.168.31.101 EEEEl 192.168.31.101 1 21:03:00
e =Eom
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taeinE R E. ASRENGEE. FTP ZRECERSEHES )

EOOEEFEREER | FAMREEIRE BB EERR TEESXEEHR (AT REE
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2AEZHE
BENEE TEEZ EREE
=
BE RERR 4t EE BE
18] EaiE 2020-03-17 10:04:56 Emesrs
11 RS 2020-03-17 09:59:56 smasEE
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X
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L2 FEER ittt a0 BiFieht BiE&0  FHEE Frsatia
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Q ) EuEIRE 120.70.10.10 35404 11626218137 80 bruce_58.3 AERT
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