TR

RS RERSRRHR(ERR V10

BRI BIR AT
2022 & 10 B

AR

ais



iy QB e G Qi i 1 g o YT 1
AR B I 28 P E B U T B I e eeeeeeeeeeeeeeeeeeeeeeeeseeeeseessssenenssessssesssssensasessseessnssssnsanessnnnsenes 3
R B P E R G B A B FE BH oo eeeeeeeeeeeeeseeeseseessssesensasesesssssssesensssessssssnsnsensaneessnssnes 7
B TR TEIH v eeeeeeeeeeeeeesesesessssssssasasasasssasssssssasssssssssssssssasessssssssssasasasasasasasasssssssssssssnns 12
B B B R T B e eeeeeeeeeeeeeeeeeeeeeseeeeseseeeseetessesensaseneaseteseet e seteneaseeeseet e et enenensanee e et anen 13

1.0 R D R T T ettt et et ettt et et et et e e et eaeaeee e e et et eeeeneens 13
D100 I EEBZEHIX oottt et s sttt er s er et eeann 13
LI I 5532 = OSSR 14
O T = /5 STV 15

1.2 P BT T B B oottt et et e e e e et e et e e et eeeee et eaeeeeteneeeeeeaeeeaneas 15
O R/ 1 4. = SRS 15
NI R 7 = 15
1.2.3. JITET DINS ..ot e et e et e et s et et et et ene et e e e e ene et aesneeeene 15

130 I T BE . oottt ettt et et e et e e e eae ettt et et e e et eeeaeaeeeee e et et eeeaeeees 15
1.3.1 TIMEAAECH T AZ LT T B et es s s eeeeeeees s easnas 16
1320 DA LA LE T T oottt es et esen s s 17
O T T 1VV7% (o Yol A=A b L S 19

Ly T oottt ettt ettt n ettt ettt et et et et n e nenenees 19

1.5, KAUMP HLA oottt sttt en s eeeseseas 21
150, KAUMP T DT E oottt ssasasnene 21

1.6, FREEFEL oottt et e et et et e ettt erene et en et ene e et enenaeanen 22
Lo6.00  SU BT L ettt r vttt ettt rer et et et et aeann 22
1.6.2.  SUAO FE B L AT oottt r vttt sen e e et aeann 23

B B B T R T I et e et et e et se et e e et et ee et e ae et e se et et an et e ae et e seetemnanennaneeeaaenaen 24
2000 Q5142 ettt ettt ettt et ettt et et e et et ettt n et et et et ennaene 24



B 1Ol G 24

2.3, GDB-0.2u ettt 24
2.8, PYENON3-3.7.9 coooooooeeeeeesesoseese s 25
2.5, OPENJUAK-L.8.0 .oooevverveereeeessceesesssessss st 26

BB FHBTAL TR oottt sss s ssssssssssssssssassssssns 27
3.1 ZUSETE s 27
320 BB oo 27

3200 I E T oo s 27
3220 UL ETE TS E oo 29
3.0 FEFEILTHT oveoveeeseeiee ettt 33
3310 VNG BT 5 ettt s 33
332, ZEFE BT FE T SSHurueeeeseeeeeee sttt 34
3.4, COCKPIt JZEFEET BE oottt ettt a st sa e aenneesans 36
34,0, COCKDIEcovvveeveeeveeeseeeeee e s s 36
3.4.2.  JFBIRI BT COCKDIt SRS weeeeeeeeereereeeeeeeeeeeeeeeeteeeeveeeevesae vt sesanansaes 36
343, COCKDIt WD JE ] B eveeeeeeeeeeeeteveeeeee e vevevevssese e vevevssssss st 37
3.5, RGIH I oo 43

FVIEE ZEETIE IR ..ot sesse ettt s st s s st sens 44

8.1, KEBEANTFZURIEAL oot 44
8100 BSFCTFDRET B e 44
8120 LIS oo 44
4.1.3. FYHFRGHEG Anf BILETFRF D oo 45

8.2, EFFIAFAL oot 46
8200 BB IS E oo 46
422, ZELECITYZC oottt 46
423, BN CUIT I o 47
828, BLEI S oo 48



4.2.5. W72 < SRR 48

42,6, MUBRISEET oo 48
4.3 BEHRHAFELLL oo 49
4310 FLSFCILDYZC oot 49
4320 LLESFCIN oo 49
4.3.30 MYBRECSFCIL oo 50
4.4, HAFEIBEVEIETEET I oot 51
B40. BRI oo 51
442, BB E oo 52
4.4.3. R GEIIRIE oot 53
BT FERBIEDE ettt s et 53
5.1.  fHH systemd B HE R GEIRST oottt 53
LT O B Y =Yy 1o [ AU 53
5120 EFERMR S vttt 56
5130 BB BBttt 61
5.1.4.  HLEFEPLEE LA SYSEOMU.ce.eeeeeeeeeeeeeeeeeeeeees e 63
515, BYBEFEDE SYSteMA FLIL TN eeeeeeeeeeeeeeeeeveeeveveeeeevevevississessssssssvsssssssseseons 64
5.2, OPENSSH covoruieeessmeeessnesesseseessses st sss st 74
5210 SSH BPEK cooeeeeoeiseististse st 74
L Y, B 2 O 76
52,30 B OPENSSH eeoeeeeeeeeeeeeeseeseeteteses st sttt sttt 77
524, PHB TP LLETT S oo 85
5.3 THGEIVINC covovorieersneeessnseessssesssse st st ss st 87
5.3.1 VNG JREE I rreeiseeeoseeesseeineseiseseissssssssssss s ssssssssssassssssssssssssssssssasssssssssnneees 87
532, LTI oo 90
533 VNG BEB A vt 91
BIINEE B BR ettt 93



8.1, WED TR ettt ettt et e et e e et r e ar e e et et erannen 93

6.1.1.  APACNE HTTP HREFE cooeoeeeeeeeeeeeeeeeeeeeees s ssan s 93
6.2, H IRIRET B oo e 104
6.2.1. OPENLDAP.......oooeeeeee ettt 104
6.2.2. ZLEEOPENLDAP ZH oo 106
6.2.3.  JE OPENLDAP JREF A oottt 108
6.2.4. [/ LDAP SIHTHT SELINUX FEHE ..o s 118
6.2.5.  IZFT OPENLDAP IR F eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeveee e sevsas e ies s 118
6.2.6.  HERZNEN OPNLDAP [EITIFUE coeeeseoeereereseeseeeseeeseseseseseenessseesseneans 119
6.3, SUIFFIFT EIARZS B8 oot 120
6.3.1. RYe 141« o TSR UPPRRN 121
L2230 c 1 - OO 132
6.3.3.  FTETIZ B oot 136
6.4.  fHH chrony AL E NTP .ot eesee e enaes 137
L e (Ve VO = s A 137
6.4.2.  FEME CHRONY JEILILET oottt 139
6.4.3. LI CAPONY ettt an e 142
6.4.4.  FIASTHIIFBFIEE CAIONY ..o 146
6.4.5. LB CRIONYC .ottt ettt ettt 148
6.5.  TCE NTP I NTPD..ooveieiieeceecieiece ettt 149
6.5, NTP JPZ ettt 149
6.5.2. NTP Z1 i ettt 149
6.5.3. FHIENTP oottt 149
654, FEME ALt S eeeeeeeeeeeeeeeeeeeeeeeeteeevevvsese ettt ss s 150
6.5.5.  UTCTIMEZONES FUDST w..oovovvrresvrerrsssseiissssssisssssssssssssssssssssssssssssssssssssasssnes 150
6.5.6.  NTP GLHFFUEIEI covveveveviereerisriesississississississasssssss s sasssssssssssssssssassssssssassaes 150
6.5.7.  FESETUBL I ETEIT ] oo 150
6.5.8.  FESFIT T oot 150



6.5.9.  FERENDA PEET IS oo 150
6.5.10.  FEAENDA HT SYSCONFIG K oveeereereeeeerereresesesesesesseseesseseessssasseseassnssssassanes 152
6.5.11.  ZZIL CAIONY ..ot 152
6.5.12.  FEETNTP SF I B FELE FrRILE oottt 152
6.5.13. MDA HTZIEE oottt 153
6.5.14.  FZEEND [IARBS oottt 153
6.5.15. BB KIETFZEND FUTIEA oot 153
6.5.16. B NEDAGE JE5 75t er s 154
6.5.17.  JIETNED oottt ettt 154
6.5.18. L BT IS FF R F oo 158
6.5.19.  JIETHS FF IR oot 159
6.6.  fHH PEPAI T B PTP ..ottt senaee 159
B.6. 1. PTP 4 ettt 159
B.6.2. MBI PTPuooeoeeee st 159
6.6.3.  FUE LT EI T PTP.ooeeeeeeeseeeeee s 161
R o= 4 SN 162
N L= B OO 162
6.6.6.  JEIZEIT oo 162
6.6.7.  FFUENS T et 163
6.6.8.  [EHH NTP JREF PTP HS/H] oot 164
6.6.9. (LS PTP JRENTP HT ] oottt 165
6.6.10.  1&/H timemaster G5 PTP G NTP H [H]....ovveoveevresrierrieresrisississsississesisssssins 165
6.6.11.  FRIEIHEBI I oo 168
BB BB E BT ottt s ettt sttt sees 170
7.1 RGUMEIE T st 170
7110 BRI E ettt 170
7120 BT T I oo 172
7130 BEFE CPU [/ oottt 173



VAR oy RS 178

705 BREELIFLIR oot 179
7.1.6.  [E/T NEt-SNMP JEFETEFE oovoeeeeeeeeeeeeeeeeveve e 180
7.2 BEFEFEIL I ESUIE oo 189
7200 B T B oo 190
7.2.2. RSYSIOG [IFETK I B oot 190
7.23. AESHIFHIILEFET oo 200
724, AESTRSYSIOG BA T oo vas s 202
7.2.5. RIS LTI B 1SYSIOQ.aauimiiiiiriiieeeieseeeseseseesseses s 208
7.2.6. LT RSYSIOG PR oo ss s 210
7.2.7.  SYSIOGA SRS T B A Lottt 212
7.3, SYSIOEA FZEZEF oot 213
7300 MG BB oot 214
7.3.20 QL VELEPGIE T oo 215
7.3.30 MEBTISON oo 215
7.3.4. [ MONGODB M1 ZERETT oo ss s 216
TA. YT RSYSIOE oottt ettt ettt ettt en ettt nne 216
7.5, A H & e 217
7500 BT oo 217
7520 DT oot 217
7.5.3. [T LIVE VIEW ..ottt 218
758, QTTETT B oot 218
7.5.5.  JEBEFFLETF N oot 220
7.6, HBIMERGUTSS oot 221
7.6.1. 0oL I Ll 1o ol o T 221
7.6.2.  ZELECION FUANGCION. ..ottt 222
7.6.3.  IELTCrONA RS wooveeeeeeseeeeeeeeeveseeeseevseevs e 222
VA . 5=V Yo Tol oY U - OO 223

VI



7.6.5. BB CrON [T 5 oo s 225
7.6.6.  JBBYIS CLON HILTIH oo 227
7.6.7. CLON fEZHTAEET AT oot 228
7.6.8. AL FUBALCA ...ttt 228
FEINEE BREBEE oottt st st snes 233
8.1 ZZAIERIRTS oo 233
B.1Le KT oo 233
8.1.2. = L (o 11 1) DO 245
8.2, TAMBTRULLE oo 252
821 KYSEC BB eoeveeeeeeeeereeeeeeeseeeeesessessses s 252
8.2.2.  BHHEBT B LRI LA oo 255
8.2.3  GEBYLTITTE M oo 257
824, TR VB oo 262
825  fE LR TYFE T oo 267
83, MBEL A I T H-ZEATHIDN oot 272
8.4 BB SUAEIRI I oo 273
B2 =G Yo PP 273
9.1, WEATEWNTIVE oo 273
9.2, FAREZIETTIL sttt 274
9.3, FRANEE IR EETH oottt 274
9.4, KEBTALIE T HIELIA covvoeeeeeeee ettt 275

VIl



FoEN BRI R IR S5 2R E R VI0 RGE B 5 Tl

BB A TR AR (RIAR BB )

DRNGERE =V R R e s« T 2 SRR 75 5K DR [ X X 2 7 [|] 2 4 R
Je Ak AR [ FROCBEE B AR S i @ B b 2 AR, P E S B E R AR
AT CRIFR “HEHET” D T 2019 4F 12 AKGHE T R BB (S SRR A IR A 7 A
FER AR A T RS, OL BB R A PR AR (AR “RUBEA A" D, 4T
EHEEE RGO TR

HERC A 20 A1 3 2 i ) 368 FH R F A0 T 3 22 4 OB 45 3R 407 o FHRH R A
T %, LSRG NZ G, BT RAR T LB IR 55 8 8 1E R G0 5
HEAE RS MARXEERS . BB = . B 0E RGRE ™ Mo RE R k. i
MR R G AL AT R W RIS, oSNk B E S CPU, R4, B
YEL Ty YRR 58 40 8 A 1t R A5 7 T oG e 1B A () 2K i, S L P 4 R 45 1) I
XK. BHEl, ARGERZROATMNH TR &l 20, @5, . &
BRI, RSP BEEA R IGEZE . BURHLC, i 2. MRIE2Em
B givt, BRI A RGN, AL 11 A H E Linux 13 5 A
H—%.

BB XA B A O BRBIHT, 2018 53R “ [H X BT —5427, 2020 4
RATHI AT BB EEAE RSt V10 B E B Z21Fh “2020 A2 e+ KIE 2 BEAE”
FHIEHT NG P o 3R AL & 2020 42 [ N RRH R 7 o LB 1 5 3R
CrpE AR R DA A O R G H S BAT E SR A
ERG . BHMEAITIILIN 400 R4S, FEHAR T “ BRI R A E SR A
W “EFREEAREWARE LR « “Bldoniifrsiil” « “EfEAR
AV BEARAT SUEAT SRR AT AL 250k S . it CMMIS Z0Ah, BUA 115 T
Wiy AR AN FE A BRI TRERO%, e TR 551 5,
HApPAEF] 214 T, BiCHEEER 553 T, ERMS5ERERK. 7k, B
SR ARFRUE 60 R I

BB Ab R, Kid, B Kby TN I ORJERL ML B, B
B MBS BrEs BT Bl TERHL TSRS 4 S, RS Y s AT 4
[ 31 ANESITA 2 AR

TERLRBAE A1 vy P EE A A AR R, S AR BT e SR L K A A
PRAER R, B SE BN B E AT AR S EE, v E K WG AR A B PR AL G RIS 4
#2022 6 H 30 H, BB C5 5300 2% @S AVE, 5CRGE 42 JiT
PR ERIERD, ARG E W SR 0 2.9 TN

%1 X / £2714]



FoEN BRI R IR S5 2R E R VI0 RGE B 5 Tl

TRt XA AR BRI N A A 28 — BRI ) B, DA R 1208 ik e vh 0 R 2R
&, IEBUT S 7 J1E, IRE P EF O NE NS B FRECH TS IBR 1
T BB AR O BRI “5 7 JrAIE R R BRIHER R BdiE R, ImEik
2. FERR, HETENAFTEFRAT OGS “AWa N #1285
BIUTE, FFEEAREREFREREERGE LTINS .

FE T U5 G e 7 T, BB B A E 2R A B A R AE R SR AL X
openKylin, 1M H A FTEER TN BE, H& B BT8R RReT), FF
giorph E EWEHESE, BT RFEAILE openKylin, SO EA
[ bR &0 7 TR T IRAL X o b Ah, BBEERIFZE OpenStack 41 [X Tt #k 7 71 [E 4 2
—. EEREE =, 1EN openEuler X KAL#, LA Maintainer & 4 #K$H 80 NI
H, BRENAFSI TR —; FRIPRINBBITR R RS, 2RETHTREY
T IR, IEREEFEMITRERATIN

% 2 X / H£27T4R



FoEN BRI R IR S5 2R E R VI0 RGE B 5 Tl

R R 2 FH P 5 PR P T MY

SRR R BB R A R G S O S P (LR ARE B S ™)

T 2 R A 328 P BB R A B W) T A T I A AT AR LI R A R Gt
AP

THAEST A AL AT, AT A0 B A UM SOR R IREERI P b 7 VE AT 2%
A CHEFR VO SRR E R A SR BUR A W . — BT I AR BAT A A
%%%@E%ﬁﬁwum%ﬁ,ﬁ%ﬂ%ﬁwiﬂ,ﬁﬁﬂﬁﬁﬁﬂﬁﬂﬁﬁﬁ
AL R
1. SR

M OO ST S R P B H St SRR, R IR A\ CR
PRBRBERAE) M8 AR . ANFTAALERVERT, AN Fo v A A A e LR A
SR Bl B AT AT SO DA AT AT B R A IE (SRR A A

— BAFE I VE AT

FEE ST AT B S FAF R E OL S, B 25 T oe LA AR 5 L ASAT
ik HBREIVERT, SCVFSTHLIY 2 208 PRI T1(5) 1 58 B SR S8 B — kil 4%
FCEIAS, T AR A A AT 22206 T S LA A ) FRL i o

—HE N YER]

FETE P AU SR E LT, iR S R BB LA, BB 45

SRS Y« AFTEAERIVERT, SRVFSEATLAAAE P BB AL FH B Y ) R 212 2
_ﬁﬁﬁﬁmﬁ# SR AR R “AE N ERAE P2 45 HAE SEN UM N2 B 2 A DL 2L
SR 53 AR A

— PR A E

S A AR U A R MWTTMQ#¢ﬁ
FRUAT o B AN T s B A, DA 3 1 5 S T SR A A A R 1 —
SEAT T SIAUAE IS i AN B8 AT A DI B8 o ST AN AT 2 B BT RN A D9 R L™
SR A DA B B B At A1 T B0 ST A
2. PR

AR5 BIRAL CEVERD ¥ TARE AN At kA8 B 1 Bm R 72 B 20 B R
e MU AN/ B R 5 DR B O A A R BT BB T A A SR B FHAR P B 3k
TR AT SOV AT T BT R AR IR ARIC PRI S B RIBOR] . B AL
A, AP AEAR TR AL

KTEH Bk

WRAE BT A E it H e A P AAR, T RLH A AR YE (GNU GPL-

% 3 W/ H2TAR



5

FoEN BRI R IR S5 2R E R VI0 RGE B 5 Tl

GNU HAILVFRIIEY S Hl . A3 80 o BRI UBE #/E 2 G A i 38 5
(GNU GPL-GNU 8 H ALV uE Y Wil s, HAi A (GNU GPL-GNU
T8 FH A SEVE ATIE ) PSR T BB 1 R B P L R R S A VR R 2
fVF AT B BCGEEAT S B S, ABAT AT DUER AT BB A 2R S 1 7= il D At
(AT HE AT WA 28 LR SR A PR 2 ) ) 45 T 432 AN e A P A AT T Bt 4 A BR A
] PR R A B AR AT AR 7R

FEmlE R 28, BBy KA s A EH (GNU
GPL-GNU i@ AFEVFRIUE) B8CEE,  QneRimT BB AE R G = A& 1
NIEAE s FRERAT S 56 =5 N A4S . BRAEIE VAR R st, B IEAA
X ERAEAT RS B (B RGgmIFEER P TR - oK.

3. HFRER

BB AF R IR, BRI T EIAE 2 B2+ (900 KN (LA
RIAREUE) , AREAFAEE N B CUnSA B)0E) 76 58 B 50 T Toa kLAl
LTI B BRI, ARz R fe . EARERMARIT, &
(1) BT A D R L A A P 23508 Bt A D e L A0 A1 a2 3 B 45 A B A ot ORI AR
AT K2
4. LR ST

BRAEAEA G WA LE , 5 W TARAT IR B R 1 25 A Rk S4B R,
AL FEREE B 1 RHRr E FH 388 A3 A 1 B R AR U AR T B R B 4ELR 3 A T 4751,
1B _F3 4 53 7 B A AR TR R IS LB A
5. FAERR ]

TRV AVEIGE N, GRAEAMEOLT, Tl RAMMA ST ERER,
WA A7 2R B0 0T P P B A F AR B 51 ke i B S 2 A SR AR AT Wi 2k
k. FNEEBEARIISE, BEE X TRERI . AR J5 R r . AR I E& Sk
(A0 3 IR 2 RRRLBA R Ak B L/ W] g S AN A RAT A 5 AT CRASE REORBE 4 4 4t 5 ]
Rt AT FERE) o RIWAWU, EEFHELT, LikRAESHE. REUTN
CRFEE ) J71, B AEHARTT I, BB S 0 165 1) T AR AN i Sl AR A
Fr S AT 8. RIS FOR LR AR RER B HIEA H (1Y), E OB PR A543 1E FH
6. &1k

APYAE AL 2 RTH 2o 10T CABE I 28 1k AP, H 05 250 [R] B 4 S5 A R 1)
ERBIEAFIRIA . A SR AR S AR PR REE , WA B SO A 2 OB R 1
HHIEENNL R 28 1k 2RI, SR 0V BSOAS BT () A S AR AT RIS, I HL 7R AR AH K]
A S AT F B E R T T

% 4 F / E27T4|



FoEN BRI R IR S5 2R E R VI0 RGE B 5 Tl

TERER

5 AR U R AR 30U o CRFREAIR VR4 S M e
PO ENE AR o AT ARr 8 [ SONTHE X 2 R AN T3 F
8. T4yt

R AP A AT AT E B A€ N TIERAT, TIHBRAH R E , A P sATI 94
AR BRAEZMIBR BG4 7R A B KR SEI (FEX PG, AP SCK TR 2
1)

9. SEEEM:

APPSR 5 5 TR A e LB TR 3K s P 58 B Ao e R i B R R B
FIAPPA— B LB P HAERG S @B BRAFHEAR, GO iTH.
(5] P B A 7 2 B A AR B SRR R IR AT B AR AT SR I AT Hh B AT AT v R Sk B B o 2%
Ko BILAARII O HE . X AP SIS TR Ty, BrAb@E B ak
IR — 7 FFRAURER LT
10. BEFRAIFRIR

SEAU AN S LB A o DL e, RS S 4 TR S AR A
BErbr, LA 5BUBEECE . AR BB AE SC IR AR . RS ARIC . FR iR A Ho A
FRFRIR CBUBEERAERRIC™D) o DRATLA TR IBE S B i PR A ArT {58 FH 875 A R R gt
BAF
1. JEACHS

AHAE T Be 0 B YRR, ARt 2 ME— B WS AR RF A A PN S5k 2 € It
222 Ho WEAEATT o3, BRIEEAR A R HE .

12. FRMLIE

R A A BN BAEAT:— 7 56 K AT BE AT AR FIR P AUR BUR I 2 AR i, ]
AT—J5 A LRI 2 E AR P o
13. Java £ ARFR

SN AT g Tava - & FLTH” CRIFR“TPT, B4 HH Njava™ 8¢ java L i)
AT, LB AR JPT R EIEAANE, 2l Hoh 7 8o
JPI IS AT AR ECE B)), YA . W Se AL B — DR MR DA K —
BEZMHEIRH APL, EAT (D) ¥/ Java FERIThEE; FEH GO IR =77
IR BT IR A TR _EiREAN APT BA AN A, TSR HUAA L OB 72 2
At APY BIHER UL, LR T A S B A o SaHLA AN AT Bl . B AL
ST B BT N BN 7 DR 7 bron Aava™s “Javax”. “sun” &AM, Ft
[l FHEL Sun EAR{AT Ay 44 205 TR I RALL)E . 2 W, Java 84T I3RS

% 5 X / H£27T4R



FoEN BRI R IR S5 2R E R VI0 RGE B 5 Tl

ARG VF AT (R)3&E 2 A CH RTAZ T httpe//jdk.javanet/) , LA T #RAT 5 Java /MEF
N R 2 [ 40 R BaE AT AR AD B AT A 10

P i AR AR AL S SO MR A, DL EARAT AU B, AR SCRR A
HE

% 6 W/ H2T4W



FoEN BRI R IR S5 2R E R VI0 RGE B 5 Tl

W BHRIE R AR BORE B

IMRARATHB: 2019412 H 18 H
IRAAEZLH BE: 2019 4F 12 H 18 H

B AR BB R RGH 7 (B R RAR”) |, SRR E RS R 5K
PEF= o2 B A TR A F) (LR R RR <A BB ) W R AT, H
T I3 B B AL R BURT R4S B AL R A it

PRI R A A B AN NS BRI AR, TR A ™ S fE 38
I8 CHRTBBE R KRGS RABURFE ) (LLR fFRA 75 B AR L 74
BN NG R AT RIEX SR ANBSFAME B Ak A8 &MU f#
F, 24, AIEsME UL R TR0 26, TRATHIE T A . RATK
YRR . RAEFIE AN NE B M7, DU BEIE. MIBR AR 3 IX
SefE BT o FRATKE S R A BOR AL FL e e hnife, NI NG B2
BEAE B ) 2 A ORAP it o 08 A B A R B R IR AL, RIM RIS R B AR
RECRFE I, HFREIRA AR R A BRI . A8 R IS E R .

A FE WP B T LT N2

— RTWEEAE W BRI NG E

T WRAERE AN GR YU A A NE B
- ITE EIE A NG B
v ORTE =TT A B FA UL B
v ORTARBEE NS 5
NN O o
 IRTER R FRATT

HE |

o Sk

—\ WfRENERERNAGER

LSS K ERA NG BRI

PATTAE AT AR VAT LB+ SR e 7= i R RS AE R IE B, EER T 1R
et R 55 B e A A AR S5

1) RV BUBE A E R G AV AT, 2 AR 4 2 e A A T SR X
[l A2 P Al S5 L e o 2 AL R 2 8 T v A R A 7 e 1 SRV AT AL AR
B s SRR IZ AL A AL A 4 LR A 7o 55 N AR & (8] B2AH SR S mT i I VR AT
ZHLASAS A A T EAL IR L B AR S we HARE R

£ T W/ 214



L BRI LS R BRI E RAVI0 RAEH L TFM

2) AR LR AE AR SN e I R 55 A i, S ARFE RSP A5 AL CPU
RAEE LU TP bk AT, SeBUE T (EIRGECE N RS . S RT3
PR TP 3ttt v] B8 20 SRAE N T 1) A 55 s o AR 8 10 H S

3) B BBERAE RS TH R, S MRIEE TSR 1P bk AT
% DMESCHLERAR & R T R RS .

4) f3 FIARTTRUBERAE RS0 s AR, R S5 AE R BB MR 55 S5 52 AL 10
HFERAR . HIE. MR EDAE R

5) B BUBHEAE R G REIR B AEVIRBIA R IIRE, A7 5 0 S A R 1
5RAEERNLES . XHE B RATABERM EAEARSS 45

L5 SR B A 2R G b T SO AR, AEr g R NMME B ER 2y, R
LI ST AER I A2 o

2. ERYRERNNE BRER

FA MR AR I E b 5 P 205 RUSER IS S - BU R &
A BT PR F g A RAE B FRAT PR R A (AT BB, RS S R
FAT 2R IS BT RA T i

PRERPIRE: LB AT R VERT L MR RS RGO 4ES . AR
GRS R

g RbE . Dy fRBE A HT AR B R R ST 2 4, AT A RIS 2 1)
BIHRTH™ i e Ak AT SEMEAT AT RF SRR 5

S, ARG (BR800 B 7l fF bt . A1EsE)
Hi 5w, g, SSER . BORSHRF Bk 55 Bl .

77 i et s RSB BOAS R T R I S T SR DA RR T e
RS .

N T IEMAIIEBEE . STTIE . BURR 2 A SCESK,

3.5 B E XA A

AN FBEFAL D NE R R =07, HU N EOLERSL:

D RPERWHAFE: @EFHERE, BINTRSSH =T BN E

gy

2) NSEHLANEAC B H B, FRATAT RE 5 ORI A W BCHAR B = A AR Ak
CHR=Jr s Bepim . A, B MAFRES T2 EHNANGER, k4
AT BE AT Ui B L B RABSCRE A S AR AT S ) DR A 22 ax P TR Oy AT Ak 3B ik
g, I T AR BRATHI MRS, SEBlan T S R AN A A i A BBl 20 Pl
WEM. WIS FRCBEA T SRS =B E R, RATGSRAME. B
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PACK B LT B ORFE IS 15 B 2 4

3) BAIANSIIN LRI F PRI NS, QbR TF R, Ffll=
[ 8 T NIRRT R 1) H Y R A5 B SR R T e K BURE S, IFIESS
NN EI P

4) BEERANL SRR RE, BATETREREAT & IF. W, B3 31k asag
Gy AR S FIARRAG I, 42 IR ENE I B AMIR T A5 75 B i 23K A A e 4k S fR4
SNt E i S VSl AN TR NS

5) AT AT ek A ZOR BU O EE T T PR 2R R S I A 2.

WEAVE RN NASE, B T SR B A AR H IR S R B s B
KRV, B PR A A8 A B0 A ST, BRI IR A8 5 RO FAE AR 48 B B s R

ARYE AT I EE A LA S bR, A2 LA RSO0 BA TR RE YR A
PMMNEE, MEEEAURE GG DL

D SE5 e, FER e E 50N B RN

2) Hadbgs. A RA AN E KA IR m B EA

3) HARARATAE . RYR. B IR R GAT S B AR S

4) T YE EE AN AR fr s 745 EOR EE R e (H SR MRS 28 A
UNEib=3:bF

5) PRI NG B E BT A2 AR AT

6) MEEATTHERE SRR NMER, WEERERGE. BURE
SYASIRE SR

7) RIEIEE R AT MEAT A R P 75 1 5

8) M T4 Frig iy bt Uik 55 1) %2 EAe g BT e & 1. Wik Bl A&
77 it B IR 55 B e 5

9) T AIAmIT G B ARB ST, H ISR A AR U ald
RIEERIS, XSRS AN BT Z s IR AL B Y 5

100 JEEHEMAUE 19 H A .

= BT REART S RERNAE R

15 A7

PAT AL MR ERE R E » R A 0 [F 358 SR 2E A N B AF T
U ALE

205 BAF IR

R E, FAIMOSEIL A A 75 A Or B N B B D sRAEH S
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ARG AE B BRI 22 27K A 2% T 2 2 DRy i it LA ORBRAS U2 10 22 4 91,
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L. W RIRAT

WA A FE BAEEAT AT S8 1], BT FIAHDCIHR . B, IR BB &
IRHALE 400-089-1870. B J5 Ml (www.kylinos.cn) LUK BRI S 1E AT 5 ) Bl e
e, fasmr DL & BB 2E 2 market@kylinos.cn 7 S FATEE R

THEH S, AL, ZEAE, BT, BRATEE 154
TEHNS TER.

AP E R HR AR, A AL RSSO R R AT, DL B AT SR W 1
X, DA SChRA Ay .

BOTEHHY: 20194 12 A 18 H
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el vE XACVU IR P % 9 SERAKJE 20 & (100190)
KPR X =— KiE 156 5 LEKE 10 # (410073)
HLiG: R (022) 58955650 dbE (010) 51659955 Kb (0731) 88280170
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R U
LI IUBA 5 PR 5 BB RS VIO RIS W, s, sk 6. i
WU CPU P . AT B RS BRI AR AR, s
IV B AR A, 7 BB BB A IR A AR R S 801 .

& g,

ATFMran S BREDEERGINMSE, a2 PIT 105 G B EAEA R
CPU V-5 B A A F R G sl M RRAS T R mT e AT D VP57 AR TR En L
W AT 225 2 Ak, VR DUHRIAT BEREE e 28R 55 2 R A A 48 V0 £ B4R CPU 1 & |
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B8 EARGLE

R AN ARG E LS, WEARE. HIA RECE . 1M
A E DL B

1.1. RGHX A4S E

ARG X LB R RGURSS A - FHI )G 5 AR E . s A R e B R
SCA I G R B P S T S A A R . X 2 i B R] DL & ok
letc/locale.conf At B S0 FEf8 ] localectl Av4>. IbAh, faaT LAE A 7 B Fi i ok
PATIES, HEIEIESHRETFM.

111 RERGHKX

ZGHLIX E & SO Aletc/locale.conf, 7E &40 JA I 515 systemd sFP kR
XANAC B SO AT DA R — AN R S5 B P gk K, B IR S5 Bl P R AT iR RO B
SO BIANTE F ONTEE, HIX 94 E ¥ /etc/locale SCAFIELE N AT :

LANG=de DE.UTF-8
LC_MESSAGES=C

LC_MESSAGES &I E T2 B AR S H SCAKE =0, FoAth T 1t B
MEEER 1-1 £

2 1-1 fE/etc/locale.conf 344+ w] fic B B

=R iR
LANG AL RGN X [ ERINME
LC_COLLATE TE SCZIA R HE 7 A EL R
LC_CTYPE T 55 0 B4 B 0B, BT B 245 i ab 2 7 =8,

B FRRIG, FRE R TIRRZ TN, TS,
e i B — MR A B

LC_NUMERIC JET2 T ot X

LC_TIME 1) A H R =X

LC_MESSAGES RREEMES

1111 SRR E
Localectl fr & 7] I TECBIE S MBS A R . Bon Ui E, IR

AP
HI'J/Q‘\:
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#localectl status

1.1.1.2. Born] X 5%
R AT R X H) K nT A R R 4

#localectl list-locales | grep en

1.1.1.3. Fit' B Hh[X
LB RAEBIAMIX, FFELL root P S43i217:

#localectl set-locale LANG=locale

FH P a] DUBC B 3E A 3 X FR s 757 LA locale, AIEIY localectl list-locales £
RIEEHHLIX
112, BEERHMR

BERLAT SR G B TR SOARYE I & A F - S i i e A J= FE ]
1121 BoR4EiE

Localectl fip 4 7] H T HC & 15 5 AR A 5. BonSaiicE, s mT

Ay
i 2

#localectl status

1.1.2.2. Wona] HEESA =R 50ER
Won Al R AT /Y R AT a4

#localectl list-keymaps

1.1.2.3. o B 45
fit B RGNS R, FTELL root H 7 S3iafT:

#localectl set-keymap {map}

F P AT DABC & A I B8 B AT SR A /s U\ﬁ*é{map} Wi“cz” , "Jilid localectl
list-keymaps fu Zi& A AR . Zar 20T HTHELE X11 % O B3R A Rk
9, 18§ FH--no—convert ZHHITENIAAR . FIFEHATH LU N dr & S MAc & X11
WO AT R -

#localectl set-x11-keymap cz

BORFH A EL XAL B LA AT S8 S A A R AN — ., AT LR A T i
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#localectl --no-convert set-x11-keymap cz

1.1.3. HAEIE
HAhE 7B R G X B LA 7 ) N B 1] A S 2 35 Pt . [RIRS ik n] 2%
1.6 SRHURF A FE I AN5.1 T Y,

1.2. MY HEE

1.2.1. hEMERLE
T, LA eth0 A

#nmcli conn add connection.id ethO-dhcp type ether ifname eth0

ipv4.method auto

Horr “eth0-dhep” NIERM 4T, W LR B O 75 a4 07 (il 2 Ak
45 “ifname eth0” AFECE M, HRHEE O3 &5 0% R % .
1.2.2. BEMEKEE

FTHF &, LA eth0 Sy

#nmcli conn add connection.id ethO-static type ether ifname eth0
ipv4.method manual ipv4.address 192.168.1.10/24 ipv4.gateway

192.168.1.254 ipv4.dns 192.168.1.254

Forf “ethO-static” AIEREII 47, W] LURIE B O 55 2 dr 4 07 (F 10 12 FgAE
%5 “ifname eth0” JNECE AW 1, ARYE I & H UL T HEE: 1P, FIHERD
WA SR 48 S Bm Y 25 42 T B L
1.2.3. ECE DNS

FT &35, Y8 /etc/resolv.conf, ¥ B nameserver:
#IGenerated by NetworkManager
nameserver 10.1.10.1

1.3. HEAfR R E

BAE RS X7 LR P AR X -
> SEITIE] (RTC) , @A AMER g, & n IS T RG4S ATRA T
I, FEEHLIHLUE DL N BRI
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> RGNIA], SFET S R ) HERAE R AR E R I (] 55 R R
B SN ZRIAG A R GRS, ARG TR gt S TS i 18] B 47

ARG [ SR FF— B M R G —m 8 (UTC), F TR KA AR X,
b T sgf A Y T B X P B S [

B R G R T =R Ay 4TI A1 T H,, timedatectl. date A1 hwelock. A
NN BEA TEIE
1.3.1. timedatect! T B FH i} B
1.3.1.1. EoR 2T H AT [

4 timedatect! ] LR 7R 2 HT ZR S0 A FIALES A BRI (8] & VR 445 2. o
R R S NTP Il [ 25 () 2R St 1) -

#timedatectl

A2 5 chrony B ntpd R 55 IR A2 E 5@ AN timedatect] T A, 4 FAR 5 3
MRS MAECE S S, EHITUL Fird:

#systemctl restart systemd-timedated.service
1.3.1.2. A AT )
LA root HI /3247 LA fiv & W] DU 2824 i 1)
#timedatectl set-time HH: MM: SS

Hr HH &, MM RRES45h, SS REMEL, ¥WHFEMMERR. XA
A [EAE AT LATE B R G (B A ey 6], 38R 984BT date --set #1 hwelock --systohc
e

RGN A ES T UTC, WAL T AN A RACE RGN ), FHE
A root A FHigAT UL R A 1B 4L

#timedatectl set-local-rtc boolean

WL TAHUN B, 75224 boolean BLE N yes (B y, true, t BLH 1) .
WEAL A UTC BE], W2 boolean FLE N no (Ei# n, false, fEE 0) . R
2R\ boolean 4 no.
1.3.1.3. A 457 H

A root FH 3247 LAF i 2 W] DS S84 1T H

#timedatectl set-time YYYY-MM-DD
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Hrp YYYY (REFE, & 4 MERR; MMAGR AN, Ak r; DD
REBW, FMALERR . WERIE T ERCE N 8], w] LLANE I 8] 25, ol h

#timedatectl set-time '2020-02-17 23:26:00'

1.3.1.4. BegHFIX
HAT A N2 n] LU Y BT X

#timedatectl show

LA root HI 4T BN fiv & ] MECA AT IX,  WniBdoh “ Eifg” -
#timedatectl set-timezone Asia/Shanghai
BORPTA I X A&

#timedatectl list-timezones

1.3.1.5. [P R 5 im RS a3 [a]
L root F iz 47 LR A w] LLJS /AR R ) 1] [E] 25 AR 45

#timedatectl set-ntp boolean

o FH 525 FH 7 S B boolean 89 yes B no. 0752 H &) 75— AN im i
Bl AR 45 4%, AT CAHATBL R dn 4

#timedatectl set-ntp yes

1.3.2. date TEfFH A
1.3.2.1. IR H A E
4 date —,[U\m/j“él AT ARG E] . B X . H S E R . JFnT Bldiad Z40--ute

SR AT XA A o i “formatbr s 157 K H AR RE IR AS . FH ARG format 35 BH 4
¥,
R 12 2814
ZH iR

%H DA HH #2024 Fi 7N
%M PL MM & =t 24 i 53 4
%S PL SS #& =X th 4 AT #0 4
%d A DD #% 2t 4 5 H 3
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%m DA MM #& = =4 1 H 4

%Y PLYYYY #& 200t 24 /0

%Z BRI X, il C EST

%F PLYYYY-MM-DD #& it S arE A H, S T2
H%Y-%m-%d

%T DL HH:MM:SS #% 250t 4 /i fal, S84 72
$%H:%M:%S

N (LI
#date
Mon Feb 17 17:30:24 CEST 2020
#date --utc
Mon Feb 17 15:30:34 UTC 2020
#date+" % Y-%m-%d%H%M"
2020-02-17 17:30
1.3.2.2. A AT [E]
L root FH P2 4T BAF i 2 ] DAE B 2 Al s ] -
#date --set HH: MM: SS
Hrp HH AR /MBS, MM ARES8F, SSARERME, WHEMMERR. Xy
A [RIFE AT DAEE B R Ge R TRl A BRI 1], RCR2E4LLF hwelock —systohc T4
AR IRV [A]BC B 3L T AR HE (], aniRARSE T UTC WA REC B R Geh (],
2 LA root F BT LT dn 2B 1
#date --set HH: MM: SS --utc

1.3.2.3. A2 FE 451 H Y
PL root F P iz 47 AT fin A ] &S AT H B

#date --set YYYY-MM-DD

HYYYY REED, F40EER: MMAREAD, FHAEEER; DD
REHW, FWALER. MR IEFEE B WA, 7] LN _EIN R S50, mEn T .

#date --set 2020-02-20 23:26:00
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1.3.3. hweclock T B FH 8
1.3.3.1. o 4T H A [E]

4 hwelock A LU /R 8T RGN R B X HHISEE R, JFar L@ S5
--utc B--localtime &7 24 B UTC B X IS ] O A H I A] o o4 T

#hwclock
Thur 13 Feb 2020 04:23:46 PM CEST -0.329272 seconds

1.3.3.2. AZHE 4l H AT )
LA root FH J1iz 4T LT i & R DU S =4 i IR 1] »
#hweclock --set --date "dd mmm yyyy HH:MM"

Hodr dd AR H I HH AR /N, MM ARS8, SS AREMEL, HIT/WAER
e Mmm AREHA M, LAMGIESLEAFERFEERR, yyyy AREF0, PLIUA %L
TR XA AT 2 --ute Bi—Ilocaltime [X 7> fic B 24/ UTC i [X i [a] Fl1 A
Hiu e []

BT UTC I [ARACE RGN 8], 2 LA root F iz 4T LR 282, 7=yl
mr.

#hwclock --set --date "20 Feb 2020 21:17" --utc

1.3.3.3. [A R 5 e A 55 A ek ]
P root F P i2 4T LA & [R) 2D B A (] -

#hwclock --systohc
14. AFRE
F P BCE R RO P T A 5 B, SR> AR > P K->
B ATLUR A, JFEH AT E MR RS EHE R L R,
BN 24 UL, G g RO RT B R
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IRERP R MERAZENS, B
TSR NEATMERE AP
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EERTEARSE LALEREEN
12, BETENARTE.
B
& 1-1 IRk

FIP B T I > T RASKH I P SR LA K S AR R AT S8 B 5, ey S
Pk “ Rk RURrsEes, iy “MIBRAD S RIDALRS P B ER -

BAEA - B
< EHEREn
HhiAR
v ssEE
root
Mt
E P
S BEER(LHAP)
Bl e
BEREE user
m— E ReAP PAER BAAR BISEP
RER(HEER)
v EpEE
ws
2
=
RsfE
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1.5. Kdump #l#l

Kdump 725 T kexec [N B DL, £ RGBT SLBESENLI H
KEAE NAFIBAT SRR — A T HAMIRSS . HRAAZR A AZ 7 15t 1 i 7 £ 1) crash
dump. Kdump 2124 A 1L I FEM N AZ AR, SR I0 RAE T B B i 4
PE AT N —NH S B AL I B SCHREREL, AN B & B iR AL BT S

Kdump 75 Z M NAE BB, A5 NZISR N A Wi 23R
WIZIRSS AR IR RG— B i, A EEMNZEINETAE T, 1
AR H Kdump 774 —NHTHPC4TTHEITE EMNZ, 2R SN
(1) ramdisk CREFLANAESL: 3 WARBIOBBE R AR — A — M sE, ¥
WIS B A7 HP B T S AT RS A 8 45 B B 31— A dump core XU, —
WA E BIREETE R, RAKSHBIEE.

Kdump HLil| £ EZAFEHAHAF: kdump FT kexec.

kdump ¥ H kexec JE sh EHH IR N, DUR/DNNAF S S SR d R . &
PR EE T AR — BB 5 R N AZ B B . T kdump A kexec 3 B4
KA, ek 7 BIOS, FTLAZE —DWZI N UUREE . 1X 02 WIZ AR L 1)
A

kexec x&—MMRH JE 3l kernel BIHLH], EI8(TERE—IEEIZAT K kernel H1,
JE B — B kernel 17 HASH B8 4604 BIOS sl LU s 8. By —# BIOS
H AL PRI 1], JCH AR AR KRB I HL R 31V 2 AM % 45 1Y) Server L [1)
MR, BIOS &6 2% 5 2 1IN ).

kexec L 2 NALELER 73 : — WA T 1A R GE I FH kexec_load, f3T7EA
7= AL A SRR SR N AZ N 8 e e bk . 2 A P 23 [ T B kexec-tools,
HlREA IR N AZ b B AR 33 25 A2 7 A%, MITTE 3R 0 0 It TR IS BE 0 4K 21l 3R N
Z R IEAT .

15.1. Kdump @r&4TECE
1.5.2.1.%%% Kdump & ZE R4
# 1-6 Kdump Fr % KSR
Ly LRy s A U B
kdump kdump¥ 2
kexec-tools kexec K FEL, kdumpH 21 &P T H#BLE L& H
kernel-debuginfo | FK 43 Hrvmcore L LF

kernel-debuginfo- )
kernel-debuginfof i £
common
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i K dumpfii 5%, oL T A, 23R uT:
dnf install kdump kexec-tools kernel-debuginfo-common kernel-debuginfo

1.5.2.2.iL & grub

Kdump )45 H 75 20L& kdump kernel N AF X3k, Kdump ERE:/E R4 IE
HATH IR, Asef A kdump kernel BT 5 F I AF, ECE XA EEK
/boot/grub/grub.conf A, B HBIHI5] FE#B5>, M crashkernel. Crashkernel
[RA% AN

crashkernel=nn[KMG]|@ss[KMG]

HrA nn FRIREEHN crashkernel T 2 />N AT, ss &7~ A crashkernel 7l B8 N A7
Y DA

BRGERFFE S G, P LLUEL cat /proc/emdline & A kernel )& 2 & % 1,
HADAEMMAN T crashkernel Tl .
1.5.2.3. 85 FEH Kdump IR%S

#H Kdump kS5m0 T

#systemctl status kdump.service

W Kdump IR% AR, R 0F a5 4K )8 2 kdump %

#systemctl start kdump.service

1.6. FREUFAL

RGP El’]ﬂlﬁﬁfﬂﬂ’]lzﬁﬁﬂ FLLOE LT I8 7 T T E LA
FIRUR A BEBAT B4, BRI AT UEIE su 50 sudo i 23K 45 5 BE U IRAFAL .
1.6.1. sum4TH

P AR su a2, 75 2% root %45, Jeuki i 5 ml BASKEL root (1)
A, — Bi@id su 28N, XAH P BIETE BESSRN root FH F44E
H T su AT LAFREX root A= FBA PR, BRI kSR AD A P AR, AT REAZAE — 2 %
Grie) @, DR AT DLl I A G AR wheel SREEATFR#I. DL root AT AR i

#usermod -G wheel username
2 PN wheel A BESE, wLARRS R A XA~ o] LA su dy
A . BLE su B PAM 7] LA /etc/pam.d/su SCAF, I8 I E8 I R4 757 KA A
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ST SR o3 AF N A 2
#auth required pam_wheel.so use uid

RN AR AR wheel P3O AT RLEE su b7 i AR
1.6.2. sudo fy& LA

sudo iy & FVF R G E B Gk @ A 2 PAT — LB E 2 root A 4. W[
G P AT sudo iz 2B, FRESRUHBATE DB~ %65, SR L root ALURBAT

A

JEAH) sudo Ay AUl R

#sudo command

sudo & HIRKHIFM:, WA/ etc/sudoers STAFH#E SRV 7 7T AT
FEARATTH TR shell REEHHAT sudo A, 1MAAE root Y shell g, X EWRE
1E 7 Z % root 1) shell P55 24525 1E 15 m] 1

B E sudo W2l I g i /ete/sudoers SCAF, T H R A B H G H P A w] DUE ek
‘B, WA visudo dwiE. Z PTLMER] visudo AR, —REREE DT Ik
MNP RIS E; 2 ERagd T — i . B root S A visudo 4T
TFECE S, AL N2

#juan ALL=(ALL)  ALL

X AE EEERZ juan AP AT ULDMEA EHLEEFF @I sudo PATIEM A2 .
NHIX 2515 S Ui users FH 7 ] RAAHE 3= 41 ] PA3AT /sbin/shutdown -h now i

%users localhost=/sbin/shutdown -h now
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21. Qt-5.142

Qt B—METVEMHEM. AR HFRF I RAELE . N 55 i
B ALK A (1 ST BN R AR 5 i B R 3 & v o A IR SR 1N R D) e A RE
QS /& Qt MIECGHIIRAS, FFR A T RER LLEDW I FEHER % 24 H AR KN
FEF . il QtS Wit JavaScript Al QML SCRE, FFR A G2 AT LASE AN s 20F R
W, RS RE C+HAT Qt Widgeto Q5 5 Q4 BiEEAEZ, F1 BhBLb b AR A
J& 1 Qt Platform Abstraction, 358 7 ARHAD i A FE AR P

AT HT R RRA 5.14.2, FZHHFETE & % https://doc.qt.io/archives/qt-5.14
2.2. GCC-7.3

GCC £ GNU JFARISIEIE 5 Hikas, KIRFZMIEEMmE, #la C,
C++, Objective-C, Java 5§, [AJ A5 iX 86185 5 1 E XM GCC & —FIR I
RITH, FREZMERZEN, 5T RN,

F B

«SCFF GNU Frike;

kA= T GPL nif;

LA AW BB s AT I B, AR

TEAH B Al RS & 17 https://gee.gnu.org/o
2.3. GDB-9.2

GDB & GNU U8, RVFAEERET NHPATIRE, BERFERER
W HPIRAS . GDB IhRE A HE:

o AT LURERE NN RE IS AT A5 R At

o TEFRE R TE LR

o TEREFIFILIZATIG, WA BT ANIEAE TH 4

o WBHIER, UIRUEREFT bug MALFFIIEEN, [RS8 7 v 2 Hoth
PN ZS, lhnAs & BUE 55 .

GDB SZH7 LA M mAEiE = -

e Ada

e Assembly

e C

o CH++
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e D

e Fortran

e Go

e Objective-C
e OpenCL

e Modula-2

e Pascal

e Rust

lﬁﬁ?’:‘%ﬂ‘*%u)\ﬁﬁé\”gd », RIAT4T7F GDB i L H .

3 oundat1on Inc.
( sion 3 or later <http://
free software: you are free to change and red1atr1bute it.
5 NO WARRANTY, to the extent permitted by law.
how copying" and "show warranty" for details.
GDB was configured as "x86_64-kylin-linux-gnu".
Tupe "show configuration" for conf lon details.

bug reporting 1natruct1ona p1

F1nd the uDB manua1 and other documentat1on resources online at:
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".
Type "apropos word" to search for commands related to "word".

(gdb) I
& 2-1 B/RIAEH

TSR B ARAS 9.2, VEAH FHVEABLHAR BRG] http://gnu.org/software/gdb/ .
2.4. Python3-3.7.9

Python & — M M 7] 2 K B THT )0 R mA1E 5, P15 Perl. Ruby. Scheme
By Java FHUEE .

Python FJ— 4813 2 Ri %

o VLM, TS T

o TEIFIBATHIH, X153 Python B NVF 2 G ESS FIBRARIE S, RIBS XA
FA Iz Al G

o PR ANRIYBRAERE, SCRRVF 2 H W ARAESS, R 2% IR 55 45
FIE MR8 A 2 SCAS L S iURME O R 45

o Python ()5 B AL AAF IR 7 ACHD F BRAE AR IR A %), python JF R A
1 nY f# IDLE.

o BRI LAGRIFTE S (0 C B C++H) LI H AR, 7T DL A M HEAT I R

o AT LUK BN H B 7 D3R nT g fi e 1

o TEARM[HLTTIZ4T, B$5 Mac OS X, Windows, Linux fl Unix, dEE J7hR
A7 T Android 1 i0S.
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https://docs.python.org/3/using/unix.html
https://docs.python.org/3/using/unix.html
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o Python /&K% I EAE. T EUEH Python, B &AL & 7L 1 1 N ]
TP HRA T EZALM 2/, Python tHA] AR H HH A C5ORT E 8 R AT

Python [ — 264w #5215 & FrtE 3!

o H Z P A H 5 25 7 0] A :number(floating point,complex A1 unlimited-
length long integers) strings(f.4& ASCII #1 Unicode). lists I dictionaries.

o Python SCHFHTA AN 22 F AR AR 1 (7] X R FE o

o AIGA] LAy A AN

o I T SCRFII KA IR H, AT SE I B IS T R B R A B

o HUERA S EABB MR, REAHAEMRYGIW, KEHM—
TR — MNP = REGN R 5, PR R IS %

o Python €L & mHmfEHr, Wl generators 1 list comprehensions.

o Python ] H 3l N A7 & BRAT AN T3 43 BL AVBE A RS R 1 N AF

HHTE B RCA 3.7.9, VEATTRHE ) https:/www.python.org/.

2.5. Openjdk-1.8.0

Opengdk £ GPL Y17 | Java V- & FFRALSEIL, B Sun An[JFk, $eft T
—™ java [Jiz 473045, SZFF Solaris,Linux,Mac OS X &% Windows £ Fli##:4F &4t

B RCAS BRI 3 B

o Lambda FiX UM Stream API;

o IN[A]5 H i API;

o MIEEFTIH;

o ZLJRBN A S I AT R B R

o D THRE RS

YRTE B B ARAS 1.8.0, TEATURHE A4 http://openjdk.java.net.
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F=F WABEPHIA

3.1 ZIFITHA
FRZ R AT — A ERNZI R T H, SHEFE>EREF->RE LA >N #

ZIZF2R, o7 LLO 2 S . $dE CD/DVD. #L45 DVD/SVCD VL& 814 %1 3%,

LUNNEE
Brasero n
ME((P) RHEE) IAT) HEEHH)
lE— I mIEmE:

(- BHME(0)
R MEREHAE

REREEEIHRE

o~ EIRTE (A)
' §li2— 838 Co/OVD

—~ HSE (V)
#13&—-11%% DVD 5 SVCD

@ BHIFE(C)
{32 co/ovD £ 1:1 Bl

L ARER()
*/ ZIRM{FH CO/DVD BEHRIKE

& 3-1 X TR

3.2. Wi

321 MAEHE
3.2.1.1. WiFER T ANH

WAL TR — KR B B ML 7 X DA B B s A & 43 X 1 T,
AT AR E AT B AN A 70 XL R3O 235 4 DA SO B A SR R R R A
3.2.1.2. Wi T B A RN

i e T A-DFR Y, S 250 H SR, R IOE TR 2 > -> A -
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& 3-2 BRMNHAER
MR FR A, A2 N B BT BLA & S ik & B %, AR RIER &
FIVEANE DG BENS TR 1 A0 3 A8 235 RN A b 1 A 35 BX Bl 28

‘ » 16 GB ff}
jdev/sda

ev

mn
|
[m}

Dls GB B A= QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK

_ _ 16 GB (16,106,127,360 F75)
(@ cD/DVD HEEE

¥ 0EMU QEMU CD-ROM % GUID FE&E
13 GB Rig&F 5= drive-scsi0-0-0-0
Jdev/klas/root
( ’1‘6 GB Rig#& £(v)
Jdev/klas/swap
HAR —— .
SE1: ER $E2 e
210MBFAT | 1.1 GBXFS 19 68 I Py
*> kD>

x 210 MB — 204 MB o] (EH 3.0%)
4#& [dev/sdal

JUID D676-26B3

#E EFI A%

FAT (161ikfiZ) — BEH S /boot/efi

& 3-3 B EHEAE
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3.2.2. BAEHETRMA
3.2.2.1. 4r[X ik

LR R, s [+ ERRTE A X OO, sl sk 5008 7 X
RN, s F—32, MIASL ARG SE [EIE) . Qs ss B
T s SR A3 X

= 16 GB Ef = ]
/dev/sda
16 GB & #12 QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
_ 16 GB (16,106,127,360 FT)
CD/DVD W5h3g
QEMU QEMU CD-ROM 4K GUID FEFE
13 GB Hig&E 5= drive-scsi0-0-0-0
Jdev/klas/reot
1.6 GB fRig#& #WV)
J/dev/klas/swap
SR AR
HE3
$SE 1 EFl HE2
210 MB FAT 1.1 GB XFS 5 e Mz Y
* > * >
0ol — | &

#/v 210 MB — 204 MB AIA (EH 3.0%)
&% /dev/sdal
JUID D676-26B3
SEEL EF RS
7% FAT (16fikzA) — EEFH T /boot/efi

& 3-4 RIS X

‘ - 16 GB Wi = o
'dev/sda
16 GB & A2 QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
el 16 GR 1A 106 127 I60. )

@ CD/DVD X

QEMU QEMU BUH(C) BRnE

13 GB Rig#

/dev/klas/root

1.6 GB 1i&{ 2N ||

/dev/klas/swap

BIR(E) %A

%8 ©@ QAT Linux RERIRZBEE (Extd)()
EBRIFE (LUKS)(R)
5 Windows # (NTFS)
FRIAREMIRE A (FAT)(S)
Hfth(0)

& 3-5 R 4LE
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3.2.2.2. JrXaxaAfL

PR AR AR B X, e 5 S R B TR, IR
X, WAES, R, Sd T4, s D&Y, BRI a6
Ak, AT s BIAT IR H A .

” 16 GB @ = - o ‘
dev/sda
ulﬁﬁB 353 RIS QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
P - 16 GB (16,106.127,360 1)
",;CDIDVD JEhaEs
QEMU QEMU CD-ROM s GUID HER
D 13 GB Rig#& #5|S drive-scsio-0-0-0
Jdev/klas/root
1.6 GB }ig& #V)

(deviklas/swap

2R AR s
HEL €A 5 452 13 68 v P
210 M8 FAT 1.1GBXFS 9 GE Mz Y

XD BRHLE Shift+Ctrl+F

(]
REDSE
RAX R

21
& Jd¢

JUID DE
. BBX -

BEX R
BEXHRSE

Y EF

REERED -
g1

GRS KR
MR EE
SEEENR -

& 3-6 #& R AL

3.2.2.3. X YwiE
BT ERER X, Al DRE]Y Al Fhses, S [
X1, TEHH AIgmiE o X E DR B v Ay, 5o 3 BT,

» 16 GB H#f = - 8 x
dev/sda
uls GB & 7S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
_ _ 16 GB (16,106,127,360 F13)
(@ CD/DVD T8
QEMU QEMU CD-ROM GUID FE®
0 13 GB RiR& =F|S drive-scsi0-0-0-0
fdev/kdasfroot
1.6 GB BRigE E(v)
fdev/klas/swap
BAHE Ex
£ET) | EFI B# (c12a7328-81F11d2-badb-00a0c93eco3b) -
Z#1(N) | EFI System Partition [
REHE(S)
MEHFI2REE)
et Blos HEHZIZE)
(%] vl

& 3-7 WS IX
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SELTTIBUS 5 SR 2 B4R 1 R V10 RS FL AT
3.2.2.4. gmiE XM ARG

RPFFEEGAIRE X, Ay DRE Y %40, 3 N, Ad [t
YHRAY , M RESE RGN E L, BN X AR, S R,

» 16 GB Hff = a
dev/sda
uleGB B2 7S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
_ _ 16 GB (16,106,127,360 F7i)
@) CD/DVD Bk
QEMU QEMU CD-ROM GUID FXH
0 13 GB RigH [%5|5 drive-scsi0-0-0-0
/dev/klas/root

1.6 GB BigE #v)
/dev/klas/swap

REEE =HEE
981 EAS
210 MB BT HENARGEE
*[>
= 1 X ERGEEEE BB HHE.
o 21q EEL |
& /de] -
DORGHIC) FH(H)
JUID D&
EFI 5248

Z FAT (16fiiEx) — BEHT /boot/ef

& 3-8 WEXH RS
3.2.2.5. 43X K/N#E
ER T BB X, i DB Y %4, 3l TR, S DA%
K/NT, SR ARG O, BRI Tl AR/, sl /N
Al o

’ » 16 GB B = - n ‘
sev/sda

uls GB B2 i/ QEMU QEMU HARDDISK (2.5+)

QEMU QEMU HARDDISK
= %7\ 16 GB (16,106,127,360 F13)

(@ cD/DVD BEh3 v
QEMU QEMU CD-ROM GUID FE &
13 GB Rig& "
/dev/klas/root OmH(C) BBEXN

1.6 GB Rig&

/dev/klas/swap
BEXGREXTRRSHMERR, BUAKHENKE, NRERS
HWEEESD, ARANRIERERERNNE. 8 ANREYHNR
FRUE, RBESMIXHRATASEURETRETE,

HEKMS) | 210 MB v
EENFESEE 0 | mMB
#30) 0 MB

& 3-9 R AR/
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3.2.2.6. 4 X EIFAEEE
PR EEM X, SE TN (o] FREITEE,

o 16 GB Ef = -
uleaa BE JS QEMU QEMU HARDDISK (2.5+)

QEMU QEMU HARDDISK

_ _ 5 16 GB (16,106,127,360 ¥73)

(@ co/pvD WngE
ldomu QEMU CD-ROM GUID 53R #
O 13 GB Big#& £5|S drive-scsio-0-0-0

/dev/klas/root

1.6 GB HRig#& &)

[devjklas/swap

SFRE RS
HEL EAS B

210 MB FAT

* [

o

210 MB — 204 MB I F (BA 3.0%)
/dev/sdal
) D676-2683
5 EFI Rif
& FAT (16{ifR %) — EEHE /boot/efi

A 3-10 4 X EIE,
HE R G, WEERARER, I EZEN O T

‘ » 16 GB & = _ g
devjsda
umca B2 /= QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
P _ £/ 16 GB (16,106,127,360 F)
(@ cD/DVD BEH3E
QEMU QEMU CD-ROM GUID FE#E
U 13 GB #higd £5|S drive-scsio-0-0-0
Jdev/klas/root
1.6 GB g #& #Y
Jdeviklasfswap
TR .
#EL EAS HE2 55 e
20MBRT | 11Gaws

* *

210 MB (209,715,200 1)
/dev/sdal

JID D676-2683
EFI i

& FAT (16fifR%) — KEH

&l 3-11 73 X I R5E R
sl (o] BEATHEERR, HHOCHUGE, WERRANCHEHERIIN M H .
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‘ » 16 GB B = a ‘
ev/sda

ulﬁ GB B 2/ QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK

_ 16 GB (16,106,127,360 F1)

@ co/ovD B -

o/ GEmU Qemu co-Rom 1 GUID HEE

U 13 GB Big& +5|= drive-scsio-0-0-0
Jdevjklasiroot
1.6 GB Rig & #)

Jdeviklas/swap

XERE
#EL EAS
210 MB FAT

* [ * >

210 MB — 204 MB A (B 3.0%)
8#& /dev/sdal
JID D676-26B3
KED ER RiE
Z FAT (16l %) - B8 F /booy/e

A 3-12 X ER
3.2.2.7. 4y X kxR

Sk 1 T AN 5 A YAN H . N
WEREE MR X, iy -1 3R> X3, sidy DIMER Y BIAT.
‘ - 16 GB B n o
ulﬁ GB B & QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
@ CDIDVD WS 16 GB (16,106,127,360 F7)
'@omu QEMU CD-ROM GUID TE#®
13 GB Rig& ¥ drive-scsi0-0-0-0
/deviklasfroot
. #(V)
(= i KR
205 o EREERMRIESEG? i
HEL: EAS 15 GB LK
ket 13 SEERFREHEREER
*b BEMNRE
- 4 B #[E 1/16--dev/sdal) [
xi 210
% /devh
) D676
) EFI
B FATH () H#52(0)

A 3-13 5 X kR
3.3. WREEM
331 VNCEHEER

TigerVNC Viewer & —K A @GR R E G, mEiFE->EEF->ha
BEM->TigerVNC ZF 28, i\ VNC AR5 2815 B iidiid s, RInliEss.
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VNC &5 HERD ﬂ
VNC IR | |
| pm. || &a. || s&n. |
| omE || &®
& 3-14 VNC BE 2%

st BT HEER, RTRA ISR, KA. BN B DL RCRIEE HEAT AT R

(=
VNC S78: EIEAT Ex

LR e

v g
® Tieh o =% (FREA A
{extile 4
O Bk XSRS
vl #4F JPEG [E48:
| oms || mE
& 3-15 VNC BE B E

332 TREFEF SSH

ssh THALIERH P &S —GufEpes b, JHEZIS BT . &
X} rlogin. tsh 1 telnet F2/7 ) — L& #. 1 telnet dr-2AHML, A DL Ry
GFxRE|—EmENEE

E
=
é\

$ssh hostname

BN, EEFEF|—E %N penguin.example.com HZEFE ML, 7 LLTE shell iy
ATHRINFF PRI LA T 2

$ssh penguin.example.com
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A A= LU IEAE A I RO A B 8 1O FH P 44 65k R P AR E — A4
AFEEH 4, BN a2

$ssh username@hostname

filtn, LA USER &3k #| penguin.example.com, iHEHIALL T4 :
$ssh USER@penguin.example.com

ISR —UGESERS, R BT A HLRIE R

The authenticity of host 'penguin.example.com' can't be established.
ECDSA key fingerprint is
SHA256:Ixy64icRY c/h7XSOvUVywS7t7ThtmOsPT1s07wDDS5PS.

Are you sure you want to continue connecting (yes/no/[fingerprint])?

FE [R5 TEAE o ) o) 2 W, FH P R iR 2k B FR BN 5 1B . B AT LA
7] Jik 55 i ) 380 3 AR DA B85 02 IEA I o IX N AZ DA —Fh 2 421 . S 5e 48 I T7
AT o QR a] LUE AR 55 3 (0 AL 4, mT MBI BN ssh-keygen fir @K
R AR

#ssh-keygen -1 -f /etc/ssh/ssh_host ecdsa key.pub

256

SHA256:b0gGbI+Xk/I+Ve76;3mqgpY StyOn3gR9Qilsd+80V3GIno comment
(ECDSA)

BN yes HALE I HINES . F R 2E BT RIRST i S s in 21
SR ENSIR PR S, DL DM AE S IR

Warning: Permanently added 'penguin.example.com' (ECDSA) to the list of
known hosts.

USER@penguin.example.com's password:

AP IR SSH RS im i ENVE HIAL 1, 27 S ool i P %
ANREARSE, BRARKE IR 550 1) B L2 43 M~/ ssh/known_hosts SO HHIBR . R 1, 7E
BEAT HEARAE 2210, 15 & SSH R 55 I i R G4 PR 0%, SR UE AR 95 3m VA 32 21| Bt

B ~/.ssh/known_hosts ST H MR — A28, AR a0 dr 4

#ssh-keygen -R penguin.example.com #Host penguin.example.com found:

line 15 type ECDSA /home/USER/.ssh/known_hosts updated. Original
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contents retained as /home/USER/.ssh/known_hos ts.old

TEMINBDZJG , P2 HE R NI shell fr 44T SRR F o AT,
ssh #2757 7] DL SRAEIZ AR AL AT — 5%, AN B3 2 shell a2 AT 3247
T

ssh [username(@ ]hostname command

%40, /etc/kylin-release XA HR LA RIIERAMANEE . EZEF
penguin.example.com _FiZ AN E, HiA:

$ssh USER@penguin.example.com cat /etc/kylin-release
USER@penguin.example.com's password:

Kylin Linux Advanced Server release V10 (Lance)

ER N IEMR S G, B BrnEfE ENERERSRAEE, A5
FH FB 3R 8] B A 1K) shell #ir AT HREF T o
3.4. Cockpit mFEE B

3.4.1. Cockpit

Cockpit 72—~ Web =il &, HA 5 TAEHKET Web 5, &R
RS f E AT E PR S.

Cockpit Web ¥zl & 7] LAPAT Z MAE BAE S, BdG: EHRS, XA
FKS, EEAMEM ARG RS, iEMGEEOMp kL, BFRgGHE, &H
BN, AU W, BENREMEECE, FCE SELinux, SR, EH
ARG %%

Cockpit Web il & 181 FH 5 i #H [F] 1) R G0 AP, I HAE 23 H AT IAE S5
IR R BLAE Web $5 H. th4h, R TT LB BE Web #5168l i £
=R

3.4.2. BENAIEFE Cockpit fR5%

R 2 8 I EE cockpit AR5

#systemctl enable --now cockpit.socket

[root@localhost ~]# systemctl enable --now cockpit.socket

Created symlink /etc/systemd/system/sockets.target.wants/cockpit.socket — fusr/lib/systemd/system/coc

kpit.socket.

#systemctl status cockpit.socket
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[root@localhost ~]# systemctl status cockpit.socket
cockpit.socket - Cockpit Web Service Socket
Loaded: loaded (/usr/lib/systemd/system/cockpit.socket; enabled; vendor preset: disabled)
Active: since Fri 2020-03-20 15:07:57 CST; 25min ago
Docs: man: cockpit-ws(8)
Listen: [::]:9090 (Stream)
Tasks: 0
Memory: 4.0K
CGroup: /system.slice/cockpit.socket

3A 20 15:07:57 localhost.localdomain systemd[1]: Starting Cockpit Web Service Socket.
38 20 15:07:57 localhost.localdomain systemd[1]: Listening on Cockpit Web Service Socket.

WIS IEAE R 48 FIsAT firewalld, TR 2248 40 F a2 41 1 B7 KA o )
Cockpit ¥iij 1 9090,

#tirewall-cmd --add-service=cockpit --permanent

#firewall-cmd --reload

[root@localhost ~]# firewall-cmd --add-service=cockpit --permanent
SUCCEeSS

[ root@localhost ~)# firewall-cmd --reload

SuUccess

3.4.3. Cockpit Web ¥l &

Cockpit {1 9090 ¥ 11, FFH A SSL nEviin], @M EaRE 5%, 1EMLS
MR, 8 LU URL 4TJF Cockpit 28421 £

AHb: https://localhost:9090

AR RS AR =LA B 1P ik, 4.

https://192.168.17.205:9090

G A IR R A A, RS I A

Insecure Connection - Mozilla Firefox

(@ localhost.localdomain X (%) localhost.localdomain % | A Insecure Connection ® [+

)5://192.168.17.205:9090 v e O n @
&

< c @

% Your connection is not secure

The owner of 192.168.17.205 has configured their website improperly. To protect your information from being stolen,
Firefox has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

& 3-16 MR EFIRT
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Insecure Connection - Mozilla Firefox

@ localhost.localdomain X () localhost.localdomain X ‘AlnsecureConnect(on x |+

« 5 C B | @ htps://192.168.17,205:9090 - O n i @
The owner of 192‘168‘17.255 has configured their website improperly. To protect your information from being stolen,
Add Security Exception x

You are about to override how Firefox identifies this site

y AR Legitimate banks, stores, and other public sites will not ask you to do this.

Server
Location: | https://192.168.17.205:9090/| | Getcertificate
Certificate Status

This site attempts to identify itself with invalid information. View...

Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to impersonate this site
Unknown Identity

The certificate is not trusted because it hasn’t been verified as issued by a trusted authority using a secure signature

¥ Permanently store this exception

Confirm Security Exception Cancel

Add Exception...

& 3-17 Sl sh
3.4.3.1. %%
1E Web #5il & &bt fd, MANRGH B AEEHITER, WEFR.
W ik B sudo ReBL,  WIAT ABAT & BAE S5, flinfE Web #5416 e
B, BB ARG E SELinux 4.

localhost.localdomain - Mozilla Firefox x
%) localhost.localdomain X (¥ localhost.localdomain X | (%) localhost.localdomain x |+
<« c @ D 19216% 17.205. ) v oo @ N @ =

COCKPIT

localhost.localdomain

B 3-18 B R A
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BRI
System - localhost.localdomain - Mozilla Firefox x
(® System - localhost.local: X | +
<« ¢ @ D8 ‘195.168.17.205 0/s -9 o o =
COCKPIT -
E] localhost.locald.
@ Authorized users only. All activities may be monitored and reported. X
QEMU Standard PC (i440FX + PIIX, 199
60c1ec83fed24d90adecfB0d85f547dc
kylin10 ()
als
in D
202003201620 @
f Restart
& 3-19 B3R5 7 H
Yo ey
3432 iBFILHE
) o E == R AT =
AR S AT U, B s
System - localhost.localdomain - Mozilla Firefox x
%) System - localhost.locale X @ +
e C ® D g 192.168.17.205:9090 I v o O 0 N @ =
a root v

E localhost.locald...

System

Display Language
@ Authorized users only. All activities may be monitored and reported About Cockpit
Account Settings

Authentication

QEM § PC (1440FX + PIIX, 1996)
A 4 : Log Out

60c1ec83fed24d90adecf80d85f547dc

kylin101()

03-2020:26 @

Restart

& 3-20 EEVI#

% 39 X / H£27T4|



KYLIN
B

BRI R IR S5 2R E R VI0 RGE B 5 Tl

Display Language k

Choase the language to be used In the application

Polski
Portugueses
Turkge
YEpaiHCeKa

mx

& 321 EESi%FF

R - localhost.localdomain - Mezilla Firefeox

(®) F4% - localhost.localdon X

« c @ @

3433 HE

Cockpit ¥ H H15 5

(== TN

+

£, hitps://192.168.17.205:9090/sys I

f QEMU Standard PC (I440FX « PIIX, 1996
60c1ec83fed24dd0adecfB0dESF347dc
7 kylin10()

< Checking for updates...

: localhostlocaldomain

() authorized users only. AL activities may be monitored and reported.

& 3-22 EEi%E

FZIF [R) A ™ E AT AN R R 32K
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B - localhost.localdomain - Mozilla Firefox x

® B3 - localhost localdon X | 4+

<« c @ @ & /1192.168.17.205:9090/system/log I @

COCKPIT

March 20, 2020 ~ FEf

Error and above -~

19:51 Unable to watch (/root/.ssh/*) Ko such File or directory restorecond

A 20:31  Jusr/lib/systemd/system/minfod.service:3: Invalid URL, ignoring: n... systemd

A 20:23  PAM adding faulty module: /usr/1ib64/security/pam_console.so gdm-password]
A 20:23 PAM unable to dlopen(/usr/1ib64/security/pam_console.so): Jusr/lib gdm-password]
A 19:52 GetManagedObjects() failed: org.freedesktop.DBus.Error.NoReply: Di... pulseaudio

A 19:52 Failed to start Crash recovery kernel arming systemd

A 19:52 Process B219 (gsettings-helpe) of user 0 dumped core. Stack trace systemd-coredusp
A 19:57 Failed to lead module “module-gsettings™ (argument: ""): initializ pulseaudio

A 19:52 Unable to read or parse data from client. pulseaudio

A 19:52 PAM adding faulty module: /usr/1ib64/security/pam_console.so gdm-password]
A 19:52 PAM unable to dlopen(/usr/1ib64/security/pam_console.s0): Jusr/lib... gdm-password]
A 13:52  [pulseaudio] bluezS-util.c: GetManagedObjects() failed: org.freede pulseaudio

A 19:51 Process 2233 (gsettings-helpe) of user 42 dumped core, Stack trace...  systemd-coredump
A 19:51 [pulseaudio] module.c: Failed to load module “module-gsettings™ (a... pulseaudio

A 19:51 [pulseaudio] stdin-util.c: Unable to read or parse data from client. pulseaudio

A 19:51 SELinux is preventing /usr/lib/systemd/systemd from setattr access... setroubleshoot
A 19:51 TEERE QBN ZHFIF fusr/libexec/qemu-kvm: BEITXHFZER Tibvirtd

4L

Fy

19:51 Failed to start irabalance daemon svstemd

& 3-23 HEFH
3.4.3.4. M
9 28 T THI AT LA B AN T AL RS ARG FE I B o 3R mT LU 31 mT B R
MFNZ, AT -RIEATE CE, MriE, DUABCE VLAN. i -REERT L
AT g AR A

PR - localhost.localdomain - Mozilla Firefox x
(%) P45 - localhost.localdon x| 4+
< C @ @ & //192.168.17.205 ) k v o @ n @ =
COCKPIT
vps HIER Kbps 1B
0 e DU S S AR
203 0:32 2033 20:34 20:30 2032 20:33 2034
4 Active Rules
#0 FIWE | WA | TR | F0vLAN
&% IPight HiEP i1
ens3 192.168.17.2 0 bps 6.51 Kbps
virbr0 102.168.122.1/24 xa
FEERMED
¥ 1P itth Higd i1, L

B 3-24 ML ST
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3.4.35. k%
RS T 5 AN Hbr. REMRSS. BT THR 2R,

&35 - localhost.localdomain - Mezilla Firefox x

®) BEZE - localhost localdor X | +

« cC @ @ & 192.168.17.205:9090 ; [ : v o O W In @

BiF | RGES | EETF HeE BE

[E] 1ocalhestlocald...

X 1o} *&E
Accounts Service accounts-daemon.service

Deferred execution scheduler atd.service

Security Auditing Service auditd.service #E (EiTE)
autovt® service iR autovt® service

Avahi MDNS/DNS-5D Stack avahi-dasmon.service WE ETE)

Bluetooth service

NTP client/server

Command Scheduler crond.service
firewalld - dynamic firewall daemon firewalld.service
GNOME Display Manager gdm.service
getty® service iR getty@ service

& 3-25 fR S FH
3.4.3.6. i
Cockpit FtHIHE AL S i i ATAESS, AT LR 75 SR 7E Web F Fl & 2.
[ H Y, A DAPURBATAES, R AER 7.

£2{ - localhost.localdomain - Mozilla Firefox i

=) #iK - localhost.localdor X | + *

« c oF 192.168.17.205:9090, f - 0 0 [\ in ]

B 3-26 &5
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3.4.3.7. [
A AR AR AL 34T 2 EHLIESE, Sl A M+ i E R 0.

{% 1§ - localhost.localdomain - Mozilla Firefox

(%) {4 - localhost.locald x  +

&« c ® B hitps://192.168.17.205:9090 Joart v o @ 1 o =

& 3-27 R/ AE

35. RGiH#E

HRITREUBE V10 #/E RGuPRAL T —/NET B P S H 65 8 T B - e
HEAESR, THZTARESTRASHTHNHER T ENES. BR. o
TG

HESE SR EA U R R A

BRI R : S RPN R R RGN HEE R, R H &A1
KR, [FE, BAELEARESEE, MEEHEE BT A5 ER.

AL S ARG HE. RatHE BxHE MHHEU L2
Hi&. 2 e mkFrmEt g, 8 B, WRIER, I,
HAVEAE R

PRy e RABEHUL . AR AR BT, BERH SR RE S DIRLER
WY e, XARZEG HEMSL e, BA RIESHH . AT RAE .
FHMARIESE RN SEF/SH P .
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FIE RMEERMS

dnf 22— IR E B, B Fedora 18 IXANAATARH . MIfE
Fedora 22 /1, ‘BEHALT yum, IEFEA T Fedora 22 FEE FEES .

dnf BLE B WR 7 yum BE SNSRI, 15 7R EE . N7
S ARE Ar AIEAT RS 2 T TN %S . dof {4/ rpm. libsolv Al hawkey FE
AT EE BREEAE, AT A yum [FIEAEA

4.1, KMEMAZKEGE

411 ROEEFENE
BE ARG O LA A RS T LAHAT ASRAT LR dr 4, BL X86 T
EENZLUNE

:08 Al , fﬁ n? 20225 078 208 EM = 09885453 49

33.19-31.p12.kyl0
33.19-31.pl2.kyl0
33.19-31.p12.kyl0

B B

> PackageKit——#H 0 2 F5K;

> x86 64—1?%#@35%5’3 CPU 42#4;

> 33.19-31.pl2.kyl PRELRRAS s
-

4.1.2. FEBKER
dnf SZFEF— IR AR, FF IR I 222550 5 AR B A AR i B,
1. AR —B a4

#dnf update {package_name}

T2k kernel B A4 i 2 451 -

% 44 W/ F£274W



FoEN BRI R IR S5 2R E R VI0 RGE B 5 Tl

Ry BB AR

a) Package: FH 7 E T &AL .

b) Architecture: 1ZF AL FTE I 4EH4 .

c) Version: HAFELTHZE IRRCA o

d) Repository: AJ F-Z AL TR G

e) Size: MK,

f) dnf BRASBARTARBMACHEARGFE, FHERE O NS, HPA
PATEAE T dnf dr A2y, SRR T 3L Is this ok [y/N]:Hf i

A yes.
9) ZRIIEP MR EIE RSB RISELL, ATLME A dnf history 4
BEE VIR

IR TR B e — A, mTBARA root FH P AT 4
#dnf groupupdate group name

2. HLETHZAT R M
IR T ET R AR, WU LT a2

#dnf update

413. FHRGOERS dnf BEAR RS
dnf 7] 5 yum {5 FAR A B0 RC B SCpE, BIECE dnf Y5 AT BL$% 06} fetc/yum.repos.d/
Hiff)repo SCHFEAT AR . MRS T B ERAS B TOVE T B 5 TR, A]
DA FH B8 37 1 R G0 e 5 B AN R 347 A . PBRU T
1. A RGOLEHEZER, Ll root H P #AT:
#mkdir {mount_dir}

2. BRFLZIFOCHEFEREZ AR, L root HI AT

% 45 T / HE27T4W
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#mount -o loop {iso_name} {mount dir}

3. KRG mediarepo S MR H 4% U1 2 Jete/yum.repos.d/ H 5%
I

#cp mount_dir/media.repo /etc/yum.repos.d/new.repo
4. YmiE/etc/yum.repos.d/new.repo it & SCAF LS NG AL 4% «
#baseurl=file://mount_dir
5. ¥ dof JEIFHEAT TS, LA root AT
#dnf update
6. JHEURIN)aE, EERARGOCAERH X
#umount mount_dir B¢# rmdir mount_dir
A AN FRAE XA dnf JEBEAT 23T, AT BLRL root FH P MRS SCAF

#rm /etc/yum.repos.d/new.repo

42. BHEHBHA

dof 24t S BB RGBT E IR, ORR. EEEL. A
R

421 REREGR
AT dnf search v &1 DA 2 KA AL, 9] Wik 2R 60 2 “mesh” - B 4R 1460,
LA X86 “F & /~fln T

#dnf search mesh

R dnf K25 %%, AT LUl shell 4% B () grep B3 1E U 1A kAT
422 RERAEFIR
TR O FE AT 22258 R AR B 2 AT DABRAT DL R A4

#dnf list all

RN EAERLE AT ) O 2 AT 2 AT A R AT AAT AR A %

% 46 T / HE27T4W
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#dnf list glob_expression...

ZoR abrt F A ELIR B a2 AT
#dnf list abrt-addon\* abrt-plugin\*

R BRI AT ) O R AR AR AT ATAT A T A2
#dnf list installed glob _expression...

BN keb A O AR BIan F
#dnf list installed "krb?-*"

R B R T AT I ] R AT R AN R A APAT BLR A 2
#dnf list available glob_expression...

WoR T AT R Y gstreamer plug-ins X E.%1 3K -

#dnf list available gstreamer\*plugin\*

R PR
JRIEM G, I dnf RE B
EA A A T DU LT a4

#dnf repolist
R AR SR 25 BT LN v &30, 5 H dof repoinfo A 24 {5 &

#dnf repolist -v

#dnf repoinfo
U R B R A A AN T A e, AT RS PR dir %
#dnf repolist all

423. ErBHaER
WA= NN AR U L T a4

#dnf info package name...

BB, abrt FEA(E B A AT 2

% AT ® / HE27T4R
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#dnf info abrt
TR B yum FENE B2
#dnf info yum

424, REBHA
FH P AT BLLA root FH A FH DA il 238 B AF A

#dnf install package_name
%% sqlite 11 1686 2244 1A AL 7R 41 -
#dnf install sqlite.i686

B 12 B, dn] DLz g BARE) k| SofE, S R] DU N SCAE AL, A
root F F AT 23

#dnf install /usr/sbin/named
e 4 I F
#dnf install httpd
AR B LA AT L, W PAHRAT
#dnf localinstall path

425 TFTEHKEGR
FEPAT 2T, SRR

Total size: 1.2 M

Is this ok [y/N]:

BNy, wPASAT AT T 8

4.2.6. MBRZAL

I R A 0 FT AT BT i
dnf remove package name...

B totem FAFEL A~
% 48 W / H#274]W
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dnf remove totem

43. BHEBHFR4HA

AL AT DS — RVVRE DI Re L, L R G LA R 4
LR A AL AT DL — 2 22 2% AR

431 BHEEHFIER

Summary 355 AT DL 7~ 6 ] 2H B

dnf groups summary
DL % 7«

#dnf groups summary

A HAH: 8
WIRFEAN A H R S BT U BN 2

#dnf groups info glob_expression...

PL R A Server 2H % H 7= 451 -

#dnf groups info Server

4.3.2. ‘REHMAAH
N EHEA H A 1D, BEE/REA id nJ LRI a4
F 49 W / HE2T4|
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#dnf group list ids
ARIT KA HTN R 7=

#dnf groups list ids deve\*

BAFA R e n] DLs i A e H A R de, i id 23,

#dnf group install "group name"

#dnf group install groupid

W] s LT W & 2220
#dnf install @group
#dnf install @ group

N 4 BRI R TR AL R )
#dnf group install "Development Tools"
#dnf group install development

#dnf install @"Development Tools"

#dnf install @development

4.3.3. MBRGEA
A] LI o A 2H 44 5 2, id M BR B . BL root AR FRAT

#dnf group remove group name

#dnf group remove groupid
RS AT @R, BT BLF iy &M, DA root & (347

#dnf remove @group

#dnf remove @"group
% KDE 5 [ #1470 4o 1

#dnf group remove "Development Tools"

% 50 X / HE27T4W|
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#dnf group remove development
#dnf remove @"Development Tools"

#dnf remove @development

4.4. BAGBRIECRER

dnf 7] LLf# ] dnf history i & 3HT & HEME .
441, BEEHME
WoR PME 20 46 dnf #24Eid 3%, ATPAMEH LR dr4 . DA root BUFR #1047

#dnf history list 1..20

WA BoRFE—H4 dnf B IC3%, ATRMERI L R4, LL root BUFRFAT

#dnf history list start id. . end id
BoRid 2 5 % dnf {5 EoRBIA T

#dnf history list 1..5

PA b dnf history list % tH 2os A A U F

IR E E R AR s 4L
] ZEHR R AT N 2

Command line

Date and time 1220 ) H BAAT R [A]
Action(s) IR LAY
Altered O ERAE S ) 2% H 2L

% 51 X / #£27T4W
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T SE Action [IAS[E T ;

Z 4-1Action i HH

Action 5 iR
Downgrade D TR
Erase E ilER G E R EN
Install I LR
Obsoleting 0] AT CARE R FE
Reinstall R AR
Update U THR AT

442 HERE

RN E IR B ERE R, ATABAT L M a4
#dnf history {id}

Horbid 2 ERAEM ido
IR TR BRI BRA LR TR S, T RME A BA R i 2

#dnf history info {id}

IR E R R P B P IR HEAE S, PR BUR a2
#dnf history info start_id. . end id

ZN IR

#dnf history info 4 .. 5

#® 52 W/ F£274W
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4.43. MEEBER#ME
W R AR B A dnf #e4E, BT ELLA root ALBRFAT DA #4E

#dnf history undo {id}
WUR T ZEE G A dnf #8:4E, ATLLLL root A FRBAT LT 45 4F

#dnf history redo {id}

BhE HEAik%

GETAHAITEE 25k . 56 daemon LLKIZEFEVS M Kylin Linux
Advanced Server V10 &4t

5.1. fEH systemd BH ALK

5.1.1. Systemd 448

systemd #& Linux ~—~15 SysV #l LSB WIUH10 A He 22 1) 2 S0 A0 R 55 5 22
#%. systemd {1 socket 1 D-Bus KH 5 k%5, $RALIE TP 1% 7 5 30 5%
W&, fREH T Linux cgroups FUHFRIBERTNRE, CHAREEF RGUIRESIKE, 434
BN B A, LI T SRS AT e R R B — A SR i 2 %, A
A D FFATHERE . systemd TG 75 &I ATAE UE 7T LLE AR sysvinit.

systemd A AL B AN R G AT unit FIBES . unit 2B — S50 E SO

Xt N 1) 44 F- NSRBI A R i (5] 40 avahi.service unit A — N EL G AR 44 7L B C
% 53 W / H274W
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P, S2SFPEERE Avahi )P EREHIT). unit 45 LA JURPSRA.

& 5-1unit KBS+ 4
Unit 8% iy i)
Service unit .service S HRERE SN ik, EE A E R
ls gt
Target unit target K unit A unit AT IZ 454
Automount unit | .automount 2R unit #H KRGS E KT —NH
Device unit .device 62K unit B2 —MFET Linux B R
iohrasy
Mount unit .mount IS unit B3 KRG AW ERFE— AN
Path unit path 6K unit X R GH H— AN SO
H
Scope unit .scope IR unit AN AT
Slice unit slice IR unit A—HE RGN )2 unit
Snapshot unit .snapshot 55 target unit AHBL, TREEAR B AMlH 4,
ME— %) H a2 51 H AR unit
Socket unit .socket IR unit 35 2% 5 G0 ELIRE RN A ) — A
socket
Swap unit .swap B unit £24¢ swap % &4 BLH swap A
Timer unit timer I unit 352 RGN [A]

Systemd unit )34 H Ul I T

% 5-2 Systemd unit 14

B>

it %)

/ust/lib/systemd/system/ RPM 0, 22 3E I AT ) Systemd units

/run/systemd/system/ ZATI A2 Systemd units, 1% H AL E i %

M) 5 ) Systemd units

Jetc/systemd/system/ A0 5 PR Systemd units, 1% H R L EE

I8 4THF Systemd units

% 54 W / HE27T4W
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5.1.1.1. FERHE

systemd $2 4 DL N REVE

> 5T socket IFATYERE: N T I EEA RS2 A IEAT I8 3h B 2 O iE A,
systemd 1 SEPR A B PR 2 AT AIEE socket, PAJE &1 socket 45 P4t RE . 1E
KRGV, EoNTA SFP R a8 socket, SRJGE A S FTE ) SF 9 8% o
R — MRS58 53— IR S5 IR SRR I A A 5842 3 81, TR AN BT BEIEAE
PR S I A B R HEBN, I A3 P i iR AR IR 0 SR AL T-BH IR IRZS « A
it R FIX—A% Pt Ry BH 28, 1 HAGR X — G KR Py BH 28 . IR 55 (A]
RGOS AN PR 75 B30 e B R SE IR IF47 B sh (B —IRIT 8 T BT )
socket, WIHR—"MNRSS T ELANMINRSS, B RIRAT LLUERZIAH M socket).

> D-Bus BUGHIEEBNRSS: 10 S Zluh sug, IRSs AT AFERE NI
4 EEsh. A, SR EE RS R G n] LA TEFESS I D-Bus k%5 1192
HE SHERERFRD I REKR. (FNITEZ RS, R A S 20 SRS
H HAR R S P AE D-Bus HEBAIE K, HEHAWE G E H RIS EEAN
1E).

> PRptsr R L S B AR

> A*E T H Linux cgroups HFEMBEETIRE: — NMHUT T IR AE
H O — cgroup, BCLE sysytemd i H 7] LLAFIAE cgroup HF DA &I AL E
IR SSAEH i B . (AnfdE A libegroups utilities) o

> SRR RGUIRS IR E . PRI LR R IRAF/ K B R ST 6 AL I BT 1)
55 unit BPIRES . EA MM FEERMAHEN: RV H PN EA MR
"Emergency Shell"WHRFHRIRAS, ZIESATHI RS R4 Nl 21 7 BiRRAS (1) 1] 5
J7i%, BB SR I 2k RS

> YE RO B EEE A systemd WAL RO R HE SO, AT DA
RAE R EE R R A Jete/fstab 14 A] DLE I S84 m i — N B D Z U . i
f§ FH comment=fstab 161 f& +L %2 7] AR id/ete/fstab 2% HAEH SN H systemd $%]
oS EEs- P

> LTS MRS A T OB OC R ) — MRS B B i . systemd SCRRIRSS
(5% unit)[B] ) 2 KO R . 78 unit BCE SR After/Before. Requires F1
Wants %75 ] DA & 52 unit 305 IR . Requires A1 Wants 387~ — AN 1E 1) (5 il 5 AT
1) ) T KA OC &, Conflicts o — 17 [m] B RE SR ARG 5 o HoAth ik T
DR R —A unit TFEF B, systemd FLHEE FE A R AN N2
I AT HIEE, REFINEATIAE B8 R 2 —B(EUTA unit )75 07 25
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TEIEH). WRBEZRREBWE, systemd K2 IEEE, MW LOIEBRIGH L
I TAE.
5.1.1.2. AN

> 5 SysV WAL IIASR S : TR, ‘B2 F]H LSB # chkeonfig H3k15
SN, &0, s RER, W Jete/re.d. XEEHIAEAIAAAAE N —
ARG E YR, CAED sysytemd AR 55 [ B KA E .

> Jete/fstab BLE M X A2 —ECE VR I3 comment=fstab &1
Frid/etc/fstab 25 H, ¥ systemd 7] PAFE I 5 H: 355

> SCRETE R/ SEEINLE] . B R — ME RN getty@.service 3L
e, TIARNNA getty BBUER—NECE . B2 HR84rH 2 0] Dok B bk,
ot & Ut , A OBLfE OH ) A avahi-autoipd@ethO.service i 4% it &
dheped@eth0.service, fH15FFFH eth0 I 7] A B Bk @ feAF VL BCAS 21 o

> AfE— B LA devinitetl . XA FEAE MBS EROY T AT FIFO-
activated R 55 (A& ] B HOAE R S i SR E5 45 i~ D-Bus i R) L |, XM=
W IHI Upstart Al sysvinit H[1] shutdown. poweroff F1FHAhAH{LAr 4 AT LALE
systemd HH 4R ZEEH

> 5 utmp Ml wtmp He% .

> e R DA e R A MR

> AHUEC B ST S desktop SCHFAHIE ETE: 1R 2 80U 2844 Fh AR A 1K
AN TEVE I AT A% o e AT DUE A W B PR B IR S A TR, iEvEE E
FEALERT, VA B ST B

512. BEHRGMRS

systemctl & i FEP) T H. Elé service 1 chkconfig HIThEET— k. &HA]
DA FH B 7K AP B AE 24 i 2 1d v s /AR RS

% 5-3service 5 systemctl [{][X 3

service systemctl iR
service name start systemctl start name.service | FIK A 31— MRS GF
ANEHEJFIA M)
service name stop systemctl stop name.service | FRAF 1E—NRS(GF
ANEHEJFIA M)
service name restart systemctl restart name.service | FIRfF 1E3F 83—k
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%

service name

systemctl try-restart

condrestart name.service

HH A IEAEIEAT R
%

service name reload

systemctl reload name.service | 243CHF), HOFTEEHC

BRI A S s 1
1

service name status

systemctl is-enabled

name.service

systemctl status name.service | i) R 55IRZES

service --status-all

systemctl list-units --

type=service --all

BN T IR SSIRES

% 5-4 chkconfig 5 systemctl ] [X 5]

FE N IR A Bl B 2
il fid 5 6 A I st B AR 55
MR

chkconfig name on

systemctl enable name.service

FE N IR A B B 2
il fid A 6 A I s B AR 55

chkconfig name off

systemctl disable name.service

Rk & — RSS2
HIPAEE T EC BN A

N =
W2 EH.

chkconfig --list name

systemctl status name.service
systemctl is-enabled

name.service

R E RSN TN T
JIR 55 ) JE AN ZE A 5L

chkconfig --list

systemctl list-unit-files --type

service

Lo unit BT E A 3 ARST

chkconfig --list

systemctl list-dependencies --

after

oK unit J5 3 A 3N ARST

chkconfig --list

systemctl list-dependencies --

before

5.1.2.1. BRR%
i YOG B PR G

#systemctl
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LA iy 55 54
#systemctl list-units

I e AR AR5 I T, AT L R i
#systemctl list-units --type service

B I B R 55 I BT, PAT B R A4
#systemctl list-units --type service --all

o A AR S5 BB IT, PAT AR A2
#systemctl list-unit-files --type service

PN DA s 4 i Bl A s R 55 H) i 2
#systemctl list-units --type service

BN C RS oty W T
#systemctl list-unit-files --type service

5.1.2.2. BRREIRSS
TR IRF RS L

#systemctl status name.service

R 5-5 kP EITTERIIER

X iR
Loaded 55 7 75 Ik
Active R 55 72 15 T
Main PID AT A GUAR S5 1 PID
Status RN &I EHSN
Process FHSGHERE BN S
CGroup #H2% CGroup B {5 &

o firewalld.service IR SRS 7~ 191 -

#systemctl status firewalld.service
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7R firewalld.service IR 55 JA 31 AT B A AR 55 7~ 151 -

#systemctl list-dependencies --after firewalld.service

root@localhost ~[# systemct
firewalld.service
|-dbus.service
f—dbus.socket
-polkit.service
—system.slice
l—basic.target

[ |—.mount

| Fsystemd-ask-password-plymouth.path
| tmp.mount

| Fpaths.target

| | F-systemd-ask-password-console.path
| | L-systemd-ask-password-wall.path

oK firewalld.service Ak 55 A 3 G 3 AR &5 7~ 11 -

#systemctl list-dependencies --before firewalld.service

[root@localhost ~]# systemctl list-dependencies —-before firewalld.service
firewalld.service
I-docker.service
F-multi-user.target
| |-systemd-update-utmp-runlevel.service
I-graphical.target
| Fsystemdﬂlpdatefutmpfrunlevel.service
| L-shutdown.target
Lshutdown.target

\
\
}
}—netwo rk-pre.target

5.1.2.3. BEIRS
JA RS 4

#systemctl start name.service
Ja 30 httpd AR 55 7~ :
#systemctl start httpd.service
5.1.2.4. {F1ERS
{5 1A 55 i
#systemctl stop name.service
{5 1k httpd AR5 7~ 1l :
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#systemctl stop httpd.service

5.1.2.5. HEJEIR%
HFRS 2

#systemctl restart name.service
)3 httpd IR 557~

#systemctl restart httpd.service
I H 5 IEFEBAT B R ST fir 2

#systemctl try-restart name.service
HH RSS2

#systemctl reload name.service
4 httpd AR S5~ :

#systemctl reload httpd.service

5.1.2.6. & RS
Ja AR5 a4

#systemctl enable name.service
EOHT A HI IR 55 4 -

#systemctl reenable name.service
J& H httpd Ak 25 7= 191

#systemctl enable httpd.service
Created symlink /etc/systemd/system/multi-
user.target.wants/httpd.service —

/usr/lib/systemd/system/httpd.service.

5.1.2.7. ZHRS

IR S5 i 2
#systemctl disable name.service

2% bluetooth AR %5~ :
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#systemctl disable bluetooth.service
Removed /etc/systemd/system/dbus-org.bluez.service.

Removed /etc/systemd/system/bluetooth.target.wants/bluetooth. service.

51.3. BEAR

JAshZ ) (runlevel) & —MNHMIMES . BUAE, systemd 5|\ T —NF1JE Bh2k
) D REAFAL AN [R] PRI 2 Hir (target) . NMEECFRRINE 31400, BAH
PR AR Th e, JF HRe R A H 24 . — L8 B AR bR AR B b5 IR %
IR BFR S - systemd $R4E | — LB sysvinit 5 3140 1 H Aw, AT LAME I
¥ telinit /5 3545 a2 D).

JABNEIN 0+ 1+ 3+ 5+ 6 #HEIR T4 i, I HARKT R —A systemd 1 H
bro EESZILH P B E SUBR P Tise, 7T LALUE A IR shZon hELal, 60 —4
oW H bR Jete/systemd/syste/< Hr H 5 > C ®] DL & FK
/usr/lib/systemd/system/graphical.target) , fil%#/etc/systemd/system/<:#T H ¥7>.wants
H 3%, A N o IRk 55 15 2 (35 7] /ust/lib/systemd/system/H [ 5T 30D

& 5-6 SysV BB1ZH5 systemd HAFFXTEL

BAT A EpiN: e Ei:3u)

0 runlevelO.target,pow | FWr RS C(halt)
eroff.target

1 runlevell.target,resc | HLA R
ue.target

2 runlevel2.target P E & SR shgo, s Rah

25 3

3 runlevel3.target,mult | ZH 7, LEEAE. 0 LLE
i-user.target NEZ ST E TR

4 runleveld.target,mult | F 7 H & A0, 8RN
i-user.target ol 3

5 runlevel5.target,grap | Z M7, BT . k&0 3 1)
hical.target M55, FF 83 B SRS

6 runlevel6.target,rebo | 5
ot.target

emergency emergency.target SR A, (Emergency shell)
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F 5-7 SysV ¥tk fr4 5 systemetl X EE

|H 74 Frive iR
runlevel systemctl list-units --type target N2 H bR
telinit runlevel systemctl isolate name.target AR 2 HT H bR
5.1.3.1. &F I Hbr
BRI H IR 2

#systemctl get-default
LA N & BRI B AR IT - B -

#systemctl get-default
graphical.target

5.1.3.2. &E4u Hr
BEYH H b2

#systemctl list-units --type target
SN H AR TS, BT BN

#systemctl list-units --type target --all
PATR SR 240 P A s H bs s 1)

#systemctl list-units --type target

5.1.3.3. ZHEERIAH b5
’EEE%U)\ H ﬁ i]H] ?

#systemctl set-default name.target
PATRARSE 2 I H bR -

#systemctl set-default multi-user.target

Remove /etc/systemd/system/default.target
Created symlink

/etc/systemd/system/default.target — /usr/lib/systemd/system/multi-

user.target.

% 62 X / HE27T4|



FoEN R RURE = I 55 as R AE RSEVI0 R GUE B0 T

5.1.3.4. A HE Y5 H AR
AR HT H bR a2

#systemctl isolate name.target
PARAZBE 2 I H bR -
#systemctl isolate multi-user.target

5.1.3.5. VIR

systemd.unit=rescue.target /& —M W B F AR RGN KR shell [RIFFFK target unit
(5I1Z479 1 #H1RL);

AR A2

#systemctl rescue

IR EFEARER X B AR H &, R
#systemet] --no-wall rescue

Ik Sseryr SwniiE
#systemctlrescue

5.1.3.6. VKA

systemd.unit=emergency.target 5% i { B 2244 (1] init=/bin/sh 25 R Gl R 48 )\
ZARAS B BIARL

HNZ A a4

#systemctl emergency
MARATBEFNE A A M HE, WM Tad

#systemctl --no-wall emergency

5.1.4. fEmfEYLEE EAEA systemd
ERLE RN systemd #y 240 -

#systemctl --host user name@host name command
R M 245«

#systemctl -H root@server-01.example.com status httpd.service
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5.1.5. BIBAEE systemd BT

5.1.5.1. BN

BTG S S =AM

[Unit] : JEHEED, AFEZ unit FEARE R

[Unittyped : Unit 288, AFEIZEAE AT A2 systemd /1 A 2%
Cinstall] : GG E4 s, Ja MRS WA

& 5-8 [Unit] FBRECETHA

[ =R

i35

Description

A, BRI  FEAE R, DGR A,
— BT IRST U

Documentation

TRESHEHINFNZR, LK1 URL B,
http:// https:// file:,info:,;man, Xs&HFHI, I =ELHE
BXANRSH H R4, Ra2 e ER, W
NG RFLE S, RAEBAT A2 KIEE, SR2ATH
G, WERIEE T TR, A EEMI, ZAETH
P B AN A

After/Before

e B R 25 TR B JE B, Hetn—A> foo.service 7% 1 —
1T Before=bar.service, HS4 MAtBAIT R JE B,
bar.service 2554 foo.service i BI5E G A 8. EREIX
BB Requires=7& AH B AL, [RIRELS After=F1
Requires=tH & & WL Bk T a] DL & — Ik BA b, 3K
SRy A 5 5 .

Requires

1o E MRS IRA ) B RS, WERA RS, R4
Requires J& [H IR &S B 0E, [z, WH Requires
Ja PR S s s ik a8, WIARS &5k, X
AMETA]T AR € 20K, AL EE SR T 48 7€ 1 IR 55 #4
WOE o T B R AR XA IR TS0 5 2 54 1 R
J¥,  JE s AE FH B A) ) After=A11 Before=KECE .
n, iR foo.service MKt bar.serivee, {Hi2 RECE T
Requires=1 % After=8Y Before=, 4 foo.service )i 3]
i 2 [A] I 0TS foo.service 1 bar.service. i {5
Wants={{# Requires=7& B4 (118 F%, BN RG < HIFH
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A PR AR 55 SRR 1 DL o

Wants

FAXT §54E I Requires=, X BLAIH RS 4R 2, (En
RIVE R SN ETCVE I INEIH S AL, FFANFEM A R 554
N ANBIRI R B XA TP RS R 7 3.
XA At R DA ESCPEAE, 38 wants/ H SIS0, H
PRI LA BT B

Conflicts

BoE — MO oe, wRECE 7R, Ba, [—14
M55 IEBhiy, BRI RS, kR, WX
Byl RS Esh, BaRmSsatEil, BERIN
AEEH. R, HREM After=F1 Before=7& HAHMAL
1o MRS A A B R, HAE B B3R & [FR S
3, WarAwRes Bk (HERHLZLTFRD Bk
UERE (WEHEZ BN EHARLTRD , g
O, SR TR E RTINS, BT IR

% 5-9 [Service)] FEAECE R

Ao E 3

ik

Type

WEISREREEN, LA TIIMEZ —:
simple,forking,oneshot,dbus,notify,idle
> W N "simple" (W E T ExecStart={H K 1% &
BusName=I] I BRIME), H54 IR ExecStart=F 1% i€ [
R A 1Z R 55 ) AR
> R AR R N H AR AR S, B4 L aAE
R A B 2w e s L AR R E (T, BA
PS4k BTG S B
> "dbus"(¥% B | ExecStart=-5 BusName=H} Bk IA1H)
5 simple"Z8BL, AR ZAAE T 1ZHFE T ZAE D-Bus |
15— H BusName=F5 & I %K. systemd K2 1E 3
HEARICHT, I IRZIERE C A IR EL T 45
JE [ D-Bus % HFK. & B NIRRT 5 T
dbus.socket H.JG .
> "oneshot"(R ¥ B ExecStart=H ] BRAME) 5 "simple"
Ak, AR ZAAE T ZEFE L IAE systemd J& 30 )5 4k 5.
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JCZHTIRH o MR AL 75 25 B RemainAfterExit=
iU

> RN "forking", H4 K7 ExecStart=P 1% i€ I
HEE SRS EH forkORFEWH . X2ESR
UNIX PR R 2 i . i A s 5 R1E
WO BIIRCIhZ G, KFEREE<RE, mTr
AR ZIR S ) R ELie AT o X T APt RE,
S [FII 1 B PIDFile=i£ 10, LAAEBN systemd #HEAf & fir
RS R, Emn s 4k 5 oo i A shid R .

> "notify" 5"simple" KL, AR Z AT Z R
1E R sh5e i Ja il sd notify(3) 2 B O K IE—A
AR . systemd Kr=AE R 3G 4k B0 B/, B
TRAZBERE DA I AL TN R . iR BE 9k
Y, FB4 NotifyAccess=4HF H GE 1% B N "all" 8l 3
"main"(BRIN). VEE, HHAET Type=notify A RELE
PrivateNetwork=yes /150 F 1EH LA1E.

> idle"5"simple" KL, ANFEZAAE T LR 2 p
FEIR B P W ERAVE AT 76 B S5 AT o IXFE AT DLGBE S g%
il & _ERPRESE B shell BIA R 4 B TR 24—

ExecStart

3 B2 R 55 I 7 EHAT ) 24T (A 2+ 550
NAEWE | Type=oneshot FIfEHL T, A AL BAEE A7
LT (BFEE), SULAH R E — a7

2 AT EE AT PLYE [ — > ExecStart="1 1% &, 7] DLl
it 15 E 2 > ExecStart=>JK 1A FIAH [F] R -

WERBA— DR, A em & BRI rA a2 1T
BB . WHERABE B AL ExecStart=48 %>, A4 DAZIHf PR 15
B J RemainAfterExit=yes {54 -

A AT W LA — AN 0 B AR s [ AT AT SO G, FEH
H G WAL S BB MR AE N "argv[ 1] argv[2] ..."f& 1B 25 B
ATHIERE .

WERAELNT BRACHT N EFE R @ 4, B4 H 5 B R ee 2
B MIRAE A argv[0] argv[1] argv[2] ..."fE i 25 # PhAT I3t

o
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WERAE LT BRARHT I BRI )" T4, 4 RIS gk 7 DA
SRICIRAS (B andE = 1 3R BME B B IR, il
FDR . ATRARIAE R - 5 @ mr gk, B
WRKE T2 Mm217, AR ey 475 LA T
A v H BRI AR IR AAAT
WUERFEATC"-"ATZE I AT PAT R, B AT R A 24T
BASPIAT, RIS 2508 232 09 R W (failed) IRES .
K% B Type=forking I, 1X B & & 1Iar 217 B 5 2133
R R AR & N Bl i i

ExecStop

K — Mk TE S, TR E 2RS4 2Rk AT kI B
PAT T 24T« BRI ExecStart=58 4 AH 7] .

PAT A B B I AT 25, X IRSS A AR 3R
2R KillMode=I1) ¥ B A IE(Z W systemd kill(5) T
WERAR B MIE T, A RS 1R, 1 RSS 1 Pr
A FRERK 2 R4 KillMode=F ¥ & 4% 37 Rl 4535 R 3L .

5 ExecReload=—#f, A — MR EAL ESMAINPID
Al PAH TR 32 H) PID.

— ekl AGEE — DN AR RS a4, AR H
B, A

KA I AL BB R fr AT e 5, IR IR 2
SIGKILL {5 5 LRIRIE, XAl AEe S 22k

PR, 3 B A i 2 R R DR, T AN R e A 4
((ES

ExecReload

KRE—ANTRRRS, T RE RS PSR A
WC B P T B i 4T o TR S ExecStart=5¢ 2 AH [ .
T, A AR AL ESMAINPID ] DU 3878
FHREREN PID, Bilann] UK FEAEH -

/bin/kill -HUP $MAINPID

R, BB, By R R R AE T, SRl
HEHINEBCE S, AL I
RUOIR I — A b iR, I DAANGE - 75 22 M 2 e
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HH N A B S A AR S
AR ZL UK ExecReload=1 &y —™Be 6 i fR B BTN 4K
P B SRR3R [R5 S8 B i AT

Restart YRS HARIEE IR . FR . BRI BN RN,
FE 5 BT A RS
"k 5 BERR" 2 TR
ExecStart=ExecStartPre=,ExecStartPost=,ExecStop=,ExecStop
Post=,ExecReload="" % & I HEFE
MR E BT systemd 11 1E 5 #AE (451 4
systemctlstop|restart) I #4511, 2RSS A4 EHTE 30
"SR] DU I I "keep-alive ping" i), AT PLE
systemctl start|reload|stop ¥ /EHERS .
1235 Tn] PLEU R #ME 2 —: no,on-success,on-failure,on-
abnormal,on-watchdog,on-abort,always
"no"(BRIMED) R R A S E G . "always" K = L 2AF R
HIH.
"on-success" KN AE AR SRR IEH R NI HS, PriE IR
IR RAR:
BHESA ", B AR R
SIGHUP,SIGINT,SIGTERM,SIGPIPE 55 3 HiE A% 75 &
SuccessExitStatus=F] 5 & .
"on-failure" X/~ AE RS AR IR HIN L E, "R
RS
IR RS ANN"0",  BEE R s ] R AL (LS "core dump" LA
J Wi %] SIGHUP,SIGINT,SIGTERM,SIGPIPE 2 #h ) Ho A5
)
E R T B T I systemd H# A 8 IS 10 4 R 58

RemainAfter | FJ % 4"yes" 8 no"(BRINME), Fon 21z RS BT A HERE 435

Exit BHZ G, RERRKE RS G (active) IRAS o

% 5-10 [install] FEARER
=R R
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Alias FE 22 I NAZAE BN 4 7 (R4 o 247 b2

MRS ARG A R EH (RIFERERZEE) o XA LI
AU Z IR, FrA 4T EEIER, 3T systemetl
enable fiy &M, 2@ N I BERS -

RequiredBy 7E .wants/Bl. requires/ T H 35 F A IR 55 2 37 AH N O BE R
WantedBy X ROR 2 B PR P RS A8, ARG E

2.

Also 2 55 22 S [N 7 B2 R BN R 55« AR 33

RZIEMMRS HECE 7L, ) systemctl enable iy 24,
1T 2 A B2 B AR I 2 IR %5

DefaultInstance | 7~ unit J& FH I BRA B <241 .

NI postfix.service Bt A I -

[Unit]

Description=Postfix Mail Transport Agent
After=syslog.target network.target
Conflicts=sendmail.service exim.service
[Service]

Type=forking
PIDFile=/var/spool/postfix/pid/master.pid
EnvironmentFile=/etc/sysconfig/network
ExecStartPre=/usr/libexec/postfix/aliasesdb
ExecStartPre=/usr/libexec/postfix/chroot-update
ExecStart=/usr/sbin/postfix start
ExecReload=/ust/sbin/postfix reload
ExecStop=/usr/sbin/postfix stop

[Install]

WantedBy=multi-user.target

EAREIH,  [Unit] FEBRBIRS ARSI RER . [Service] flfE

HAMARSAE B . EnvironmentFile i HiE X I1Z k% K548 5, PIDFile &
NIRSSAEHESK PID. ), [Install] BB s 612 AR 55 0O 25
5.1.5.2. Q& HE L Hoo

(ARSI EERip 2 3
1) e B RS AT S
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AIHAT ST AT L A, AT AR AR A AR, iR TRE, AHEE X
55 AR HER — A PID 3CAF, —fRIE PID fRIFAZ. 53 5ME A RER 2 AL
BEUEARERIA, #0RA A /AT B EA R ELZ .

2) f/ete/systemd/system/ H g A H o0, I HARIE R BERE root FH 9

i

#touch /etc/systemd/system/{name}.service

#chmod 664 /etc/systemd/system/{name}.service

AN TR EE AT AR
3) 4T {name}.service XA, WINARSSECE , & FhAR & an ey ic B AL T s i
MR 25 KRB, T A2 — MR 2% R 55 1R TG 491 1

[Unit]

Description=service description
After=network.target

[Service]
ExecStart=path to executable
Type=forking

PIDFile=path to pidfile
[Install]
WantedBy=default.target

4) JBH systemd H ARSI

#systemctl daemon-reload

#systemctl start name.service

B4 emacs.service XA HIH 1
1) G, FmmRIERBR:

#touch /etc/systemd/system/emacs.service

#chmod 664 /etc/systemd/system/emacs.service
2) WIECEALE R

[Unit]

Description=Emacs:theextensible,self-documentingtexteditor
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[Service]

Type=forking

ExecStart=/usr/bin/emacs--daemon
ExecStop=/usr/bin/emacsclient--eval"(kill-emacs)"
Environment=SSH AUTH _SOCK=%t/keyring/ssh
Restart=always

[Install]

WantedBy=default.target

3) #A systemd I A RS

#systemctl daemon-reload

#systemctl start emas.service

817 sshd-second Ak 55 11417
1) # 1l sshd config 3Cf4 A sshd-second.config

#cp /etc/ssh/sshd{,-second} config
2) Yu’H sshd-second config ST, #sIN 22220 H% 1, A1 PID SCAF:

Port 22220
PidFile /var/run/sshd-second.pid

IRIE R EB SIS, R B
3) B IEITI AT

#cp /usr/lib/systemd/system/sshd {,-second} .service

4) g% .0 A /usr/lib/systemd/system/sshd-second.service

Bt v B
Description=OpenSSH server daemon

¥ IN sshd.service ]R557E After St 72 )
After=syslog.target network.target auditd.service sshd.service

F& % sshdkey 6% .
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ExecStartPre=/usr/sbin/sshd-keygen

FEPATIIAS B, A EE —A> sshd IR 55 BT & ST
ExecStart=/usr/sbin/sshd -D -f /etc/ssh/sshd-second config SOPTIONS

1405 1 sshd-second.service SCAF N 241 :
ExecStart=/usr/sbin/sshd-D-f/etc/ssh/sshd-second _config SOPTIONS

5) R SELinux, WM tep %, 4157 sshd-second JIR 4% #4115t 2 4%
R4 5E -

#semanage port -a -t ssh_port_t -p tcp 22220
6) BCEITHLE BN

#systemctl enable sshd-second.service
#ssh -p 22220 user@server

B R BT < S5k o 1A
5.1.5.3. 1Bk CLAAFAE I BT S0

systemd A TGHC B S ERIA R AEAE Jusr/lib/systemd/system/ H 5%, R4 FE
AW EBAESOX AN B3 NSO, B8 S 1E letc/systemd/system/ H 3% R,
WRAY RMFER, ATLMEH T TE:

B —AN H st /fetc/systemd/system/unit.d/, XASEHRIEF R —F O, ATS
FHIUE BT, I A B SOk AL S, X BRI SR T S B
R AN FH AL

M tusr/lib/systemd/system/#% D1 — 1 J5 46 L B SO 2l fete/systemd/system/, SR J5
Bk SEHIMMRA SRR FEGICE, XM ARG IR B, HTAR
BN T RE I 5

R T ERE BB E SO, A 7 E M B /ete/systemd/system/ T 1T &
SCAFERATLL Y, ATREEENE, EHWT a4 S H SR s B

#systemctl restart name.service

7 BRI\ B e e B A
NI REGANR IO E, 26 E ete/systemd/system/ | Y] —
3%, FH root PUATRAL T I i 4
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#mkdir /etc/systemd/system/name.service.d

FERIA QIR H k2 TR E S, 2400k conf SCAFSE R .
Blin el —> B 2 CHRRBOCH:, WA

[Unit]

Requires=new_dependency

After=new dependency

FAN AT, AT ARCE R g, EERRHR S 30 AAEER, IE
RN

[Unit]
Requires=new_dependency

After=new_dependency

PR A — AN, BRSO R REESE% — AN ThRe, IXHRRCE SO
R 23 W% Bk B B 1 B LA Al 55 PR G L I
N T BHIRIA BIEEG A root $AT BLH # 4

systemctl daemon-reload

systemctl restart name.service

#1F: ¥ J& httpd.service IR 55 Fc &
9 TAE httpd ARS5JE SIHESAT FH - H E LR IA, FEAZEL hitpd [
TOHBC B S, BT LT JUB AR, EAREIE A B OB H 5% A B 5 O

#mkdir /etc/systemd/system/httpd.service.d
#touch /etc/systemd/system/httpd.service.d/custom_script.conf

B % B & X XA AL B 7 /usr/local/bin/custom.sh , K X A4~ 15 B % n 3]
custom_script.conf H & X HIA

[Service]

ExecStartPost=/usr/local/bin/custom.sh
N FH B A

#systemctl daemon-reload

#systemctl restart httpd.service
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5.2. OpenSSH

SSH (Secure Shell) & —Mdi % F - IR 55 i 2844, AHAS P> RGE 18] () %2
IRERAE GG BRI IEH R S R B S un EALR G . I
a1 FTP 80 Telnet FEFEEAE MU, SSH % T & ik, B NRE
DAIE o S22 R ORI 1) 25 R

ssh B P v ih FH T B i 4 telnet B0 rsh, X 26 LUARIA IR L 2 A PEAS S 1)
R EFEfE ENL RGN LN T . 5HAHRK—A 4 scp e, AT
Bt an rep XA FHRAE LML BN M SO AR o BN IX S8 10 i N AR P
AN N AR P v AN IR 55 i 2 (A0 88 R 3605, BT DA 1R AT e b b (55 FH e 41T
A S FRETE RS, Rl RN B o R AT AR F AL R GRS

BRI LR = I SS AR R E RSB & T A OpenSSH %24&f——openssh,
ALK OpenSSH fil 45 it 2 %% £, ——openssh-server F1 OpenSSH % J it 24 35 f——
openssh-clients. &, OpenSSH Z &G T OpenSSL )% %% f openssl-libs,
XS 7 U EEWINEE, £15 OpenSSH BEWEHE (it i 2 # 15

5.2.1. SSH #HX
5.2.1.1. Jytt4fEi i SSH?

WHERNZEAVFZ AT M T, getSibAb AT #2000 =57 % i )
gema, MM EERBOS — DN RGM UG RIAPR . — Mok, 1X 28T LAy g A
TJLE:

1) FEHEN RS2 REE

et 5 A] Re AL T 3845 U7 FITEE I 4 i B A, S HIAEA T TR AL 36 AR ART A5 R
AT RE AT REGE R, BEBIUE BRI S THRI h ics .

T I i A e P AR L PRER S SR AT 1Y), B B R RS e — AR
LRI L T, AT DAR SR SR i b s A, IR i 2

2) B afrEFHL

Bk % B R G E R B AL PSS . G SR B SRS G T
P 2GR E IR AR IR — /M R 1 B T8 .

XA AT LLE S —Fh 4% N “DNS A EFE AR, BiE @ prig
“IP SR ARSI . AEEE— PRI, ANREMH— S B R DNS k54K
P RGHR A SRR E R TN EE T RoREIT, AR R IE D R 2% HE
L, RN EIECEERFE NG EERFENR .

X BEH AR AR RE WS F2 0] REAAAE R BURME B, T HL D SR Se 2802 tH T 8
R AL, TR 5 S 72 ¢ MET 1Y) o W SR SSH SRIFEAT I FE B s A S 2 A,
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TR 2 0t B A K Rl /T e 22 A pgli il o X ERI SR SSHL 75 it 0 R 25 vty 11 FH £
B RRAE Sy . BEAh, B am AR S i R G R T IS R I B . ANE
SRR IEAS IR — J7 AT S 0 S B R 2 AT AN, PR — N R AR 2 A —
AR A R G FE R S8 A HIE RN 1
5.2.1.2. FEEHE

SSH PR AL 1 LR PR4P fi it -

1) JoiEAh e T R A 55 vt

TENIUGERE 2 J5 , 57 Ui e 0 B0 e 22 1 BT 422 (%) IR 45 B (1) A 2 B 2 I P e
Feid 1y Rl — A IR 55 i o

2) TEHHVIEE B

% P At 128 A HnEs BRI IEAS B AR 5 45 IR 55 i o

3) TikEiduE(E

FE— Nl A RAE R SR 2 1 A 128 frhn & Bk & iy, 415
F2 AR 1) i P g RS B PR HE R

Ak, SSH MBS 1 DL NI

1) #fit FAEMZE B4R EIRAL N AR P 2T B

AT 4 X1 B R IER, 2P Rty MRS5S i k& X11 (X W H &R
gt) N

2) POt T —F R H A ey

SSH B3k e R IE B2 — DIEAT N o a3k 3 FH 44 v oty VG R I ER,
SSH k45 s 7] LA — MR B AL 2 W (Flhn POP) HFE, MG
& RGAAEARE ) 2.

3) AT LA kA 2 A iliE

OpenSSH IR 45 Ui FH 25 = Biig 7] LAY T B 2K A il 55 i A1 20 P i AL 24 <2 ) P oA 8%
s BN RALT R F P 2% ) 5 S

4) L FF Kerberos WAilE

OpenSSH Az 45 ity A1 %5 7 v 7] LA e B N A8 F - Kerberos 9 2% YUIIE Bip L1
GSSAPI Gl F %2 4 fe 55 B FHFE P dm e 82 1) SRR IEATIAIE .
5.2.1.3. hARA

SSH HHIAEPMMAS : WA 1 FNESHT BIRRAS 2.0 ERIAT L 0Bk e 20 IR 55 o #4F
RG] OpenSSH EAHEH SSH WA 2, ZRAEA SR &HLSHEE, A
Gy EBIRA 1 AR ST . SR, N T ARAETERIERE, OpenSSH £ {4 [A]
FEHSCHRRIROA 1 )R

% 75 X / E2T4|



Eiei BRI = R S5 IR RAE RAVI0 RAEHRFN
ECTT
N T R OB 0 e B 22 A, U065 LB A A0 PR FL e SSH AR 2
[ 25 S R % 3

5.2.2. SSH &EEKHEFF5

DA — RPN 0] RS B A E WL 18] SSH S (52 Bk

1) HHATINERTF, DU G A 5 56 UE T 1 76 BR IE A 1) IR 45 i idk A7 IR 5

2) SR RGBS SR 28 i Az AR L 2 18 () B AR A 2 AT I %5

3) & i ) AR S AT H FRANE s

4) BN E BT AR E LT RS B
5.2.2.1. fE4i)2

P80 J2 1) 32 B A R AR ORI A LML [R]85 2 2 AT HE R, B RETE IR
% LA K A2 B i 38 A5 B8] o A 2 30 5 o B 3R A7 I s R A a5 kb B, DA Rl i
SRAMSOT B A0 R JE R BRI (1) 52 B PE LRI, SR SEIIX — H b o 15502 AL LR 47
IS BRI ThRE .

SSH % F' vty I 28 AR 45 ot B, K i3EAT 2AH A 30, (E 3P R G2 (A1 RE 05 IE R Hb
PR . AT P R T

1) A=,

2) W AN R

3) s KRR

4) HyrE i BAIE R

5) ErAEIE.

TEEARS AR, AR5 ot P — AN ME— B MU A R P iR B E 2 S 10
U SR it AT AR IZ ANRE R (R 55 s il A5 0, R 25 o 40 R ML B0 % 7 i
KU RENE, B A L% . OpenSSH i 43 52 IR 45 i 19 - L2591kt
BEXAN A PRI, JE R RNV A e M 2 J5, kel fE gt
. FEZJERERY, & imss F CORT I AR AR SRAR 75 R 55 i 1) E AL 255, DA
{28 P S A S E RN T (0 AR 45 s 3 15 o S SRAE R BN R 4 T A8k,
WIRTE G 2 AT BR 27 ity O A AR AT AR AR

B

Wi T RE S TE AR R BL O e SSH R 453, RO R GE AN A
U 1) TR 55 v R 0 ok 5 152 B PRI 55 s 2 [R) G AT DXl o 9 T 97 1SR Y i
KA VETEEE — KR ECE AU HAICELR, 162 R 45 vt i 2 51 LASIE SSH iR
5 it ) BL S 6 R A
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SSH #1521t B J LT v EAFIAT AT S8 28 1) o H 0 B i A AR S - AEBe)
[P AAZHBEE T — N TS A EA — N R Z G, WA RGOSR
BHREUET R NG, LRI AR R B AR AR AR .

TEME IR M HA B — 28 GEFMNEDHRT SSH s2I %k
ZJa, B RAEN—IREHZH, £l —ERHEN A= 5 E. I
B & Re i e e A (AL 3, X — (5 B AR A BRI — B TRl A
5.2.2.2. \ilF

— BAERE M — A 2 R PRE A D R G BRI AE B, RS i R0 2
i He T SCREIIAS B GIE T2, Blanfli F — DM RABHgR S 12544, B AN — 5%
o SR G % P s S A FH P SRR I G o — b 732 ) AR 25 i 36 AT AT o

SSH ik 55 ¥ A1 %5 7 v AT LARC B A8 AN RS B B AE 7 20, iE & 7 #F Ao i
FERH I BE o MR 55 o o] DAy e 56 T o2 Y, e m] DASCRFREE I 2 73 % P
g 1 LU T 3 00 e 38 25 AR 7 Y B
5.2.2.3. HIE

& SSH &4 )2 5E l— IR INWIEZ J&, B imid #ion 2 iHE A" (£
PEHEREHZME TN, XEE T — N IEER L EE R BT K%
X7 SSH SR, ANFEFEEAE —NMILRIP 2 2EE T KE) K—MERITHZ
HIEE ., B 208 7 SR BN A ) A 2 1E A R X1 231

TR 25 7 Wi i A IR 55 i #40 TT DA 61 Fa T PR T 3 o A — 3 TP B 2 T A
BT — N5 o % i il T I — N REIE I, 28 S T SR 18 2
—iEEAIEH F . IR BRI PR AT AR, %?@LgﬂﬁﬂrmL m&
—K, AFERMPZIEASHEITW, IFHS—MEERSIEES R G, KAE
[PyE TE A~ o> T 2 22 SSH .

WA AT PSR, AT DALk E L — R Rk 57 SR IR RS
PLIZFP 720, R MR i B8 O 25T 19 2., 2 4 il imiE 2% .

% P v AR 25 B 1 2 W e s SR B T R AREALE , R T2 B 1 SR ) R 95 2R A DA
S R TR BN 28 1 77 300 SXFE ] DAFE AN 0 5 S R B AR e S DL T, Ak
PN [F) S 3 P 228 A ey ARAR K R e

5.2.3. ECE OpenSSH
5.2.3.1. FLE LR

MC B SRR R RS, — RPVH T 5 7 o 5 (B0 sshsep # sfip),
HHh—RIVH T IR0 (sshd SFHFFRE) o
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2450 1 SSH E B AZ BARAEE/ete/ssh/ B F T, H#ELFE 5-11 RS 0HIfHE
B, R H P SSH AL B 5 B ARAFAE~/ssh/ HX N GZH R EH P
HxHE) , VERE S-12 FE P imd 8 et

R 5-11 REEENEEXF

pais

ik

/etc/ssh/moduli

f0% 7 Diffie-Hellman 25572 4 75 EAd
FH f) Diffie-Hellman 41, Diffie-Hellman
AR T e A AR 2 2 o
1o 2M4EATE—A SSH &M i VI
BOpl Az ey mp g, — AN L 5 E 1 1)
g, 1ZEAE IO AT A B ) — 5
E o IR P JE A R ER AL AN
ik,

/etc/ssh/ssh_config

ERINH) SSH %5 /i B S AF - ER
W5~/ ssh/config fE7EHITE, 1% AR
Jic & W4 i~/ .ssh/config 78 i -

/etc/ssh/sshd_config

sshd <73 BERE R HC B SCA

/etc/ssh/ssh_host ecdsa key

sshd 732 AT {8 FH 1) ECDSA FA%H

/etc/ssh/ssh_host ecdsa key.pub

sshd 732 AT {8 FH ) ECDSA A%H

/etc/ssh/ssh_host ed25518 key

SSH Wi As 1 ) sshd S147 3R B f
F I RSA FA4H.

/etc/ssh/ssh_host ed25518 key.pub

SSH Wi AS 1 #) sshd S147 3R B f
F I RSA A4H.

/etc/ssh/ssh_host rsa_key

SSH Ul A 2 K sshd SF4P 3R f
FHH] RSA 57

/etc/ssh/ssh_host rsa key.pub

SSH WM AR A 2 [ sshd S5 473372 FTff
FHEI RSA A4,

/etc/pam.d/sshd

sshd PP BERE ] PAM i & .

/etc/sysconfig/sshd

sshd AR 55 HIHC B S .
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R 5-12 Frse P BB SO
XA iR
RS i R B — A A ATIR . 9R ik
~/.ssh/authorized_keys FEBIARSs umiht, AR S5 v 18 A A ORAFAE 1A R
(18 125 4 AN B RANE 2 i o
~/.ssh/id_ecdsa 34 F P i) ECDSA L1
~/.ssh/id_ecdsa.pub H i1 ECDSA A%,
~/.ssh/id_rsa SSH Wi il A 2 () ssh T fdi B ) RSA FA%H .
~/.ssh/id_rsa.pub SSH Wi il A 2 1) ssh T fdi B ) RSA A%
~/.ssh/identity SSH WA 1 1) ssh Firfdi B () RSA FA%H .
~/.ssh/identity.pub SSH Wi A 1 1) ssh Firfdi B () RSA A%
08 U7 el (1) SSH AR5 iR E ML B . 1200
~/.ssh/known_hosts T TR SSH 2 7 v 1 AE 7 452 IR A 1Y) SSH. IR 55 Uiy
EIREER.

SREUCA K SSH L& U h T FH I & AR 2 1B B, 152 ssh_config(5)
F1 sshd_config(5)FM VLTI .
5.2.3.2. JA 3l OpenSSH fif45 i

i 424 openssh-server £.2 J5 A4 §8i21T OpenSSH i 55 Ui o

B MR 2 1E R 3l sshd SFHHERE, T LA root FI I 7E shell £y 24T HERFF T
N T 4

#systemctl start sshd.service

B Y21 P 1EIZAT sshd 7P EERE, 1 LA root FH P 1E shell fv 24T HER
FFRHEIANLL T 64

#systemctl stop sshd.service

R ATE R G a8 it 3 8h 3 ) sE ik FE, G PA root B P TE shell fn 24742
INTF AN CL R a2

#systemctl enable sshd.service
Created symlink /etc/systemd/system/multi-

user.target.wants/sshd.service — /usr/lib/systemd/system/sshd.service.
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5.2.3.3. f#iH SSH M Tim %

NT ik SSH FIERIEMEH, NAZZEILE A2 A& RER . B0,
M RG AT REIE— AN ih TP A SSH B R IRIF, (R ENTEZ J5{EH Telnet
GoRIAER 1o FREAEH RS L4 telnet. rsh. rlogin A1 vsftpd.
5.2.3.4. M HIEE T HIHIIAIE

NTHEF—BMIRE R A %S, ATLAAERL SSH %X, SR 5 smilff 2L T
HEIE, FFEEFH RS IE. S, T L vi B3 nano S5 SUA w48 4T
FFletc/sshisshd_config it & SCHF, 1K PasswordAuthentication iE TS SO a1~ P

e

e

PasswordAuthentication no

WERIEASRAE — DB\ R ) RGP AT AR, B R A0 B U R R i
A ¥ B PubkeyAuthentication no #E1. WIH R AR ER: L), AR ]
BB AMT ), SRR ZE F B R DOIE 2 B e I T 2 I 8 st AR 2 7 mT A
J5 FEAC & PubkeyAuthentication 24 no.

N T REBEALH sshy sep B sftip IN—N% Prmblas 2 2k 55 o, 164
5.2.3.5 A SRR BT AR B — MR AU BN . VR, XL A RS P

a3 AR Ao
VAT LI = R S AR ERE RS V10 BRI HARAS 2 1) SSH PHSURT RSA 2
.
B -
WERAEE LA root B 581k 1 PR, 4 KA root H P REAE I Le 25 41
ENESE

WIR B E ARG, XARCREHE 2 Al A S 1%, 15 & ~/.ssh/ H 3% .
EEE, BHEHREEME R, X—-IdBEFELRSR LG H U7, 8
5 root FH /7
5.2.3.5. HEREEHXT

FAE A SSH WMSUARAS 2 ) RSA S8I%F, 1514 LT D IR ERAE

1) 1E shell 24T FERFF FHIALL T fy 242 RSA 25X

$ssh-keygen -t rsa
Generating public/private rsa key pair.

Enter file in which to save the key (/home/USER/.ssh/id_rsa):

2) BRI A R H BN 12, B~/ ssh/id rsa.
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3)

4)

5)

BN E %, I HAEFRB AR R B Z H 2 N T 24 I,
TR AN LA FH R 6 SR A 1) K 4 [ ) 25 B

RINTEOL T, R~ ssh/ H K HIBURBCE Y rwx------ B0 LU\ BERIbRESR
AN 7000 IX2Y T AR ARG XS R USER REW AR HNA . Wk
AEL, AT LU PR iy & R BEAT A -

$ls -1d ~/.ssh

drwx------ .2 USER USER 54 Nov 25 16:56 /home/USER/.ssh/

A LU a2, K AP 2] — G fEdles b

ssh-copy-id user@hostname

IR AP AR LIRNTE, 1%y = B H il — KB~/ ssh/id*.pub 24
AR, SR DR E AR ST 4

ssh-copy-id -1 ~/.ssh/id_rsa.pub user@hostname

% &2 2 ~/ssh/id rsa.pub ) N K K Il B A E B WAL 0
~/.ssh/authorized keys SCAFH . WIS authorized keys XAFCAEAFAE T, HHKS
18I0 BNZ A AR R -

LA R SSH VMMRAS 2 1) ECDSA % 8AXE, 154 DL T A IR ERAE -

1)

2)
3)

4)

5)

1 shell iy 2 ATHRAF FHIANLL T v 44 1 ECDSA 247 %t

$ssh-keygen -t ecdsa
Generating public/private ecdsa key pair.

Enter file in which to save the key (/home/USER/.ssh/id_ecdsa):

F2 | ZE B VOB A1 2 1 25 I BRIA B 12, Bi~/.ssh/id_ecdsa.

BN —A 4, I HAESSRBIAR I g R ANZ E 2. A T 2 e i,
T AN B FH AN G S S R T R [ 35

BATEOL T, K~ ssh/ H KPR W E N rwx------B038 DL\l BT R
AN 7000 XN T IOR A XN R USER REMS AR LN A . R
A, AT LUE I BAS i 2 R BEAT WA -

$ls -1d ~/.ssh

drwx------ .2 USER USER 54 Nov 25 16:56 /home/USER/.ssh/

FRHU TGS, BAHES R — 5 mfENEs L
% 81 W / H£274FW
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ssh-copy-id user@hostname

WERAHMAR 2N, a2 EflmiL— X MB )~/ ssh/id*.pub A4
LR, AT LR B AR S 4

ssh-copy-id -i ~/.ssh/id_ecdsa.pub user@hostname

Z 1 & 2 ~/ssh/id_ecdsapub [ N 25 & i B4 AR E B HL A B
~/.ssh/authorized keys X FH . W1 authorized keys X CAEAFIE T, EHHK S
BN ERZ SRR R .

B

RPN N, AAZRERTMTA, X—radEFEER.
5.2.3.6. OpenSSH % J'¥fi

& 2122 %% openssh-clients 05, A4 B W& s AL A8 1E 42 2] — 4> OpenSSH ik
%uii (FHZW4.2.4 Z3AME. T R (AR BUBE = IR 55w i E R G &2
SR .

52.3.7. flif] ssh TH

ssh THATPLEREE R3] — G BENLES B, I BT 4 &2 X rlogin.
rsh A1 telnet F& /7 1) — 22 4 #t

A telnet iy 2 AHALL, A LAF dp & & % 3 — S mfEplas b

ssh hostname

filan, EEFE|—G 4N penguin.example.com [FEFEFAHL, A LATE shell iy
DATIRIRFT NN LR i 2

#ssh penguin.example.com

2 4 Y 2 DL TEAE A0 PR 7R MBS B P 46 B . R R i —
HIFR P14, AT fr 4

ssh username@hostname

#ltn, PL USER % 3% % penguin.example.com, 154N LT ir4:
$ssh USER@penguin.example.com

TR — UCERN, K E BT N AARBURE R

The authenticity of host 'penguin.example.com' can't be established.
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ECDSA key fingerprint is
SHA256:1xy64icRY c¢/h7XSOvUVywS7t7ThtmOsPT1s07wDDS5PS.

Are you sure you want to continue connecting (yes/no/[fingerprint])?
2 BB A AE P ) () B2 1T, FH P ROZIR 2t A FR B2 A R . P AT LA
[7) Al 55 i 14 7 2R 63 AR VRS BH R IR0 o X BZ DA —Fh 22 2 1) . H5ELE I 177
AT IR w] DU e 55 3m (0 ERL B, A DME A AT ssh-keygen iy 22K
(vREE1EIR
#ssh-keygen -1 -f /etc/ssh/ssh_host ecdsa key.pub

256 SHA256:b0gGbI+Xk/1+Ve76j3mgpY StyOn3gR9Qilsd+80V3GI no
comment (ECDSA)

BN yes AZEPIFHINIER . R SFE B M RS I eyl e &
M ENFIR P RES, DDA R
Warning: Permanently added 'penguin.example.com' (ECDSA) to the list

of known hosts.

USER@ penguin.example.com's password:
HE Y
AR SSH 5% 3 i BN LE BICRAL 1, & Sk 2 3 0 F P i A e 4k 4k,
B Ak A 55w 1 2 ML 2% B M~/.ssh/known_hosts SO HIBR « SRTT, 7EREAT IL#AE
T, TEERA SSH kS5 im i) RS E B 7, IR UEAR 55 I i A 32 2 Bt o

% ~/.ssh/known_hosts ST IR — N8, AT RMEFH A0S a4
#ssh-keygen -R penguin.example.com

RN Ja, ¥ 2 N2 AL shell i 2AT3ER T T o
A, ssh %7 AT AR SRAEIGAE EHL EPAT— 254, A B2 shell
T ATHRIRFT T
ssh [username(@ ]hostname command

B0, Jetc/kylin-release SCFHEEA RBIER SR ANGELE . HEE
penguin.example.com _FiZCAFIINZ, HiA:

$ssh USER@penguin.example.com cat /etc/kylin-release
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USER@penguin.example.com's password:
Kylin Linux Advanced Server release V10 (Lance)

RN IERI D 2 )5, Ko BonimfE EVLFERIE RFRAGE R, REE
B4R [\ B A H ) shell fr AT HRTT T .

5.2.3.8. i/l scp LA

scp A LAFH SRAE F ML (B it — S22 e 08 et ok . £kt b, &
F rep AEH AL

BRI — AN A RIZRE R G, v UE A a4

scp localfile username@hostname:remotefile

Blhn, RSN taglist.vim £ %1344 N penguin.example.com [P FE F A1
M P HZ E, ALLE shell ag SATIRRFF FHIALLT a4

#scp taglist.vim USER @penguin.example.com:~

— A LA RE 2 S o B vim/plugin/ B 3% R I SCAERT H R 2 FE 6L
penguin.example.com HFIFHE Hx T, AL LT ar4:

$scp -r .vim/plugin/* USER@penguin.example.com:.vim/plugin/
LR — AR S MBI A R G b, AT DM DU
scp username@hostname:remotefile localfile
B, EMZAEFAL T vimee BEE SO, AT
$scp USER@penguin.example.com:.vimrc .vimrc

5.2.3.9. ffi [ sftp TH
sftp TEATPARRFTH—A 222 A& B AW FTP & 1if. (it b, e
T ftp, ANFZARAET sftp T T — N2 RnEHEE.
EREFEERGT, ATUEH TR a4

sftp username@hostname

filtn, EAFH USER AP &% 24N penguin.example.com [ 4L L,
CYS PN

$sftp USER@penguin.example.com
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USER@penguin.example.com's password:
Connected to penguin.example.com.

sftp>
BN IEFIRI L 2 G, BKBSER—A sfip M 2ATH R . sftp T .H
Al LU H — RFIA fip B4 (S HER 513) .
£ 5-13 HFHK sftp fr4>

W ik
FIH AN RE RN IR SRR H
SKARK, BRI =80 B TAR H .

Is [directory]

cd directory DInfe TAEE X2 EMHEZ T .
mkdir directory B — NI H 3%
rmdir path M ER — A1 H 3%

put localfile [remotefile] | KA LA ARSI BT FE FAL L.
get remotefile [localfile] | R FEFHL BRI T 2B AR ML E.

BRI i 2 B2 83K, 1S sfip(D)FH -~ T T
52.4. ARE—AZEH Shell
— MR AT S A A /2 SSH ﬁ%ﬁiﬁﬁﬁﬁﬂ@ﬁﬁﬁﬁ 95T T )

8, PTLAUE SSHMIEHHT X11 2 iRHIF K. 8, JHid TCP/IP #k, R4tH

CAHT AN 22 A 11 74452 ] DA G 21 F5 72 1) SSH @ TE |

52.4.1. X11#%

it SSH AT IF X11 22, A EMEH LU N B i 4

ssh -Y username@hostname

#ltn, EAHH USER H &334 A penguin.example.com HJiZfE F 41 L,
CIRYE DN

$ssh -Y USER@penguin.example.com

USER@penguin.example.com's password:

MM ZEA shell A ATIRRTF FI21T—A X F2FPET, SSH 2% 7 i IR 55 vt 2=
B —ANB 2 A, X R B0 @ X AN % W Hh R 3% B K P AL gs b

HR, fERA X BR AT, IAHEITFE R G 20 X %W RS . UL root
FH 8N BL T i 2 0] LL2e 3 X1 8600 4
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#dnf group install "X Window System"

LR TRMAUTAHNEZEE, F2 4.2 R,
X1 HRAFFEA M. Blhn, X11 FxmTBHRy LITH R E ] TR 4
LWL HA S BIXFE, S ssh S BIMR G o, SRS TN

$system-config-printer &

CFTENRE ] THEMG S BRHR, b M P vl DA 3L e e thic B
FTER,
5.2.4.2. MR

SSH ] DAIE sk gy 171 i 22 4 0 [ AR AN 22 42 1) TCP/IP il 7R X —3%
AR, SSH AR5 5N T SSH & P it — /M in#s 54 .

i 115 1) A TR B 25 7 g PR — A A i 11 RS 381 e 55 i 1) — S £
g 11 b o SSH AT BAM RS S 445 AT 2 i 11 B3 8100 P o RO i 11 b o IX—HORIE
AN By 115 HAH DT AL

YL

BAE v 1 R MR W 1024 DU B3 11, 75 22 root 2% 1 (1) U7 IR AXFR

AN — AT localhost & [P H21¥) TCP/IP iy I #% kiliE, wJLMEH LT

B2
ssh -L local-port:remote-hostname:remote-port username@hostname

B, EAfEH POP3 it —/M % & Bk 7 44 4 mail.example.com [ R 55 #%

A, AT A BAR i
$ssh -L 1100:mail.example.com:110 mail.example.com

— HLZ P i AL a8 RS A AR 5% 2% 2 18] ity 11 % R B IE HE 2 ik 28 )5 » wtmT AE
—> POP3 4% F 3 localhost A 1100 i I RAG 2B MEAF 1o ARATAERS
i R4 ERAE 1100 3 R 3K, HRREA 22 42 H1F 7] mail.example.com k5525 .

W R mail.example.com ¥ H 21T SSH k55, (Hi&R—MZEFH 5 —aHl
#8171 SSH RS54, A4 SSH SRR L RIRISIEREAT Lo i . 24K, {
TN SR NEIE

$ssh -L 1100:mail.example.com:110 other.example.com
FEIX o, I P LA 1100 3 1% H ) POP3 53R, Kl 22
1 |1 SSH 7 #:# #% % 31| SSH AR 45 Jify other.example.com . 24 Jii » other.example.com
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ZEH: 3| mail.example.com b [ 110 i 1 SRAS AL BT HE A o VR, 7R IX —HoRES,
HA % i Al other.example.com k55 ¥ < [8] FIEFE /& 24 1

i 11 3 o A AT DA Kl 3ok D 28 977 <K 58 22 A R EULS IS o SR B K B e A Ao
VRRATA F Ar s 1 (R 22 35 1) /1) SSH B, (H /2 BHZE 7 % 22 i U5
], ARAFAEELE W & N1 A1 Ak B 2 o 1 g ST B SR R AT RER, RN E
ATV B A5 I — 2R R S P SSH O #E 47 e [l BT .

B

DAIR 5 R A FH g 1 e R B ARG E AT /e I, ¥ i 2 7 o 2 48 E AT
Al F P #S R R BIAH LIRSS b R P i R NAR, Bk & IR FE RE U
7] % e B IR S o

PO VR R I RS H 51, AT LAAE IR S v K fete/sshisshd_config SCA4H i)
AllowTCPForwarding 111 & & No, FFH )5 sshd k55, KZEEH w13 K IR

5.3. TigerVNC

TigerVNC (Tiger Virtual Network Computing) & — /MR E RS,
A DL AR ) e v AL

TigerVNC KR53 m-25 7 3 S84 . S5 imdt = e Mt (vneserver) , &
Fui (vneviewer) 4% 3% i o
HEUH:

AH Bl LA R Tl BORE v 0 R 55 2 54 R G0, AR Tl LRSS /= IR 45 2 5 4F R 48 V10
) TigerVNC ff i systemd R G EH SR HET7E . KE S
letc/sysconfig/vncserver #f % ¥ % 1 fetc/systemd/system/vncserver@.service .

53.1. VNC %%

vneserver L. HHKJF3)—4 VNC (Virtual Network Computing) 1. &K
18 FH & S IE THZ 4T Xvne, FHAE VNC SIS 30— A& LS BLES . vneserver U
Y P — B WlEs L IATHUZ AT 2 M MOL 2, 2 51X 15 ] DL T S
(125 = g MAT AL B T 1]
5.3.1.1. %% VNC iR % i

B4 TigerVNC AR5 5, 15 LA root I AT L R4

#dnf install tigervnc-server

5.3.1.2. FLE VNC RS
VNC R4 i DA AL E T N — A AP (E XS H P IRk AT R
4t b)) JJa— N Eon, AU EENE RN E . Wb I, DAL ewE
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FAIEZ .
(1) AfeEH P & vneserver@.service A4 F| /etc/systemd/system H 3 (LA
smbuser H /7 F4H5)

#cp /usr/lib/systemd/system/vncserver(@.service

/etc/systemd/system/vncserver-smbuser(@.service

(2) 1B service SCAI <USER># # il S b fr FH
#vim /etc/systemd/system/vncserver-smbuser(@.service

#The vncserver service unit file

&

#Quick HowTo:

#1. Copy this file to /etc/systemd/system/vncserver@.service

#2. Replace <USER> with the actual user name and edit vncserver

#  parameters appropriately

#3. Run “systemctl daemon-reload’

#4. Run ‘systemctl enable vncserver@:<display>.service'

#

#DO NOT RUN THIS SERVICE if your local area network is

#untrusted! For a secure way of using VNC, you should

#limit connections to the local host and then tunnel from

#the machine you want to view VNC on (host A) to the machine

#whose VNC output you want to view (host B)

&

#[user@hostA ~]#ssh -v -C -L 590N:localhost:590M hostB

&

#this will open a connection on port 590N of your hostA to hostB's port 590M
#(in fact, it ssh-connects to hostB and then connects to localhost (on hostB).
#See the ssh man page for details on port forwarding)

#

#You can then point a VNC client on hostA at vncdisplay N of localhost and with
#the help of ssh, you end up seeing what hostB makes available on port 590M
#
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#Use "-nolisten tcp" to prevent X connections to your VNC server via TCP.
#

#Use "-localhost" to prevent remote VNC clients connecting except when
#doing so through a secure tunnel. See the "-via" option in the

# man vncviewer' manual page.

[Unit]
Description=Remote desktop service (VNC)
After=syslog.target network.target

[Service]

Type=forking
WorkingDirectory='home/smbuser
User=smbuser

Group=smbuser

PIDFile=/home/smbuser/.vnc/%H%i1.pid

ExecStartPre=/bin/sh -c '/usr/bin/vncserver -kill %i > /dev/null 2>&1 || '
ExecStart=/usr/bin/vncserver -autokill %i

ExecStop=/ust/bin/vncserver -kill %i

Restart=on-success

RestartSec=15

[Install]
WantedBy=multi-user.target
(3) 4T systemctl daemon-reload
5.3.1.3. JA3l VNC fiRk %5 i

LASEFEIFHILE BN VNC k55, AT E Bondi 5. 7£53.1.2
FCE VNC k55 im TGl < Ns—H A EE VNC SR i i & e
AR RAR (7 0, SO B %1 B85 systemd R RS 5 & . 8 — AN 200 B
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NG5 RIAT LA A&
#systemctl start vncserver-USER 1(@:display number.service

WA DIERSE R G A s Hah a3 . 25, 2B, vneserver L4
HzlE3) 7. Lhroot FH P HUATLL a4

#systemctl enable vncserver-USER 1(@:display number.service

IXEHiE, HABA O] LEAH—A> VNC BERT, LLLE SUIF B 7R g =5 Al
HAORIEFE R VNC kS50, B CAa 2l 7 — M EIRALET, #HaBrizsE
T — NS o 3X AN SEBRT B AR BLAS B IEAE o B SEBZ A HE F ) o

AR AT AR ) SR B VNC R 55 v

NTFHANCEE &M VNC k5 4w vneserver-USER 1@.service Al
vneserver-USER 2@.service, AT LLE FANEIR BoRdw's . #ltn, DL R arddes
f# USER_1 ) VNC 45 fE Bondns 3 LJR3l, 1 USER_2 1) VNC AR 55t
FER RS 5 LR B

#systemctl start vncserver-USER 1(@:3.service
#systemctl start vncserver-USER 2@:5.service

5.3.1.4. 1 VNC &1F
FAUTF S5 H vneserver FIFFHLE G5, W AT PAZEHIZ RS N E & 8-

#systemctl disable vncserver-USER 1(@:display number.service

B, HEH RGBT, 57T LLEL root FI P 14T PA T s 42k f5 15 VNC
R 55«

#systemctl stop vneserver-USER 1@:display number.service

532. HE—NCHFENEE

BINEOL S, — D EB kAP A — i X RS imfe i) £ E8RH T 0
. PRI AR TigerVNC R 45 3 B xOvneserver SR 3 2244 T 52 1 -

L. EE—A X EH

ZUHH xOvneserver SEZ—ANCVEFH P FIRTT, 1HTZ LT 2 IREAE:

1) Lhroot FHFAHATUL T An4:

#dnf install tigervnc-server
2) NHTBLE VNC #h:
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#vncpasswd
Password:

Verify:
3) VLCERH IS mIAT LR dr 4
#x0vncserver -PasswordFile=.vnc/passwd -AlwaysShared=1

45 B kB EA B E T RVFERE 5900 b1, R A A A BLAE L AT DLER R
BRgns 0 b, FEHECERH PR 1152 1.53.3.2 y VNC B & P K.

53.3. VNC &BE#

vneviewer #& — N R Z7R BIE P AT A2 6] voeserver HIFE 7 .

N T #AE voeviewer, M EVFZ A H PR, @ IXE% H AL
PATE VIR th A R G IR A E SRS 2 PR, A, ] PUiE
it 2 KA AE vneviewer. FEAF 24T H ¥ vneviewer -h B LI H vneviewer [1] 5
%o
5331 %% VNC BF &

Bz %E TigerVNC 1% F it vacviewer, 15 LA root F P AT BA R fin 4

#dnf install tigervnc

HERER] VNC RS 3

—HECEL 7 VNC MRjSun, &t a] DL VNC B & 4531 R 55 i
I
5.3.3.2. ¥ VNC Fit & B k5%

A0 AR DB &L, firewalld PR SxPHIEZERE . 4 T ik firewalld fo¥F VNC
B aidnd, &nT DU 1 TCP s Mo 248 F -via iL IR, HdE s
it SSH it 7 # g ml, 1 SSH K% £ firewalld BRI IR
- SE

VNC fif 55 i i1 BR A i 12 5900, 245 21170 A% 52 1A 4 U7 1] i iy 1145, AT DA
F BN OS5 0 R P AR B S . Blin, XFE S NEoRBE: 2 + 5900 =
5902.
5.3.3.3. {#i[] SSH #%E#:3] VNC IRk %bifi

VNC 2 MR B SCAR R ZE 0L, ARt A N, ) 22 AL R R 6]
AR o N TS 4, ST LU I s -via 30 TR 0 2% 4 1 IR 5% i - 5 P
e . XM TE VNC JIRSS i A% 7 vy 2 8] 61— > SSH P& iE .

=
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I VNC 55 3im-2 ) Bl RR R iy 4% 2Nl T

vncviewer -via user@host:display number
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ST 5 R 45 B4R REVI0 G H T
FAE RESR
6.1. Web R%2%

Web 4525 Re05 M P IR IE—FhIE T web MIMIZGARSS, @ LM IR E
s FH BT s R 2845 B o Tl AR AL, AL AT DA U 58 22 i) 5 Fh ks 1.
N web Il 252848 A2 8 SCARAE R (HTTP) , B AEFR web 45488 HTTP
k5545 o

6.1.1. Apache HTTP R4 3%

BRI LIBE 7 M 25 P BB A 2R 0 PR I Y web 45 %82 Apache HTTP i
%45 (httpd) , httpd WA N 2.4, 'E & H Apache B34 2 K B —Fh IR
web R 55 %%
6.1.1.1. HEEALH

httpd R 5542 il

BEET R IE T T SysV WIRALIIA, RGEH A RZAER apachectl Fl
systemctl A7 2 KB HHR S, A RMER service in 2 1. FHI%H T A& F httpd A
5 W1«

A
Al

service httpd graceful

WAL T

apachectl graceful

BEXT httpd HJ systemd BTG MTGRAL AT, A 00T Pros A R # A -
> CYHEFIMERS N, BRI A2 graceful HJH 730

> AfEIERSEE, BRI EE graceful 15 177 7

AN
iaey

service httpd configtest

P& T
apachectl configtest
FH /tmp
N T HEm ARG 7tk systemd HICAFIZAT httpd SFAPRERERS, BRI
/tmp e FAH KT, FRG K /tmp &5 HF .
Hic B AT =)
HET RS, AT ARE0E BB E AR I T Jete/httpd/conf.modules.d/
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H3X T 4 httpd $&fE ) — L8 m] In g f s S iy il B S AF Tk, 40 php.
/etc/httpd/conf/httpd.conf 3T fF H 1) F E AL E W Include ¥t 2 A K # &
Jetc/httpd/conf.modules.d/ H 3¢ N include SCAF 1. Xl B K% 1E httpd.conf [
RZHT, JeEALPE conf.modules.d T4 HSECE S fE/etc/httpd/conf.d H KT
1A, 752 IncludeOptional F87-5, 7£ httpd.conf SCAF I 5 INCAFE A,
B2, XS4 TE httpd.conf EAKZ JEHALFE

H httpd AL — S8 F e i B S

> /etc/httpd/conf.d/autoindex.conf --- L E mod autoindex H &% 5l

> /etc/httpd/conf.d/userdir.conf --- HL & A U5 I/l H 7~ B =%, #l 40 -
http://example.com/~username/ ; N | ZAEE W, MiZEEHXFERINYTH

> Jetc/httpd/conf.d/welcome.conf --- {EAd F F-HARRASES, 24 http://localhost/
BAHWNAEREOTS, Bk S E R T XA T

NN

BATEOLT, $2HEH httpd.conf U2/ NECE . VF2H IIMECE D, 4.
PLATERAEC & A Timeout B¢ KeepAlive #5ANF# AR E T M gmid 5 & gl
HART o B0 A B B TR 7~ IR il 2 60 v B AE MR A VEAR U0 .

AN WTEVEAR

IR EMBA ) httpd 2.2 FCEIER 2] httpd 2.4, WAAER KEATE A
K httpd MEEIEETEB SN B2 H KL K Apache XY, ESFH
http://httpd.apache.org/docs/2.4/upgrading.html .

A PR AR Y

FEARI] JEOIA v 2R 55 2545 E R i B A, AR 2 A PR RY (MPMD
et T AR httpd ZHEMISCME. 0 JE T RERE ALY AT DL A “prefork” AR
fust/sbin/httpd; 3T LR FEARE T AT DL “worker” 138 /ust/sbin/httpd. worker o

FEARIT L = R 55 ds e R irh, R 71 httpd. 3 > MPM fE
AR INERARHOIL S 4 R : worker, profork (default) Al event, 475 ZhN#E—A>
MPM #HE, B] DL i 25 45 /ete/httpd/conf.modules.d/00-mpm.conf Fit & (A4, 48
FHIR MPM ABEELET VR AT # 251, i mT DASEE MPM BEER RN 1

AR B

HH RS2 #9534 mod_Idap SEHUEIEL) LDAP S S iE A AL . HH#r 846
mod_session &AL mod session A1 helper. HiHTHI 7L mod proxy html $&f
i mod_proxy html 1l mod xml2enc. X L& AFELER AT DA AT IEAE HH 3R1S o

TR R Gl Rl
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ANH5 FH /var/cache/mod_proxy/ H %, HUMAKZ i) /& /var/cache/httpd/ H 3% T
] proxy Fl ssl F-Hx

httpd F A AT IR AL AT R N 28 & M /var/www IE#%5 2] | /ust/share/httpd/

> /ust/share/httpd/icons/ - & 7 —HH T HRXRII B EPr. FIARALE
/var/www/icons/ H 3%, IWAEIEFEE| [ /usr/share/httpd/icons HX . TEERINE T
~, http://localhost/icons/+&H % . 7E/etc/httpd/conf.d/autoindex.conf SCA4FH, 1]
DATC B B bR 1A B AT FH M

> /usr/share/httpd/manual/ --- /var/www/manual/ H % & & i # 2| T
/ust/share/httpd/manual/ H 5 . IX 4~ H R 72K H T httpd-manual K A4HEL I N 2 .
% 7 httpd ) HTML JRFMFo Wi 2eé 7ax ML, W http://localhost/manual
[REE R . 1E/etc/httpd/conf.d/manual.conf SCAFH, 7] PARC & T 047 B A m] H
P

> /usr/share/httpd/error/ --- /var/wwwlerror/ H X & & i # 2 1
fust/share/httpd/error/ H 5% . fEERAECE Y, CMFR 7 B X2 EES HTTP 44
5 BRI & . 7F /ust/share/doc/httpd-VERSION/httpd-multilang-errordoc.conf 3
b, SRAE TG E ST

Sy I, B iR $a ]

F T4 By il . FACH UG RS Hl L E 48 2 O R E TR MSE. £
AT E S E Order. Deny Al Allow $54 Mi&E H T-#1 1 Require 1875
H X Apache X B W ¥E £ W M K B , EH B F
http://httpd.apache.org/docs/2.4/howto/auth.html .

suexec

NTIREARGWZ M, OAHZE suexec b 7, B2 892 ST
ARG He I, RUPERINREE. 461X %%, suexec tHA AL
Ivar/log/httpd/suexec.log HEM 1o MK, HEREBHER T syslogs ERINTEOL
T, ¥ IS/ var/log/secure H ESCAEAF

gLz

BT httpd 2028 7R BEE O e X, R, 35T httpd 2.2 R ISR 3 5 AR LT
httpd 2.4 AN . XK, BT MR hitpd 2.4 BEHE OE X, X AR LERIEAY,
ML ZERE S, BJa, FEM. HK hipd2.4 APLAEEKEAE ESIR, 55
E

http://httpd.apache.org/docs/2.4/developer/new _api 2 4.html .

T MU R s B apxs AT $44T SCAF 48 M Just/sbin/apxs 1T # 2] T
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/usr/bin/apxs.
WO AL e
FEAR TR RS = R 55 St E R Girh, CA2BMIBRIY httpd BEERBIR AT
mod_auth mysql, mod auth pgsql
7f mod_authn_dbd "', httpd 2.4 $&4t T P EBHI SQL ik FE A ENLH -
mod_perl
7t httpd 2.4 H, AFIEASCEF mod perl T
mod _authz_ldap
7F httpd 2.4 {143 mod Idap ', F mod authz ldap $2{iL T %} LDAP f3¢
o
6.1.1.2. EHACE
AT R Apache HTTP Server version 2.2 Fit & SC4, 752252 CA TP IE:
1 HTHARRA TR 1, Rt 772\ B A R 2 5 IR .
X OAARE [ AARRBEE TR, EA A% LoadModule 4

R
2. TEREINECE = iy, FEIEHRIFCA]. Xl EWERES )
BRI AU s

3. W E A ] mod userdir #iBR, NIFE UserDir FE/nTA, 75 E424LH R
2K (N public_html) ;
4. INREALTH] Apache HTTP & R5a300ih, WAHXKEHZEERT R
(SSL) MM Z EEE LR, 1§52E6.1.1.8 J3 H mod_ssl &L,
AT EA R 4, t 2 e B OCFHmT e IR R
#apachectl configtest
Syntax OK
A RUHMTR: Apache HTTP RS #sIBC B I 2.2 WUATHHR 2.4 [RA, HSE
http://httpd.apache.org/docs/2.4/upgrading.html -
6.1.1.3. 117 httpd 55
AR MRS, (E1IEFIE S Apache HTTP, LA W{A#: 2% Apache HTTP
HI 24 FIRAS O 1 BEAEFH httpd R4S, BE5E H AR dir & B 5 £ 4 2248 1 httpd.
#dnf install httpd
HWH, FEHR B S RS SR E R G h, o8 L8 B ARME S AT G e A B AR
GRFSHIEZEE, WESHES.1 M systemd EH RS
JREN RS
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H root FI P AT UL N4, JA3) htpd k55

#systemctl start httpd.service
AT AT A&, 7T LMEARAE R G851 16, H3)JE3) httpd k55

#systemctl enable httpd.service

Created symlink from /etc/systemd/system/multi-user.target.wants/httpd.service to

/usr/lib/systemd/system/httpd.service.

L
R 2 4 e 55 4577 U5 3l Apache HTTP fiR%5 4%, WIRAERG B3N )E,
SPRR TR E ] SSL AN 1 A

15 1k iR %%
H root I P AT UL N4, 151k httpd k55

#systemctl stop httpd.service
PATLL A4, AT LU hitpd AR5 BEERAE RS0 H Ja 3h:

#systemctl disable httpd.service

Removed symlink /etc/systemd/system/multi-user.target.wants/httpd.service.

HE RS
AU 3 5%, PTLAEE hitpd k55
H root P HATLA F a4, e E R RS

#systemctl restart httpd.service

XH, EHREEIXANIZTER httpd RS, AEHERE. @, f£L
s R — S sha g (n: PHP) I, XA
1 root Fl AT LA R i 4, T LELFT N AKAC & -

#systemctl reload httpd.service
K2 FBUSATHE I httpd RSS2 EHOINEE HIRC B SCF. BT IEAE AL )
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(LT RAAG SR, 2P RS -t 2 B B PR s T R 788
9 T FLHT IR T SR BN S AT R, T RAR root P PTRAT DA

T

#rapachectl graceful
XH 2 RBOSATHE N hitpd Ij555FFINECE FIBCE SO, 4T IEAE AL
FEARTIE SR ARG 23 FH IH (R C B Ak 22 A B

FEARI S = PR 5 24 E R arh, AR UM TE KRGS EZE R, 1§
27551 fFH systemd HH ARG MRS .

LATIR &R N
fE shell $27/7F F, PATUL R4, ARG EIEATH 1) httpd A 55 PR

#systemctl is-active httpd.service

active
6.1.1.4. Jm’HMCE T

BRIMNEOLT, 4E30 httpd B, BEHGER 6-1 httpd R 55 FC & SO 41 Y
httpd ik 55 1C B SO

£ 6-1 httpd R 55Hc B 1

B & R
Jetc/httpd/conf/httpd.conf FERLE S
/etc/httpd/conf.d/ A9 FE 32 B SO R R B A
HIFTLE H 3%

BIR, BOARCEREE & T RGO, SR, S g EEE R

M BRI AR A B VER: N T EE BB AR, SE B SUR L AT
J& web %524 . A8 TR E S hitpd IRSHIHE 25, WHSE 6.1.1.3 1817 http
IR S5

ENE) &

ALV EA N a4, g e B aT e IR R
#apachectl configtest
Syntax OK
AR R ) 7 BTV R I B SR . BB AT RS
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6.1.1.5. fif HIREER
TENBBRAL S5/ IR, httpd iR 55 4% K AT I A KERIZh S L Z X R
(DSOs) , RYE T EEATAT LIAEZBAT i shaS I s 2. AE R I ML = 20
KA E RS, IR LA H A7 TE /ust/lib64/httpd/modules/ H 5% 1
pIlIERTEER
N T In#EE E ) DSO #idk, 7% H 3| LoadModule $87-, & : LIS
P IR AL AR B, T8, 1E/ete/httpd/conf.d/ H 3 F#A & H S ML E S
. AR
LoadModule ssl_module modules/mod_ssl.so
eRE, T EEJE web RS AR RINEAL . A RUAE S httpd IkR5HIEZ
B8, WHSE 6.1.1.3 1817 http MRS H 1
HRARSS .
LR
WURELE) ) DSO AL, N 75 B %248 htpd-devel AL, $hAT LA T A
#dnf install httpd-devel
XA A AL B M AT 75 1 include SCAF, header SCARFNZm AL K T
H Apache eXtenSion(apxs) M F 27
— H5HFED, T F DATR i & R A AR R T
#apxs -1 -a -c module name.c
PR T, BUAT LA N Apache HTTP 45 88 S e S H 5 ok in#k e .
6.1.1.6. WE ML T
A LMSE A Apache HTTP 555 0N B R EURFIE, SCILEE T AN 1P,
FLAL A 5 SR AR A [F] P 4545 BIR S5
N7 wEET ENL R FEN, W7 LLEE U usr/share/doc/httpd/httpd-
vhosts.conf FC & X 4 3 /etc/httpd/conf.d/ H & T, & #: “ @@Port@@ ” Fl
“@@ServerRoot@@ " AHH N A 55 i AT web AR H 3% #R¥E 75 2 5 € il ik i,
I S48 P s
L. I FE P E L

<VirtualHost *:80>

ServerAdmin webmaster@penguin.example.com
DocumentRoot "/www/docs/penguin.example.com"
ServerName penguin.example.com
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ServerAlias www.penguin.example.com
ErrorLog "/var/log/httpd/penguin.example.com-error log"

CustomLog "/var/log/httpd/penguin.example.com-access log" common

</VirtualHost>
VER ServerName W22 H R DNS 4. <VirtualHost>Z#% 1Al H & X AR

U, AIRAEEZ RS AR ZBAR R E . A48T 51 User M1 Group £
AR T, BUMAZ /2 SuexecUserGroup.
RVE:

U R ) RO, AL T o AN B, R R SRR R, 20K
1 Jetc/httpd/conf/httpd.conf H [ 4= i 5 75 Tl Listen.

N T BOEHIEE R BN, TR web RS2, A XUWMAES httpd
ZHIEZ G R, ESF 6.1.1.3 1817 http FIARSS H11
HF RS

6.1.1.7. %k SSL x5 #%

BRBERTE (SSL) & —Fhae IR 55 25 A1 % 7 i b A7 22 4 20 i i 2
. &5 224 (TLS) WM& SSL (I3 R RIS AS, BENS B B AL AN %L
P aVEF e . Apache HTTP 4528 A1 mod_ssl BRI &5 A, 1SR T
OpenSSL T. ELELAREH, AEMg 44X SSL/TLS 0 KF, i #R ey SSL RS 2% .
R RLRE 5 2 AR A5 A A R AW SRR T TLS SEILAT MozillaNSS. mod nss #&
B AL T % Mozilla NSS 37 HF

AME HTTP &+, AR Re 220 e AT DI E e . Frid HTTPS
SUEAE HTTP 380 7% SSL/TLS HISCHF, & Re PR 4% 4 N 25 A4 57 W AiZ 24
A5 FEAALE Apache HTTP RS FECE L, W5 AR f) — e ATy
%, F8 AT AR AL AN ZE B AR .

NEIRUE A 22 4

HHTEM T 240w ARG HAR A, 2555 1 W iz FAH A ()
BRI )R, SR, FEAFLERAE RIS R T, A 2 MBI
— N RERFERAH: R UILER), AJLAH. A HImAS I HdE R
REFH O B RAEF R AARRD s FHRAE 2R () 5504 R B8 X R A B SR ARG

N7 BT SSL SR 22 Al R, SSL AR 55 06 20U EAE H FHUE F AR LA (CAD
BA BT IR PP RS ERSHENSMENE (B REHEIFIA: AF
% HOE B, B AT CA FIREH . XA 44 1T DA O i 1IE
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TR R4 Tk, I HARE DMEfA 7 B e

0 AT web BN HT1 SSLIEHERT , 4G A web RS ERFEHE AR
N FAE A B TS CA MU S, B IE I ML FE _FoR I ML AT
B, web 4528 R4 IMIR, 8@ H 7 2R B A RS S .

ERAEIL T, K2 Hn e s 400 B A — ) Z A RS 4IEH. 1B
Rtntk, WEZERS AN, SR LEE N EER CAMER, XFE, HAHP
FAT VNI REIERE T, B, SUREIMERERRE R, X, JENREZ—
MIEF . BT H AT DLZBSIE AR, Ha2, MR8t #n] D EERE, K
I, SRR TR OIS CA. MRMEZEE, WHWSER 62 AENK
HIE ] A ) CAL

R 62 BFNRFBHEETHE CA

web A% B o'
Mozilla Firefox Mozilla root CA %1|5&
Opera Opera 7] F FIRRE S
Internet Explorer Microsoft Windows 7] A AR IIE 15
Chromium Chromium project A] A AR IE T3

TEFEST SSL IR S5 asiy, 7 ZAE M — METIERM—NEH, RiE, KEIER
TER, A H S AR A ST BRE BN . — B CA Bk 7 & RHIE 1 KA
SOE], e kIR AT AR S 28— A FH A AIE B . 535k, TR
B —NEZELMIER, EAMEA CA HFES, ik, X AUGEH T BA
BN HBIA
6.1.1.8. J5 H mod_ssl #itk

WIHRAEIET mod ssl AHR, 7 —A> SSL 5 HTTPS R4 #:M01E, WIARE
TSN B (Wl: mod nss) A AIAH A e 1. I [ 443 J2ERIA HTTPS
Uity 1 6

H T A H mod_ssl #EHRAT OpenSSL T HAL, #57—A SSL %4y, NWIFHE
‘%% mod_ssl A1 openssl H AL, HH root FH P HAT LA T fir & 5 AT DA 5E Al 42 2% «
#dnf install mod_ssl openssl
LEES, 265 mod ssl FIHC & SCF/ete/httpd/conf.d/ssl.conf, ERINEIL T, B
7t Apache HTTP JIR55 48 EFCE U . v 7 maiish, FEE S httpd k5,
WZE 6.1.1.3 1817 http KRS H ) “HEHFRS” -

B
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1E4n POODLE: SSLv3 vulnerability (CVE-2014-3566)F1 Fifiii& ), Kylin A

Het7 5 ssl, BN AT TLSvI.1 8¢ TLSv1.2. ] TLSv1.1 A LLSEHl ) )5 3k
. BARVFZ =M Z 3R SSLv2 8% SSLv3 Wil 1, FEERIABH T e,
H2, WAL RATE &9 e,

7E mod_ssl H 5 FHAIZEF SSL #1 TLS

N T JE FIAZE I FR e A 1 SSL AT TLS Hh, BERT DLZERC & e fbeh, @il
7« ##SSL Global Context” #5737 II/MIFR SSLProtocol &7k 4 a5 FH /4%
SSL, 4 A] ATERENVirtualHost” ] “#SSL Protocol support”HH B & 5 BRI\ TRk
S WA NP EVT 482 T, WSR2 RMsMEE. AT
SR — A CRA, B G BE AT U AE“ SSL Global Context™ #5715k 45 %
SSLProtocol, A PAFEREANIR I AL ENLA /0488 e, HEE W ESE all.

6.1.1.9. 8 FHAAAE )& SHAE 5
A CLAH O AR R E SSL k4548, MLHFAEHH. (H2, BF 2
FRIE TR AN ] LA
1. IEEMBE IP sk 4
UEP X 1 TP AU A A Rl Rk, REHdr — KA T4k, iF
Ft & Ak
2. IEFETE U VeriSign MUK T IE 5 R 45 88 4 1
VeriSign J& — N FHIE BAUEHI, © S E R AR, 1P Hihk A4
WURUEFS o — BEEOC T 3A= ih, uE Bt T8
Toie FIRWE R E Bk A, # s B E B A RIE T . A RHE ZMEE, H5H6.1.1.9
A BCHT B ANE TS
AR EAG H A MR SHANES,  Z 5 5 37 AH 5% ST £l fete/pki/tls/private/
A1 Jete/pki/tls/certs/ H 3 N o 1] AFHAT LA R i 2 528 -
#mv key _file.key /etc/pki/tls/private/hostname.key

#mv certificate.crt /etc/pki/tls/certs/hostname.crt

SRJ5, {E/etc/httpd/conf.d/ssl.conf fit & SCAEHR, SN R H47
SSLCertificateFile /etc/pki/tls/certs/hostname.crt

SSLCertificateKeyFile /etc/pki/tls/private/hostname.key
NTREFNEE D EAR, ESFE 6.1.1.3 1817 hitp KRS I E 5 RS .
Biltn: KA Kylin %24 web Ik & K IMES, 18 Ps:

#mv /etc/httpd/cont/httpsd.key /etc/pki/tls/private/kylinos.example.com.key
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#mv /etc/httpd/cont/httpsd.crt /etc/pki/tls/certs/kylinos.example.com.crt
6.1.1.10. A ST 3 S AIIE

N T ARG EPIAET, £ R G LA %% OpenSSL #AF . H root /7
AT LA A 2 AT LLSE il 22 ¢
#dnf install openssl
XA SR HE T —H A R E B SSL E-BAIE R T H & genkey N HFET,
B R B EATAE B

HEY

WA —ASEE B S Bebi A A RGEY, It R FEE — AN AENF 5.
XA, AT LA OR 2 S B A AR IE T SR 1, e vy e s A v T EE
NXOFH S RIEFET, FFEH root A HLL T 744 hostname.key A4 ik
+5:

#openssl req -x509 -new -set_serial number -key hostname.key -out hostname.crt

L SE

FERGET, WERA N RHE TG B P SUTAFAE R, ZZH root FH 7 AT
DL 4, WIRR It 25 B S
#rm /etc/pki/tls/private/hostname key

6.1.1.11. 5 HTTP A1 HTTPS At & By <k 1

NN P ﬁﬁ%%%ﬁ%%ﬁﬁ%%%%ﬁﬁ%HﬂPﬂHTWS%o
LRSI E N web IkR5# )5, FIH firewalld 55, P KEE, HinTLLE
F HTTP A1 HTTPS 1 .
i root AT A N A4, wI LS A HTTP:

#firewall-cmd --add-service http

SucCcCess
i root FH P HUAT LA T n4, #LLJS B HTTPS:

#firewall-cmd --add-service https

SUucCCeESS
FRERGHEPE, REBHANT . N IR BEBUKALER, HAHEE
PAT LR dr S8, Nt --permanent ZE 1.
& 7 HTTP A1 HTTPS f /% 2% 15 ] #F 7]
1 root H AT LA fir %, AT LUK 25380 7 K s 5o VE D7 i) f) 8 e g 1
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#firewall-cmd --list-all
X — MBI R T, BB KEEE A 7, (B2, HTTP Ml HTTPS &4t
VEIE L 7 K345 7 18] 1)

— H Vi@ By kT LAysin) HTTP A1 HTTPS 1, IPA3AT Eikdan4, #h
S services 1T L& H W FHIME R
services: dhcpvo6-client http https ssh

6.2. HXRFH

6.2.1. OpenLDAP

LDAP (& HZE Ui & —HIFihil, RV fEM 2% FaEF1E
fig 15 2 B 3T X500 H L hnt, H 2 56/ 1) 52 % RN R IR 3 4R 2, BT LA,
LDAP #FRAE X.500 Ak Al b =28 1 — AR AR AR

4 X.500 —#¥, LDAP R H H sk H 403 J= 77 2o 1X 28 H s AT DL 5 i E 2
W5, bk, FHIESE, FAELMEROLT % & B R S (NIS) AL, Hif
AT NAEATAT LS 38 LDAP SRV (1 9 28 &5 mf LA [l AA TR I 7

LDAP i FH TP EHH A AA, HP SmRIEs RS E. EHaelER
—/NREALERE B3, VR 5 I I FAR R P RS R Ak, BRTg] A
FENH A LDAP IR55 2%, MIfidth— MR 10 & BR1E B A6 . 20, B
B DL B T BN LA, B K2, BURRT T AR A A

6.2.1.1. LDAP /4

i F client-server /& & 45#), LDAP @17 — /Nl ik 25l 1 ) (1) 05 2 H
Ko R U B IOX A B S B IS S, RSS4s im eI ul H P 2 A 1B ek
PIRLRR, ARG WRA T RS INECE BT o 8 T # AR5 16 2 2242 1), Transport
Layer Security (TLS)% b5 B34k FH KBy 1h i ik kAL far sk Bt .

LDAP IR 5523 e 2 PR E R 48, B R AR AR R, HHE LKL
. POVEEA & T 1, e AN LDAP ka8 24T 8 KM AR A
RZ, JHAEBEME AR .
6.2.1.2. LDAP AKiE

N A AE A B rp i B LDAP-specific R

entry

LDAP HEM . —41F. A entry @it B 4> 54 Kk 2 L (DN)

attribute
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& B HIEA entry RBEHT 140, B0 —MNHRK RN —> LDAP I entry,
MHZAGUCHRIY attributes BLAFHIAE, ZENSESE. RUK, MAERRA—
entry, BN NGS5 EEHEFE HbE .

— attribute FJ L2 — M R—IE, BiE 2 —HLFRESIR. BRFELE
M AT R AR TR . DAEL attributes 42018 H objectClass K& X, IF
H.7£ /etc/openldap/slapd.d/cn=config/cn=schema/ H % T ] schema {4 HH 43k 2 .

% attribute [1175 B F1'E (R{E M PR N Relative Distinguished Name (RDN), AN[A]
T DN, RDN X F—> entry R Ut ZM—TE 1.

LDIF
LDAP ¥ s etk X (LDIE) , & LDAP entry FIZiSCARKI T R, W FAr

7N

[id] dn: distinguished_name
attribute type: attribute value...

attribute type: attribute_value...

id IR — N E R EC, FHKSR%E entry. —> entry AT DAL & 24
attribute_type Fl attribute_value 41, RAEAIFEAH RIS € L T . 1E entry
BE, B8 AT
6.2.1.3. OpenLDAP #5%

OpenLDAP $2 it 1R % 5 2L ek :

>

SCRF LDAPV3——1E LDAP WA 2 b, il b 28 st 2 ok
{RIE LDAP i 4. HeEdult, OFESCFF Simple Authentication and
Security Layer (SASL), Transport Layer Security (TLS)#! Secure Sockets
Layer (SSL) &M

LDAP i f§ IPC——{# [ inter-process communication (IPC), 5% | %4
P I BRI I R 2% AT RE I R R o

IPv6 I3 FF——OpenLDAP 37 IPv6 P& T ;

LDIFv1 f37#——OpenLDAP S £f LDIF it/ 1;

FHER C HH——YH1H C Bk R P fiEMfEH LDAP H
B ARP

IaE ST ) LDAP IR 55 ds—— 0086 7SR 1 HIUT R H] RS, LA,
B LRSS

% 105 W / #£274W



KYLIN
OB

BRI R IR S5 2R E R VI0 RGE B 5 Tl

6.2.1.4. OpenLDAP Ji55 2% 2%
7E Kylin £4; %% LDAP JR%5 %5 5 BU R
1) %% OpenLDAP A A, Z0.6.2.2 %% OpenLDAP A1
2) BLEZ0L6.2.3 L E OpenLDAP JIk 554 ;

N g

3) Jazhslapd k%, £ 016.2.5 i21T OpenLDAP Jif 45 ;

4) A4 H Idapadd ZIREA N entries 25 LDAP H 3%

5) f# ] LDAPsearch IReM{x slapd g 55 L& IE#ZRIRE B
6.2.2. %% OpenLDAP 14

OpenLDAP [ p& £ A1 T H iy DL B g fit

# 6-3 OpenLDAP B3%&

A, Ei:73%)
2/ 1817 OpenLDAP AR 55 28 A% 7 i I FH BT A 200
openldap
Y BRI 2
_ ZEAE TR LU AMELL LDAP ik 5545 1 fr 4712
openldap-clients .

openldap-servers

607 T 1217 LDAP IR %528 iR %5 DL R L B AR 7, A
&7 M) LDAP Daemon, slapd.

openldap-devel

kA

migrationtools

3L migrationtools SZF OpenLDAP H 7 K H P 41
m, ARGK .

sest, Ui

WA LDAP AR &% 2315 F -

R 6-4 FEHMIN LDAP ®FIR

=

ik

nss-pam-ldapd

ZAAE nsled, — N4 LDAP & FK , FOYFH P
T A

mod_ldap

%417 mod_authnz_ldap A1 mod LDAP e, H
mod_authnz_ldap #itkt& 4 Apache HTTP Server ) LDAP
ISUFAEL . 2 AE A X LDAP H S8 58E F 7 AET,

It HREfg st g = H 2 T H 2 44, 5841 DN, éﬂ?‘%/\,
—MEE attribute, B E— BRI IEF AT .
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mod_LDAP A & E R — /M, $R4t—AnlicE 3t
L NAF cache, N [t BEE A HTTP 15K, 32 #F SSL/TLS.
i F dnf 2235 DL £

dnf install package...

filln, 23 LDAP 554+
#dnf install openldap openldap-clients openldap-servers

EREB LA A S P AR, 44 root H AT 8% G T2 . WA
HIEH 2 23 amE R, 2% 424 3R,
6.2.2.1. OpenLDAP fi %5 2% Fi 7

HNTPATEFAES, X8 openldap-servers 11223 T DL N4HAF AT slapd A% -

#+ 6-5 OpenLDAP 55 im T EFE

e Ei:3u)

slapacl RVFER AT BRI .

slapadd FEVFIE NN entries A LDIF SCAE2] LDAP H 3%

slapauth ARVFER A AEFR 1D 713

slapcat ARVFEM LDAP H 59 UL LDIF #% R 1F entries.

slapdn AR DN Z13E.

FVFIEARYE AT N A B S F slapd H3x . A%

OpenLDAP HXZG|, REEMIE.

ARV AN — AN B %8S, 4 1dapmodify 4114,

& FHTE slapd Bc & U1

slapschema | FOVFRE @I AH A5 0k 22 5508 2 A2 5 45 & B
slaptest VR E LDAP AR5 25 E .

slapindex

slappasswd

6.2.2.2. OpenLDAP )% i i F
openldap-clients 2225 G005 LA A4, DhREEFEAE LDAP H MU, Bk
FIMER entries:

% 6-6 OpenLDAP & i T B A FE

e iR
ldapadd VL LADP H U8 entries, 7] L@ — A0 fFak#
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FEhRERIN, 1ZA 2 & ldapmodify —a ) —MEFE
RVFIEE—ANEEN attribute f1 LDAP H 3% entry 4T LE
e
ldapdelete RVFEMER—4 LDAP H % entry.
ldapexop VBT LDAP ¥ B 1k
ldapmodify | RVFEIEE LDAP H 3% entry, I SCAFBUAR RN o
ldapmodrdn | LVFEECZ 24 LDAP entry 1] RDN 1H.
ldappasswd | RVFIEIZCL LDAP H P %15,
ldapsearch ARVFEE T LDAP entry.
ldapurl FVFIREAE L) i LADP URLS.
ldapwhoami | FLFIEALE LDAP iR 55 78 L HAT I 2 HEERE
% 1 ldapsearch fi&-4b, Heam & @ UIUE SO 7 Nt Ar g e, mARE
Fefdi Ham 23 71208 7T BLE man a7 2 &5 SCHAS .
6.2.2.3. LDAP 7/ i bl /48
BIRAVFEZ LDAP &/ i n] LB AME Uk 55 45 0m B 3%, (2 SR LIRS =)
PS5 a1 E R A B S AR H A —Mr W LR REaE DL R S Uy 17 ik 55 3
HXMI M H, £3%5 Mozilla, Thunderbird , Evolution, B¢ Ekiga.

ldapcompare

6.2.3. HZE OpenLDAP fR% 2%
BN, OpenLDAP BC B SR 171E /etc/openldap H3x . FHIMIRASE T
i B — LSRR H .

% 6-7 OpenLDAP At B HFR 45 FR

R iR

fliF OpenLDAP [ bk £ 25 7 i . FH O TG 7 5

4, 4% ldapadd, ldapsearch, Evolution Z5%%
/etc/openldap/slapd.d/ | Slapd HEC & A

OpenLDAP A~ H{i H /etc/openldap/slapd.conf Bt & S 4, & A# H — /N & Fdi

[ {E/etc/openldap/slapd.d/ H & . RIS Z AT 23 4 H | slapd.conf S0, &

AT DU DA i A 34T 5 e

/etc/openldap/ldap.conf

#slaptest -f /etc/openldap/slapd.conf -F /etc/openldap/slap.d/

slapd fit. & f.4% LDIF entries, fE— 7020 HRAH LM, v DLEATHH M
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U TR
6.2.3.1. BH A RALE

LDAP Il 55 28 1) 4= JR e B SO IR 47 17E /etc/openldap/slapd.d/cn=config.1dif ({4
. HHU TR

olcAllows

olcAllows fir 21847 {545 & WEELRF Ik 2 AT DU FT R, A3 B R X

olcAllows: feature
A, SEE 6-8 I olcAllows iETH. BRIAIIEIE bind v2.
7 6-8 T HHK olcAllows & TH

IR it
Bind_v2 LDAP "] 452 [#) bind 1%k
Bind anon_cred 4 DN s 7 R I fige 42 52 [ 44 1) bind
Bind_anon_dn 2 DN A& JE T 552 fE 44 bind
Update_anon ez AT R
Proxy authz anon | #2524 A3

wltn: {HH olcAllows T84
olcAllows: bind_v2 update_anon

olcConnMaxPending

olcConnMaxPending & L& 45 € e % 2= 16 s KGR SR, ar W R
olcConnMaxPending: 100

olcConnMaxPendingAuth
olcConnMaxPendingAuth iy & &8 /& 3k 1S B2 08 s KGR SR, d

E=i

olcConnMaxPendingAuth : number

BRIME A 1000,

#ltn: {#H olcConnMaxPendingAuth 774
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olcConnMaxPendingAuth : 1000

olcDisallows
olcDisallows 12 VTR EMRLEH s AT . &R

olcDisallows: feature...

2RISR S %L 6-8 A I olcAllows BT, A BRINAN RIS H 1K)

R
£ 6-9 T H olcDisallows 3£

IR 3%
bind_anon | A VIR 44 bind 153K
bind_simple | AN SV H-H) bind KEA L]
tls 2 anon | AFVFHG IR 44 21 B STARTTLS fin 4
tls_authc M LI G A o STARTTLS iy 4

Bltn: {#H olcDisallows AT 4>

olcDisallows: bind_anon

olcldleTimeout
olcldleTimeout 74 VT LI —A idle ZEFZHIREE, A DAZERF AR
I‘Eﬂ o ﬁé\ﬁu T .

olcldleTimeout: number

ZIETEMERAAEH EERREN 0D

i tn: 14 olcldleTimeout iy 2
olcldleTimeout: 180

olcLogFile
olcLogFile fir & 47 & — MMk HEMEE, @dinh:

olcLogFile: file_name

% 110 | / #£274W



KYLIN
OB

BRI R IR S5 2R E R VI0 RGE B 5 Tl

LLZE

H A5 BRI A B R AR HE R A% X

fltn: f#H olcLogFile fiy &

olcLogFile: /var/log/slapd.log

olcReferral

olcReferral LI OB TR E — MRS 2810 URL RACFETE R, 4T
olcReferral: URL

FRINAE H]
#ltn: {#HH olcReferral fi7 %

olcReferral: Idap://root.openldap.org

olcWriteTimeout
olcWriteTimeout & 101 70 V-5 Fi8 8 76 9% P — AN AR 5E i I 5 18 SR EH2 e, 7]
FEROES R %0 R -

olcWriteTimeout

ERAATF R CGEIEZER 0)

Bln: fFH olcWriteTimeout #y 4>

olcWriteTimeout: 180

6.2.3.2. B HIEERE

ERIAN), OpenLDAP %5 #s1d H Berkeley DB(BDB)E 4 5 i B8 FE « 1254

Y5 JE Iic B A7 i 7 /etc/openldap/slapd.d/cn=config/olcDatabase= {1}bdb.1dif 3 {4, LA
N BB A

olcReadOnly
olcReadOnly i FoVFEEAE A R B UM P Kl e, AR

olcReadOnly: boolean

P Z % TRUE (RiEE#E) B{ FALSE (A[f&iiizl) , 2Rl N FALSE

#ltn: {#H olcReadOnly fiy4
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olcReadOnly: TRUE

olcRootDN
olcRootDN 1747 LA LDAP HiREBEH . M.

olcRootDN: distinguished_name

$#20% DN. BRIAMEA cn= Manager,dn=my-domain,dc=com.

. {#F olcRootDN #4>
olcRootDN: cn=root, dn=example, dn=com

olcRootPW
olcRootPW iy & R VFE N P B 28, T

olcRootPW: password

A ABRORCA INEE SO/ i, BB R Ia i, 7E shell Zum, AT
i & A S A
#slappaswd
New password:

Re-enter new password:
{SSHA}WczWsyPEnMchFf1GRTweqg2q7XJcvmSxD

4. fH olcRootPW fiy 4>
olcRootPW: {SSHA}WczWsyPEnMchFf1GRTweq2q7XJecvmSxD

olcSuffix
olcSuffix iy & LV e A E B as, HHWT:

olcSuffix: domain_name

£ FQDN, 2RiA/& dc=my-domain, dc=com.

Wtn: 8 olcSuffix 4>

olcSuffix: dc=example, dc=com
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6.2.3.3. UMY

H M OpenLDAP2.3 LA, /etc/openldap/slapd.d/ H L4 T 2 B 47 L7
/etc/openldap/schema/ H 3¢ F ) —4& LDAP & . OpenLDAP fii fiXstn] DIJ i
T, FFAAME attribute FERFN GAE B 280 3. RTIXANTTHEZ
I8 S, 7 LLZE http://www.openldap.org/doc/admin/schema.html.
6.2.3.4. @ ek

OpenLDAP % /7 it Fl AR 55 25 4t 4 Transport Layer Security (TLS)HEZZ K £R
WEZ2 4. TLS R4t 2885 2 2 g vl EImsR 20, FEAL T i = 2 ik
5 2 BAE R4t OpenLDAP i i Mozilla NSS fE TLS 1223528

i TLS #r24ni%EH:, B4 Mozilla NSS f# /] TLS/SSL, ##%
http://www.openldap.org/fag/data/cache/1514.html. [Kl i, 75 B2 7 i AR 55 2 i
HHATHRHCE . /0, 55248 i s 20 B CA UE PN E A B IR 55 28 E AR EH
257 v e 2 G BB S AT S AR ) CA IR S

BRI, RS ARbn e AR E — A CA R, &P i EIE R — N2 ek
55 A, DRI R A L B O B T 4 e P E AR CA.

i R

ZE 5 T 4E OpenLDAP 5545 8 F TLS, 72X slapd fir & 34T 42 )5
Bc'#, 7E/etc/openldap/slapd.d/cn=config.1dif Fit & 4 H & .

2 RS IO L1 P R P E B SC A4, 35 /2 /usr/local/etc/openldap/slapd.conf,
BRI slapd Ji5 v 20408 e ORAFIC &, PR AF H 5% /ust/local/etc/openldap/slapd.d/.

PAR i 20 TS SSL KUl 2 A %), BR 1 TLS fn&4h, W EAEMRS
w2y SSL FTH— AN 1, — AR it AE 636 %ii [« Zi4E/ete/sysconfig/slapd SCAF,
NI 1daps:// i 8, #85%E SLAPD_URLS 74 URLs.

olcTLSCACertificateFile

olcTLSCACertificateFile #7245 #€ | Privacy-Enhanced Mail (PEM)Zfil (1] 3C
, BERER CAUED. HWT

olcTLSCACertificateFile: path

path N CA EF SO, B3 0243 H Mozilla NSS #1F, A LUZIES
ZFR
olcTLSCACertificatePath
olcTLSCACertificatePath iy 441 & 7EAN [F] SO HR AL 2 B CA HEBAFUN B
Ko 1% HF A OpenSSLc_rehash HEATE B, A2 B [n) SE Rk 5 S0 R4 42,
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— WM S, #{4H olcTLSCACertificateFile /F A# 1.

Bt Mozilla NSS #18 F, olcTLSCACertificatePath 45 Mozilla NSS (¥ P&
R GRETBRTED o fEXFEN T, c rehash A7 Z 1,

T

olcTLSCACertificatePath: path

;A4 oleTLSCACertificatePath Mozilla NSS.
J# T MozillaNSS, olcTLSCACertificatePath 15 5€ H 8815, 1% H 3405 NSS
UE 5 AN 2 SCA

olcTLSCACertificatePath: sql:’home/nssdb/sharednssdb

certutil 4 F K45 NSS B e ORI CA WEH:

certutil -d sql:/home/nssdb/sharednssdb -A -n "CA_certificate" -t CT,, -a

-1 certificate.pem

PLERar & Eim 7 —4 CA iEfs, LI PEM-formatted % XfR17, #FN
certificate.pem. -d EIUHE & E0HE PE H 5%, % H S NSS Uk AEHE S0,
n BB EUEBAFR, -t CT, AR IERZ SRR, £ TLS % 5 i AR 55 25 i
BT -A WINCAERIER2IEBEIREY, -a RVHER ASCIL#% A E A
ik, -1 Rt certificate.pem i AALIBLT AT %

olcTLSCertificateFile
olcTLSCertificateFile 7y &5 L7 slapd Ik 55 % E T i) S

olcTLSCertificateFile: path

path N5 slapd MRS EHEFHISCAE, WERMEA Mozilla NSS, BUNIET 4
FRo
B0 @id Mozilla NSS 1# F olcTLSCertificateFile
48 FH Mozilla NSS FUE 5 B 2 A4 AT olc TLSCACertificatePath A 45
olcTLSCACertificatePath H K45 EUEHHI A PR, H 5, F1IH NSS £ds P2 S A mp
FRIAE S
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certutil -d sql:/home/nssdb/sharednssdb -L

HEHE—MET, BERZHALI#ES olcTLSCertificateFile

olcTLSCertificateFile slapd cert

olcTLSCertificateKeyFile

olcTLSCertificateKeyFile 72 F5 & XM, & CHEERH, RARNLEBAE
olcTLSCertificateFile fJiE 52 ULEC I o 4T A SCREINZ I FASH, PRI IZ A 4 40
WA R ORI

olcTLSCertificateKeyFile: path

M{EH PEM WESEY, path B 9REH SO R4 . 2418 F Mozilla NSS B,
path B N— N HERISAFR, % E olcTLSCertificateFile iy 448 /& IE 15 1
W (2% T A olcTLSCertificateKeyFile A1 Mozilla NSS)

Hltn: f#H olcTLSCertificateKeyFile A1 Mozilla NSS
A Mozilla NSS I, &g &8 € — M XHM AR, ZXHEE
olcTLSCertificateFile fi5 € FIUE Fi 1) key F)5% A5

olcTLSCertificateKeyFile: slapd cert key

modutil 4> RENS F e A2 3 A5 PRI B AE NSS Hiodis o S 65

modutil -dbdir sql:/home/nssdb/sharednssdb -changepw

ZPmicE

Bt B SC A4 Jetc/openldap/ldap.conf 7RG H & /A, WA B H P
~/.1dapre FL B AT E R E -

AR A B84 7T LLAEE — A SSL i%EH#:. 1 OpenLDAP fp 4 LL 4 Idapsearch,
ldaps://F4F tf D ATEAX Idap://o X Ly 218 F ik 55 45 i BR UL B SSL i 11 636

TLS_CACERT

TLS_CACERT fir %552 — A3, &% il BFra FE . ZIhRE
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ZE[E)F R 45 8% 19 olcTLSCACertificateFile iy 4. TLS CACERT [ i% fE 4
/etc/openldap/ldap.conf H TLS CACERTDIR % 5 i #% 5 i€

TLS CACERT path

path: CA iEH 3 fFig1%

TLS CACERTDIR

TLS_CACERTDIR iy &8 % fEAS [F] S04 A A8 2 5 CA UEFAETBUT B 3% . BR
olcTLSCACertificatePath 7 2 3{bl. 1% H F 42 HH OpenSSL ¢ rehash i#H7%& #,
3% Mozilla NSS #ifs ESCFBE AR, ERXMIELL T, ¢ rehash AT EM.

TLS CACERTDIR directory

directory: 7 CA IEHH H BT . 1 MozillaNSS I}, AiE 5o H# %L
P S A B8 AR

TLS CERT

TLS CERT 853X, B&F Uil 5. Zana R ATERH '~/ 1dapre SCAFH
Be48E . 1£ MozillaNSS ', Zar 445 & K2k 47, H TLS_CACERTDIR

A THE -

TLS CERT path

path: 2/ Uil B R AR, B & NSS ¥ PRk i 44 F5

TLS KEY

TLS_KEY #55E0 & R8I S04, FAEH 2 IERC A7 /E TLS_CERT 48 %€ FE T
ZIRERIAR S 28 olcTLSCertificateFile 2L, M B ST A SRR, BT PAiZ T
PR BN R, LI BEE P )~/ Idapre SCPFASE .

18 ] Mozilla NSS i, TLS KEY faE—/N M, SSAHARKSEM, HK
R4 TLS_CERT #8EMiET5. ThAEF olcTLSCertificateKeyFile 284LL, & m] LA{H
H modutil Ay & B2 o

TLS KEY ff U~

TLS KEY path

path: & P uniE SO AR, B 2 NSS B i A i 20 SO 4 K o
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6.2.35. WEHZH

e — A I EFE, A—/> LDAP JiIk%#% (provider) &—/Ei%
A HE AR S5 28 805 P 3 ( consumer ) . — ) provider #5473 H 5% 58 31 & consumers,
RSB B SR BES . consumer %4 2 I 95 &0, BRIH—A consumers 7]
PABE 45— provider. —™ consumers A AANE—A~ LDAP AR 55 #8ut, & A LA
UL R — AN b o £ OpenLDAP, 2 M A 151, % WA mirror AT sync.

RNT ARG TR & mE A, FEL provider M consumers [
/etc/openldap/slapd.d/i&# LA Hoip —Fpfsi =

olcMirrorMode

olcMirrorMode 1 Fi] mirror £ 13 45 =,

olcMirrorMode on

olcSyncrepl
olcSyncrepl ff ] sync #7155

olcSyncrepl on

6.2.3.6. MNEAEELAN 5 vty

& 0] DS FH h S it R 14 98 slapd AR55. 7ERCE slapd IR, 7] LA
{§ Fj--enable-modules % WK AC B AL AT DA ST FE AR . BB CRAFAE 1o 25 11
s

module name.la

JE i AF it AAE A R NG LDAP 153K o Ja i A 2 128 2 slapd B0 2Rk
FEMCCRE, ENTRE S HnE. X TE#E, N AmALE

back backend name.la

N T INEAEERAN f5 5,  7E/etc/openldap/slapd.d/iE £
olcModuleLoad
olcModuleLoad ¥5 7€ 2 25 N %% 1 A e
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olcModuleLoad: module

module: — NI EREEREE I, R BN

6.2.4. f£/ LDAP BFIH) SELinux &

SELinux #&—/ME linux A% A S — AN s O 4 di Ll . BRI,
SELinux <2021 1517 OpenLDAP Jik%5#8. N T SUVER A LDAP JiF,
SELinux ¥ allow ypbind @0 Z0 #% & R~ v 09 . & &N A 7 =
authlogin_nsswitch_use Idap &% FLVFH. LU TR 2BuE a4

#setsebool -P allow_ypbind=1

#setsebool -P authlogin_nsswitch use ldap=1

-P LR IR EAE RS JE — EARFFH R

6.2.5. IZ4T OpenLDAP %

ZEAHR TEFREN. Fik. BRI 4T LDAP IR S HIIRES
6.2.5.1. JAzhR%S

5 FH root KPR, JFE slapd AR%s, xSl

#systemctl start slapd.service

8 R root BLFR, BeEITHLR SN slapd A55, @i h:

#systemctl enable slapd.service

Created symlink /etc/systemd/system/openldap.service —
/usr/lib/systemd/system/slapd.service.

Created symlink /etc/systemd/system/multi-user.target.wants/slapd.service —

/usr/lib/systemd/system/slapd.service.

6.2.5.2. 1F1EARS
FEiERS, mA W R

#systemctl stop slapd.service
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WE VAR NS, 2T

#systemctl disable slapd.service
Removed /etc/systemd/system/multi-user.target.wants/slapd.service.

Removed /etc/systemd/system/openldap.service.

6.2.5.3. HEJGIR%
HARS, AR

#systemctl restart slapd.service

A e Ib RS, B EHERRS . FHZGSEINEREE.
6.2.5.4. REIEITIRE
K7 slapd fRSSIZATIRES, WA WF:

#systemctl is-active slapd.service

active

6.2.6. BCERGHFH OpenLDAP 1ENIIE

NTEE RS OpenLDAP 1’!5775[4\15 TR ITA W 2235 78 LDAP iR%%
A Pimhleas L O i, BARRIESHERT6.2.2 %% OpenLDAP 4 AFH1
6.2.3 i & OpenLDAP %5 %5 . E%Fﬁﬁ”ﬁi, BN IWT

#dnf install openldap openldap-clients nss-pam-ldapd

6.2.6.1. iTHIAMIGIF(S S 2 LDAP K=,
TH TR THZ shell M perl A, 7] UAH BT IH IR UEE S
LDAP #X. ZeHixsety, 4T

#dnf install migrationtools

7B 5E fE ., B OAR A L H 3 . /usr/share/migrationtools/ . 4w &
/usr/share/migrationtools/migrate_common.ph S, &2 LA 4T 2 F R ML 24 |1
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I,

#Default DNS domain
$DEFAULT MAIL DOMAIN = "example.com",;
#Default base

$DEFAULT BASE = "dc=example,dc=com";

B, [FHmTIE R &, 41, 1217 migrate_all_online.sh A, fif
FERNFISEHE, % B dc=example,dc=com

# DEFAULT BASE="dc=example,dc=com" \

/usr/share/migrationtools/migrate_all online.sh

U R A RBATIEM P i, Z7%5K 6-10 H K LDAP iE#%
A

 6-10 % F ¥ LDAP TR M4
EFERRE | LDAP BEEST 5 FH BRI RIAS
/etc flat files yes migrate all online.sh
/etc flat files no migrate all offline.sh
Netlnfo yes migrate all netinfo online.sh
Netlnfo no migrate all netinfo offline.sh
NIS (YP) yes migrate all nis online.sh
NIS (YP) no migrate all nis offline.sh

BEAMHIXEHA, % README #1 migration-tools.txt A, A7 H{E
/ust/share/doc/migrationtools-47/H 3% T »

6.3. XAFITEN RS 4%

XA ET B Samba FI 3 MBLE, —1 Server Message Block (SMB)
A1 common Internet file system (CIFS) WM FIFFIRSEIL, vsftpd, R 7AT BEE = 2 ik
Ko E RGN FTP S5as. Mok, N H T EAMLHATE RS % TR ERE
FTERHL.
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6.3.1. Samba

Samba R FEME linux FFE windows EFIH . ‘E52H T SMB 1 CIFS P,
T RFAF ) RS AL HE Microsoft Windows®,Linux,UNIX %5, 157 3T windows
ST FNFT ENFLIL =, Samba ) SMB 1 FI 2881 windows Il %5 %% 5 windows %
it —Ff o

samba % %%

#dnf install samba

6.3.1.1. Samba /%
Samba j& —MREZEWAL, ENTCEELERN Linux RESHEMEHE Active
Directory(AD)M i, & A DMEN—AMada il ds, a2 5 A o .
Samba REW A4
AR5 H AT Linux, Unix A1 windows 2% /7 Ui T EFHL;
NS R
Windows 384T 5 B8 iE 5 5K s
F&t Windows Internet Name Service (WINS) % FR R 55 il 10 7 & 5
Windows NT®-style Primary Domain Controller (PDC);
Backup Domain Controller (BDC) for a Samba-based PDC;
15k 44 MR 55 2% A
SN Windows NT/2000/2003/2008 PDC/Windows Server 2012
Samba A REMA 4
> 1EN BDC &4X windows PDC;
> NENIRAL RS A 2
6.3.1.2. Samba PR ARG RS
Samba &t =ANsFE P EERE 2 A (smbd, nmbd AT winbindd) « =AMR 4% (smb,
nmb A1 winbind) =13 SF P HERE R 3, AF B EAH GRS DhRE . X AR SS
YENATRIR init A . LURVEGE R — i R .
smbd
JIk 5% %% 3 smbd sy 47 R4S windows 75 lﬂﬁﬁﬁ?i1¢§¥$$ﬂ?TEﬂﬂ&%oj':v'ﬁl‘,
ERTTH P S MRIE, BESUE, BRI SMB Wil BRI, RS A
% SMB &% 14 TCP i 1 139 £ 445, smbd <74 3EF2 24 smb AR 552l .
nmbd
nmbd 573 #EFEXT T NetBIOS 4 #R k55 )15 3K (SMB/CIFS in Windows-based

systems ) i AT B AW B . IX 2 R 4B FE Windows 95/98/ME,Windows
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NT,Windows 2000, Windows XP,f1 LanManager % )it ERIAIR S5 8% W55 NMB 1%
g 12 UDP %t 11 137,

winbindd

winbind R 55 T H P A4S B NIZ 1T 7E Windows NT,2000,2003, Windows
Server 2008,0or Windows Server 2012 g 55-#% - BUH2UC A . X A§15 windows F /7
FMAAE BB H UNIX F & A . X2&# Microsoft RPC calls, Pluggable
Authentication Modules (PAM)#! the Name Service Switch (NSS)FTSEH. iX L
Windows NT 351 Active Directory F /7 # 24t UNIX H P 24T #:4F  BLAA 1 Samba
AT THHEE, {272 winbind %52 H1 smb 43 AT $E I o

B Samba HE

AT LU A Nautilus 5iay 217287 H ) Samba $£52.

HHL=
HWHE, TFTFEXS Samba FLEHATHRERE, FEMEH root HP &%, M2
R

mount -t cifs //servername/sharename /mnt/point/ -o

username=username,password=password

1% 2% sharename % 2 A Hi/mnt/point/ H 5%

6.3.1.3. FiL# Samba % %%

BRI AT & S fete/samba/smb.conf FLVFFH 2 U5 A 'E AT home HRAEN
samba Ft 2, B ] DAL A IC B 4 B FTEDHLAE N samba JEZFTEIHL. &0 BALE
ARG HIN—AHTERFLIE Hodid windows HLE$FT EN 4R P4

YA
BCE Samba f# FHEJEH: I, 1] LAZ7% http://www.samba.org/samba/GUI/,
AT E

Samba 1§ ff/etc/samba/smb.conf 1F NEC & A« BECX AN E G, FE
i Samba A BEWE AN

#systemctl restart smb.service
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8 € windows /EZLAN Samba AR 55 %5 456 IR, Yw%H/etc/samba/smb.conf
A .
workgroup = WORKGROUPNAME
server string = BRIEF COMMENT ABOUT SERVER

1E linux &4 014 Samba 3L H5%, 7E/etc/samba/smb.conf A4 A s 0 LA

ENZEET
Hltn: Samba ARS% 8% B &

[sharename]

comment = Insert a comment here
path = /nome/share/

valid users = tfox carole

writable = yes

create mask = 0765

2T oW 7 tfox M1 carole i@ id Samba % Fim Xf Samba iR 55 #%
/home/share/ H 363t 17152 5 #AF

iR %

I e v A A 1, BRI b 2 B 22 4 o B — M A s %
A, muT:

smbpasswd -a username

6.3.1.4. Jo B¢ Samba
Ja s 2T

#systemctl start smb.service

KA WT

#systemctl stop smb.service

Y=
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#systemctl restart smb.service

condrestart (FFEZM NEF) £ 40T EEBITHIEN FA42)53) smb. iX
AN IETUN AR AR T E P, A5t G AT e, BASH S5,

#systemctl try-restart smb.service

HHT 3\ Jetc/samba/smb.conf it & S AF, AN TR EHATRS I ES, iU

#systemctl reload smb.service

JHLE RS, T

#systemctl enable smb.service

6.3.1.5. Samba % 4=#55{

Samba A W Fh %2 445 ., share-level 1 user-level. share-level &M FHH T,
User-level 7] LU =MAN A S22, X 2607 SUAPRAE 22 A =

User-Level %4

User-level security /& Samba ERINHEFEECE . BI{E security = user WA TE
/etc/samba/smb.conf FLE A FIH, EREESYPATH . MRS LI T i
I P A RS, % P (R FE L I s Be 8 A 75 2298 e %19 . Samba tHRE
RS BIE T P A AVE RS TG SR 2 P il S F — > $M) UID 4ERF O
UERPIRAS o

Jetc/samba/smb.conf 3CA4H, security = user B¢ & user-level security.

[GLOBAL]

security = user

Samba Guest F1: %
e g 20id, share-level security 13 L2 83T . B AL E Samba guest
=, A security = share 3. S LT L%,
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SE4l: BCE Samba Guest 3£E
1) GRS SO, i /ete/samba/smbusers, S ITLL AT

nobody = guest

2) f&f/etc/samba/smb.conf, A EAFH valid users

[GLOBAL]

security = user
map to guest = Bad User

username map = /etc/samba/smbusers

3) f&f/etc/samba/smb.conf, AEAffH valid users

[SHARE]

guest ok = yes

NP2 4H LS user-level security SEFL 7 3.

Domain Security Mode (User-Level Security)
FEXFTEUT, Samba RS #AH —MLEEIK S (domain security 5 F K
5, PTERUE RIS R A T EE i s A5 . Samba IR S5 A EAE NI, THE
Bic B /etc/samba/smb.conf.

[GLOBAL]

security = domain
workgroup = MARKETING

Active Directory Security Mode (User-Level Security)
% 125 W / 2T4W



FoEN BRI R IR S5 2R E R VI0 RGE B 5 Tl

RWEH— Active Directory 3355, IMAIBAEN—ASAHIRL 0L 2 AT RE
R 22 4= S & PR 14 ] NT-compatible 3G UEHMY, Samba Ak 2528 7T LLIE it 45
Kerberos Il A\ ADS. Samba 7E Active Directory member #%5{  7] LAz 52 Kerberos
tickets.

&4t /etc/samba/smb.conf

[GLOBAL]

security = ADS
realm = EXAMPLE.COM

password server = kerberos.example.com

Share-Level %4

FEZALAS, RSS2 2 P AR AR — AN A WA P 2 R . IR 55 4%
W — A DL A L=, AMRBH P 4. 2 M&E M, Microsoft
Windows % Ui 3 4% share-level security fR 55 %5 . 10 L4 #E Samba 7¢I
B I security = share W Z0# T+ 2% il user-level security . U1HRAE{EH, 155 User-
Level Z4H )1 BELE Samba Guest FL5E,

6.3.1.6. Samba %% '

W 2% ) W i 43 Windows 1 Samba iR 45 #% H 8L /£ Windows Network
Neighborhood #', 7t Network Neighborhood H [fi, k45256 H B bR, 7K
Br, RS54 AT FH B SL AT ERAL AT LA 5

0 28 331 U5 75 B NetBIOS Ji TCP/IP. NetBIOS-based %44 f# il UDP & i%{H

SER RS R B . ¥H NetBIOS 1 WINS 1E4 TCP/IP F LA FR M oI5 S5
21—‘13"377‘/2, HERIBIINERS A (Jetc/hosts) B DNS A& D 0B F )

AN = 0 5 R 5% AT AT DX ) A i T 0] Al 55 e SO BE AL N BT AT )

W HIZR, R AE LA X ) m DURH B30 5

o)

ERNH, —A Windows IR 55 &% PDC 1E Jy— Ak, 2 1380 32 30 W IR 55 4%
Samba JIR 55 &8 A BAZAAE A — A TR RS A5 -

EVFZ M, AEE Windows IkR%5#: PDC, [Klith, Samba g 5545 AT LA
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AN HL S IR S5 2 . TEE ete/samba/smb.conf SCAAE R —AN A< 32 ) ”*EE&1
& (BAMER , BEIEMARERD (Z1.6.3.1.3 ELE Samba 5545

WINS (Windows Internet Name Server)

Samba 1 Windows NT file 55 AT LA AE 9 — 41> WINS Jlnd5 #4524 WINS k55
#3F1 NetBIOS — i ffi i, UDP & BB 4 5% & 7E WX 45 v Fo VR B 44 Pk 4t
A WINS 45280, UDP ££43% R BETE 450 T WAL A Be e g k 2 H e T,
AR BUTEE WINS &0 D6, ANZEAHH Samba 1E N WINS k%5 %
[A°4 Samba ANSCHF WINS 1477

7E—/> NT/2000/2003/2008 I} %5 %3 F1 Samba Y& 355, $E#2 18 F Microsoft
WINS. fE—HH Samba #HEirh, #HEE A Samba /£ WINS.

MR —ME A Samba 1F 8 WINS JIR 2548 14511

it BB WINS R4 2

[global]

wins support = yes

6.3.1.7. Samba Distribution Programs

net fig 4 :

net <protocol> <function> <misc_options> <target options>

net 17 2 1 FHAIYE Windows 1 MS-DOS R&H KL, H— NS FeEm
A EIHM . protocol LTI A] LLSE ads, rap B rpc. Active Directory f#H ads,
Win9x/NT3 1 [ rap, Windows NT4/2000/2003/2008 1 rpc. {11 protocol %5
BARE, net 2x AN IATAE E

T SRR T ENL4A Y wakko B R HFEE

#net -l share -S wakko

Password:

BT 578 T wakko FALAT H H Samba FH F7 %13 .

#net -l user -S wakko
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root password:

nmblookup 7% :

nmblookup <options> <netbios name>

nmblookup FJ LU R NetBIOS 4 PRy IP itk 1ZI0H £ TR b2 1%
AW E A B LR N
NI T /2 2R NetBIOS 44K trek [f) TP Hihik-:

#nmblookup trek
querying trek on 10.1.59.255
10.1.56.45 trek<00>

pdbedit iy 4:

pdbedit <options>

pdbedit 11 H &3 SAM £ EA7 A& 1 7 BT A 15 v L35 2 RF smbpasswd,
LDAP Al tdb ## J .
NP, IBRANS P

#pdbedit -a kristin

new password:

retype new password:

#pdbedit -x joe

#pdbedit -L

andriush:505: lisa:504: kristin:506:

rpcclient 74

rpcclient <server> <options>

rpcclient T H n) @ FE Ay 218 Microsoft RPCs, XA EZ5H11E Microsoft
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RPCs & =M PR

smbcacls 72 :

smbcacls <//server/share> <filename> <options>

smbcacls T H /&% Windows ACLs 441 Samba 3L 2= 1) H & B{E =& Windows
5575 -

smbclient f74:

smbclient <//server/share> <password> <options>

smbclient & UNIX RS0l H % v, THREF fip 4L,

smbcontrol % :

smbcontrol -1 <options>

smbcontrol <options> <destination> <messagetype> <parameters>

smbcontrol Wi H & &% H|WH EKiZ1T smbd, nmbd B winbindd 57§ FE .
smbcontrol —i X2 A.RIE1T, BEBIHIMTAITEE @A

smbpasswd 742 :

smbpasswd <options> <username> <password>

smbpasswd I H & BN %05 . 1200 H Gei8 8 290 FAZ XA I H P D
A 2 E S Samba .

smbspool 2
smbspool <job> <user> <title> <copies> <options> <filename>

smbspool Tl H /& Samba —~ CUPS A MFTEIHE . EIRMRE N CUPS
FTEIHL, smbspool AJ LLFIFE CUPS 4T EPHL—&fEH .

smbstatus fiy 2

smbstatus <options>

smbstatus Il H Z 7~ 2 H Samba EHARES
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smbtar iy 2 :

smbtar <options>

smbtar P17 T Windows SE225C P H S0 03 ML . BROAH tar
AR, PiE R A

testparm 12 :

testparm <options> <filename> <hostname I[P _address>

testparm F£/7 5 £ /etc/samba/smb.conf SCAFRITETL, BRUEER) smb.conf 171
TEERNALE  (Jetc/samba/smb.conf) , NIATEEIEE. o EH LM 1P ks
testparm F£ /715 2 hosts.allow 1 host.deny A4 B C B IE6f . testparm #2571 LA
7R smb.conf SCAFAIIRSS S8 UNAEM RS o AEPIRRI IR AT LLES 3-8 K 1) &
AR HMER. fla:

#testparm

Load smb config files from /etc/samba/smb.conf
Processing section "[homes]"

Processing section "[printers]"

Processing section "[tmp]"

Processing section "[htmlI]"

Loaded services file OK.

Server role: ROLE_STANDALONE

Press enter to see a dump of your service definitions
<enter>

#Global parameters

[global]

workgroup = MYGROUP

server string = Samba Server

security = SHARE

log file = /var/log/samba/%m.log

max log size =50

socket options = TCP_NODELAY SO_RCVBUF=8192
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SO_SNDBUF=8192
dns proxy = no
[homes]
comment = Home Directories
read only = no
browseable = no
[printers]
comment = All Printers
path = /var/spool/samba
printable = yes
browseable = no
[tmp]
comment = Wakko tmp
path = /tmp
guest only = yes
[html]
comment = Wakko www
path = /var/www/html
force user = andriusb
force group = users
read only = no

guest only = yes

wbinfo 4 :

wbinfo <options>

wbinfo £ £ 78 winbindd sFH 3R E B . winbindd FERE LA IZATHT .

6.3.1.8. HAh Bk
GHEHY
/usr/share/doc/samba-<version-number>/

] LAEEFE man Tt
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smb.conf(5)

samba(7)

smbd(8)

nmbd(8)

winbindd(8)

A FH

» http://www.samba.org/

vV V V V V

»  https://wiki.samba.org/index.php/User Documentation
» http://samba.org/samba/archives.html

6.3.2. FTP

ZEATE S E FTP W LU vsftpd (Linux 524t FTP ARZ52%)

FTP 8 F & 7 - Ml 25 i AL A4 A5 ke A i ST A, (6 TCP 28 0. IR R FTP
e MNREPIL, AASSZ TN P AT IR . ST IXANE R, FTP &
PN AR PR BRARRFIRIG 0L N A BUE A . oA FTP fEM 4%
EFHWATH, CEEWHRSZXF. Bk, ERN—AEFHEG, FEAEE M
REREE o

XAFERIA T EABE vsftpd RKE 2@ TLS ME 4@
SELinux Sk hns& FTP By e, FTP [1)— NS4 B i 72 sftp, /& OpenSSH
A T H R AL EAE SR E 22 OpenSSH FiC & LA & SSH H13, 152 #5.20penSSH.

AFETHED, FTP FEZ A0 A G IEH TAE. 2 FTP 27 @i —
B FTP RS a8um iR, © 3T om0 21 7RSS 28 i ——F il 0 o XA o
I F R A i 2 R IR 55 35 o BT MR S5 348 i 3815 7 iy ) 0098 17 SR 72 R % 1T ) 4k
vty AR 0 o B e He o 1, DA RSB E42 MW) aa A A T 25 7 o 1 SR a7 =X
active ¥ passive 1z,

active mode

Active mode J& FTP WS dm At b WU 21 0 i S AR F A K . 24— active-
mode BB FTP 2 1 Im#1aa 4k, RSG5 & im s dT T —4> 20 I 25 1P Hiuhk,
A —AFEHLEAFAR 3 O CRT 1024) o IXFERT 22 HER RS 25 7 AL 3 06 A4 70
VR ZATATET 1024 10w FESR . BEE A2 2SR, P KRR
7 o AL BLAE A 3 Y o TR DX 5 7 i 7 K B8 1 8 AN T SR AR A R
$%, PP passive mode #7 ¥ 11H K.

passive mode
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1% active mode —#£, Passive mode /&4 FTP & um A4 o 29 MR 55 4%
SRR, FTP % 73t % B T A8 /E Passive mode N7 I %ds, M4 2876 MR 554% 1
SRR A TP HUBEA—ABENL R 5 T CR T 1024) 85 % 7 i i 42 2]
& A ER S % B R8O RME E.
IR Passive mode Ffi SR PR 2 7 3 B77 K8 T HEBICHR T 42 1n) A, AT DAfSE A
T 55 245 i 977 K 3t o 8T DAAE — AN AR 55 b ad ik PR ) 0 0 L DG AR AL ) g 1 4E FTP
k5535 bl I A . X R4 T IR S5 4 T LS9 I R e A
6.3.2.1. vsftpd IR 55 %%
vsftpd &t AR FRE ML 4. vsfipd A2 HRIBUBE = IR 55 284 E R g )
FTP k5535 2B HREE Ab B K & () RO 22 4 1k
vsftpd Fr i H 22 B RH = A F 271 :
> 9K IR AU AR RSy B8 1 R — 37 1 gk A% Ak BEAN [R] (94 5%, B — A
HERRIEAT BAE 55 R 75 /MR 5

> T BT IR A58 AT LA FH e AR 1#E 4T Ab 3 ——F F libeap PEFREZE
PERRHE, 752 root FRAURL PR AT 55 AT LAAR INFRE LB aE R AT 5

> RZENFRSAITLE chroot F——REA[RE, MR LLMCEREFHATIN 2
PR SR BN YT H 3. XA B AR chroot H3 . 1l
n, B an/va/ftp/ H R ILZ H S, vsftpd 18 5E /va/ftp/ NHT I root H 3%, 1E
Nl X BRI

i 1% e 22 i it 200 vsftpd W] AR BRAE SR = A 52 me, W

> RBERRIBAT I 7 e D IR A —— S BERE RE S BN A B TS d /NP S 2
W RS B /M o IR AL B B B 5 2 P i A2 BAR AT REAE H G IR 1847
BT 1) 75 AR A A — AN/ DB A AR AL B —5f 1% Apache HTTP Server
—Ff, vsftpd 73 K ICHARLEF BERER AL FAE NSz . X SUVPRPR SRR R
A RE /N AR
> A MNAERER - BERE R 18 SR A 2 Bl SRR M 5
FEI socket, AR H 73R HE RSB A

> KA FTP % i 28 B X3 AF /2 7E chroot M5 F——P 1R 2 E
FEALH, EMRAEAELZEEZTAEARIR, RAavryid# Gees iy 3t
EHX.

Ja Bl A 1E vsftpd

A root P &%

JR B2

A1 HERLIET R
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#systemctl start vsftpd.service

1k 4

J%
i

#systemctl stop vsftpd.service

5 A

i

#systemctl restart vsftpd.service

FHRMER, HEOLAEBITINE, 4R IIT:

#systemctl try-restart vsftpd.service

wEITHILE R 3h:

#systemctl enable vsftpd.service
Created symlink /etc/systemd/system/multi-

user.target.wants/vsftpd.service — /usr/lib/systemd/system/vsftpd.service.

T vsftpd % #5#% I

HIHE, — & THENLSY FHRIE N Z 2% FTP 38, XM ERI {2 1 & . vsftpd
()22 V)& I L s AT 2R #E DL, & — AR B SRS i il & S

B, GRTA RN RS o BLE IP.

PR, FTP BY351) DNS iR 5585 D Zi06S B IE i AL 2% o

2 vsftpd WA ANE] TP FRTEKRI, BFERE ) 2 8585 DU AT H . N T 70K
vsftpd HEFE I 2 B 5L, — ANRFIRIIARSS systemd service unit (vsftpd@.service) /&
# vsftpd ELER LAY .

N TAERERS, — AN vsftpd BCE SRS FTP IS 4% 5242 75
B, PRAFAE fete/vsfipd/ H 5 o X 280 B ST 06 20U A M7 B 44 Bk (I
Jetc/vsftpd/vsftpd-site-2.conf) , FFHIHH root B SR

—MECES, ZEAWTSEAE NN Py %

listen_address=N.N.N.N
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N.N.N.N 4 FTP i g 1) 1P bk o ABtn 4 F 1) 72 TPv6, MU A listen_address6.
B & S A A7 Jete/vsftpd/ H 3¢, M) vsfipd B#EFE, RAIPAEHPAT

A 80

#systemctl start vsftpd@configuration-file-name.service

ELL ERar 4, 120 configuration-file-name Jy 75 2 (AL B A4 K. 5140
vsftpd-site-2, ¥ conf J54e A fs ANk .
WA —IRYE G B 2 A vsfipd #FE, GAUIT:

#systemctl start vsftpd.target

#systemctl enable vsftpd.target

Created symlink /etc/systemd/system/multi-
user.target.wants/vsftpd.target — /usr/lib/systemd/system/vsftpd.target.

fdiH TLS N vsftpd 342

T XL FTP [A A2 4t (R WSS o vstipd #EA2 AT LS TLS
KA EF UL HIATINE . FTP & 7 i 20 SC FF TLS.

TERC B SO vsftpd.conf # & ssl_enable A YES T H TLS B s

fidn. BE vsftpd {1 TLS

&4 vsftpd.conf it & SCA4F;

ssl_enable=YES
ssl_tlsvl=YES
ssl_sslv2=NO
ssl_sslv3=NO

)3 vsftpd service 43

#systemctl restart vsftpd.service

Al LAY A vsftpd.conf(5)H) man F T il 5 2 AH (5 B
vsftpd ) SELinux &
SELinux $RMSE  vsftpd 5P EFE(LA S HoAth fipd ViAE), & X T —/ il Ui
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], T RVE FTP SP R vy MR e SCHFE B 3%, 5 B0 TR s flu A 15 4 1)
PR

itn, N7 BEUSE 4 L0 E, public content t FRES DAL 4 Br 48 FL B LA
M H. &AILME A cheon %o

#chcon -R -t public_content_t /path/to/directory

/path/to/directory & REAE N BOARAF () H g Ae, WA 7 — A BAR SO fF
1 H %, 204 it — AN A Y bR 25 public_content rw t. B itk 2 A,
allow ftpd anon_ write JETUNAIB E N 1, 1§ setsebool i 2K HE -

#setsebool -P allow_ftpd_anon_write=1

RUIE AL AR 7 385t FTP 1519 home H 3%, 7 AR BB =5 2 e 25 28 #/E
RGP XN ERE R E, ftp home dir IETUNAIRE N 1. ﬁ@lﬂ vsftpd FCVF LA
MR N IE 4T, ERFEE S ARSHFHFRIERGEPRIANIZRE M EE,
ftpd is daemon WK E A 1.

6.3.3. ITEHIRE

FTEN T B T E A RATEINLRIEC &, Z4E40 4T EOALEC & SO PR, 4T ENHER H S BA K
FTEN L JEAAT EPALE B

% T BARFE T8 Unix BRI RZE(CUPS). WHRVRTH ) £ 4852 26 i AR T

RELRE = 2R 55 R A R GURAS, 2 CUPS, {ETHd Rkt & DRAFT ENHLAE
5

Lo

JaSHFTERHLEC & T A
MAr AT JE BT ENHLEC B T H, i system-config-printer, FJEIALECE T H
JE). B R FFIE->EE | AR ->4T EPpL, FTEPHLACE T A5 3han T K.
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FTEPiRE -- localhost n
fR52E(s) FTEML(P) ZEEH(V) FEI(H)

+ &m -~ |

AR BEETEH.
pdlll

E1%1Z localhost

B 6-1 ITEIRE

6.4. fHH chrony E4HCE NTP

FEAT AT, CREFFSHAIIS A2 3R 5 EER, XAMRZIER. Flu, fERs
by AL RO H RE S TR SRS TR OIS TRTER R . 7E linux R, NTP Pl sF4iE
IS ATAE P 28 (B S

FH P 25 () () 57 47 R SIS AT A8 AR B 1A 1) R Gi i B o RGN Bh REAE (T H 2
ol S e S YR PR AR IS () AE A . I8 8 Time Stamp Counter (TSC). TSC & —4>
CPU & 748 F R TR A %L, IR P a0 P a b .

B SFHEFERIESRE, ntpd A1 chrony, K H ntpd #l chrony . A5 iR
A chrony B4 )48 52 A Fr K B8 37 R Gei o R G0, AN RF S B G K A 2844

6.4.1. chrony B4
Chrony ZIZ1T{E P 2 B P 3 R AT, R WIREE KM,
SAC AR Z I (@ ntpd KX R Geh ]
6.4.1.1. ntpd 1 chronyd )% 5
e F B 22 2 T H AL B 5% . chronyd B89 LE ntpd {5 58
it
> UAMERIEEAERT ) KBRS [A] B U7 MBS chronyd BE6% TAERIIRLF. ntpd 752
AT RFSE A A HE A R TAEMIUT
> chronyd fE W5 7E 25 11 3 1 B i A 45
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chronyd 38 & 7] DA [R] 25 i 4 B8 B RN B8 4 PR B R RS

chronyd A& % 75 I b f) 38 3 98 SR 28 A I 3 33 7, 497 2, ]l St A 3R 9 2% B T
FE AR AL, T ntpd ] e 75 EEAR KN [A] A BE P O0E B R K

BN E T, £ RS )5 sh)EH A B2 [F2P chronyd WA ERE], KT A
FIELHARIZATFE T - ntpd 1 A] LLRC & AN [F I 1], (B D6 25048 T AN [B] ) 7
T EE N i 3K 2 — BB A

1E linux #:4E 548 I, chronyd B&87E— MR K 170 [ BE I (R 2R . 3X A ir
BAE— MR B R E VLA B TEAE . B, fE— BRI L.
chronyd GBS — L& ntpd AS e 51 1

chronyd SCRFASL 28 INF ARG IR [ ME— TV 2 Fahim AN . Flin,d@nt B R A
I, chronyd BEREAEANF B EH i & ARG S, PRS2 8E
SR PR B T 2

chronyd $& fit S RF TAE 105 2 BAR 2K 1R Tk B2 SIS IR o, S A2 B Al 2447 1 AL
2 K P I o e m] DA X Se R A 2R 45 R B 1 B R G i TR A T S
(1) S B B B R B . B AERT A ATLE Linux.

ntpd 7] LA chronyd A BRI 1

ntpd SCFE NTP JitA 4 (RFC5905) , HL¥E) #&, £ 4%, manycast 7% ) i Al
Z 2, AN L B I8 SCRERAIM B 4 BeniE 7 S 28 T A 8N %5 (RFC5906) -
chronyd ffi i} NTP filRA 3 (RFC1305) , FARA 4;

ntpd WHEHF L SH 0B IIRENTT chronyd KT HAh I H 5140 gpsd, o5 1714
WS H I

6.4.1.2. NTP P9 i3k fE ik $&

>

>

Chrony 7] DA [EAEIX 28 Z 40 H T , 3% 86 3 G0 4 28 5 8 15 B ) gt By o i 42
AUEHEREM 2%, A sh RN R 4

NTP s fE (ntpd) RLZFEEHELE RN ENRA . R HEEH
JTREE 2 4 1P, BLPAT B 3 SR B £ 1) Autokey IS, 1% 75 FE S ntpd
chrony {XAN SCREXTFREH S Bk, 84 MD5 ¥4 2 & iy i iE RS (MAC),
SHAL B3 58 3 (e 75 B9k . 1 ntpd 38 37 35F Autokey WIE ML, iZ AT LA
FIH PKI #4t. Autokey 7F RFC5906 7 fifiid .
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6.4.2. Ef# CHRONY KHHEE
6.4.2.1. #f# chronyd

chronyd #& chrony [FJ5F4P AR, BATEN 6], WEETHENZI RS
B B IR GRS AN, A NTP WhSORIFAT A% . 4851 FHIEARTH,
chronyd F518 F & Ja 8 TH FAFAG A U E . &8 1] LB chronye FahitiT1&
Mo
6.4.2.2. Hif# chronyc

chronyd =& chrony H5F4#EFE, AJ LA ar 24T 4044 chronye #i. iXAN T H
Peflt 7 — Mg SRR TN — e dg 2 AT LA chronyd #EATHE 2. BRIAMACE
chronyd {AX WA 1Y) chronyc 4>, chronyc AJ AFC & A chronyd 7 PAFZ 4k
#hiziil . chronye A] LUZARIEAT )5 56— MACE chronyd #32imfE iRz . 1P Hidik 7o
VFIEFE 2 chronyd B A% 45 il o

PR chrony Bt 'E i 4

chronyd $A A FIHC B S A /ete/chrony.conf, -f 1A LR /& —/NMEC B SO 1%

1o
FERERT RN DA, %! ko
allow

AEREN, fRE— TN, FELE MSIERE— ST UAE RN NTP RS 2511
Wlgs. Bl niriEs.
Bl

allow serverl.example.com

W EHA, R DTN, BATER

allow 192.0.2.0/24

a5 — N2 ST IERE

allow 2001:db8::/32

fg & —> IPv6 Huhik
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cmdallow

%A 2 M allow fg AL, B 1B RVFRE BT N ERENLE ISR (A
& NTP B umfEN) o (FFHliEN, BEEE chronye AEIZ T E FHL LI H
Refg I I AR THEALER R chronyd) RFIEVEZE —FE . cmddeny all 74 Al

cmdallow all 7225104,

dumpdir

TRAF- chronyd IR 55 55 J7 B & g 52 H #8428

dumponexit

B U iZ s 223847 1, ‘B R W chronyd 24209 BT TR [R5 CRAT-I0 5 14 17 5
local

local <8742 FUYF chronyd I8t 25 F i i 4 N HEAT I 1E] [F) 20, R & %H
6258 o 1ZE T 5 W RAE master EAL LR, FE—NHSLRIMEEF, T2t
HALFER, master TALFE EE L T3040 N AR A A

Bl

local stratum 10

log

log T4 F W L85 B ZEHE % HAd . BRI BT T
measurements

RIS T LLRAESE S, A2 measurements.log S -
statistics

ZARTHC K T HALBARSRAE S, AR statistics.log SCHF.
tracking

PIARTHE R T ARGt AR S G T, A2 R tracking. log A
rtc

XA EIC K T R GEH) LN 85 B

refclocks

XAMETHCR RGNS JESFE S, A AL refclocks.log.
tempcomp

XA I I & AN R G MR E, ARl tempcomp.log ST
log H 0% AT ILAE logdir $5 € ) H 3%

log measurements statistics tracking
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logdir
o 0E H SO H 5%

logdir /var/log/chrony

makestep

I8, chronyd K MR 8 75 KB LB SO Bh, 815 RGP 2 1L A I
[ 22 . EFELERFEREOL T, RGN Pl e ER R, SEOZ SRR
KIS TSR IE RGEI Bl o 1%48 2 5% chronyd 7 1 52 1 K T 3 AN I 25 33k 1
BARGB, (HHLER Y chronyd J&5 2 (8] I 45 & BRI CRT s FH B R EE H
BRI, AT 2 BT A AR

makestep 1000 10

maxchange
RS RRER N LM E, AWEERN TR ERRIE, chronyd K4l
FIF HIRH, HIH B KIES syslog.

maxchange 1000 1 2

F—A PR G, chronyd ¥R B — NI B WS B R, R 2R
2 KT A W% 242 0E

maxupdateskew

chronyd HJ{F55 2 — & ZAEX T FIRIM 5 THE LRI Sz A7 B PR e 1 iR
J¥ . maxupdateskew ZHUEHAE it 2 M2 G ZERBIME, SREERT, BEZ
1000ppm, EZA% 0T

maxupdateskew skew-in-ppm

noclientlog
XN RWA S, H P imAIL T log HiE.
reselectdist

2 chronyd GEFE R AT I RIR, €4 T S X s/ MRV B . AR, T

TBE A SRS (1) B HT 8 BT I VR AL R R B I, — N ] PR R B S I . BRI LT,
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PH B2 100 fb
S/ I

reselectdist dist-in-seconds

stratumweight

stratumweight 5 2% & 24 chronyd M AJ S HRag B[RRI, B4 Z RAZE
Iz bEEERFEDER . BRAMEDL T, CentOS i E N 0, ik chronyd 7EIEFIR
I ISR ) S22 o

s

stratumweight dist-in-seconds

ERMNTEOL R, dist-in-seconds N 1 b

rtcfile

rtcfile $8 2 € X T — NI FK, %304, chronyd AT AARAT BRER R 40 (1) 52
I ISP R AERA PE(RTC) 2 8. VA% U2

rtcfile /var/lib/chrony/rtc

rtesync

rtesyne 182 F B — N, EZB AT, KRG EE 11 55828 L
BISERF I Bl (RTC) o

chronyc 1% 4=k

F1 Network Time Protocol (NTP)AH L, PTP & = E L &M F i 328,
FEVF 2 1) network interface controllers (NIC)Al network switches. MK 1 S
() [ 25 B A

6.4.3. £ chrony
6.4.3.1. ‘%% chrony
5 H root FH & 5%

#dnf install chrony
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R\ chrony #2457 & /usr/sbin/chronyd. fiy 217 2044 22 3 1 /usr/bin/chronyc .

6.4.3.2. & chronyd IRZ

#systemctl status chronyd

6.4.3.3. J5 3 chronyd

JE B2

#systemctl start chronyd

BEITHLE B shar 2

#systemctl enable chronyd

6.4.3.4. <M chronyd
KM%

#systemctl stop chronyd

BOHIFHLE Ja shar 2

#systemctl disable chronyd

6.4.3.5. K& chrony &5 [FP

N T A chrony s2 75 [R5, f#H tracking, sources Al sourcestats #y 4.
f 7% chrony Tracking

mAU R

#chronyc tracking

FEANT

Reference ID

52 AT RSB ntp RS 2502 ID (—5 16 BERIET) MAZRR (B ip H
BB o ARG 127.127.1.1, Fonizit EHUERCH IRAMNTIREEAT R, IEAEAEH]

% 143 W / #2714



FoEN BRI R IR S5 2R E R VI0 RGE B 5 Tl

local FEUHRAE
Stratum
AN ZHEL.
Ref time
e — IR [FD Ja & ) UTC I 1E] .

System time

RGN IA]

Last offset

B Ja — IR Tl A A% &
RMS offset

EVES RS IR O
Frequency

R chronyd %A AT, RERTEHEREZE, FlW: ppm 2EER
Seifla) 1 #, a]RESERRIN E]2Z 1.000001 £,

Residual freq

IR ATk TR R AR AR

Skew

A E A THRZE

Root delay

I A P 24 (856 4% 3R B B & R DT FEAUT B stratum-1 THEHL) AT, R0
WIS O, AR LN

Root dispersion

WA A2 ENL, BRHE PR stratum-1 TS HLR RS 7REL
T ARG H T ENU RS R 4a0t 5 (R stratum-1 THEHLE I [A] 2 1E
i) : clock error <= |system time offset| + root dispersion + (0.5 * root_delay).

Update interval

£ Jei PR RIS o B 38 ) IS 1) ) o

Leap status

A]HE{E N Normal. Insert second. Delete second. Not synchronized.

K25 chrony K
[/t
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#chronyc sources

M

FoRIEIIER . AR — DRSS A, =Ko — peer, #ERAMIERKS%
iR

S

FoRIREPRAE . *FoRIEE RS, +FoR iR, -Ron Oy, 7 Fonids:
DR K. xR — I8 chronyd TA A falseticker(-5 K 22 2 A R U5 ) B 1] 2
AN—E), “~ R — MR R R 2 A1

Name/IP address
VG TP Huhik B A2 FK
Stratum

BHZ, 21 RUIENM A S SN, 52 1 FPRTENTEE 2,
52 2 FZBHWEHER 3, DL,

Poll
SoRURYE polled B, FIUME N 6 HIBE, iR RNEE 64s BEAT— KM=
Reach

BoRta— MEIRIERIN A . —BORAE LB Z i) . S8 mhd Bly BoR
grh N JURE LA 10 SR HRME R R 1A WX AN

LastRx

BoRta— MEIRIERIN A . —BORAE LB Z i . S8 mhd By BoR
e N JURE LA 10 SR RME R R 1A WX AN

Last sample

BEA S AR I b 55 5 A B A 2 1) 1 i 2

¥ & chrony KIRSG T
sourcestats Ay 2 3 71 4 B #7452 YR B EE AL i B A w2 = (S 2 . -v S80RE

g, BERICKH. ERXMHBOLN, BOMNIAT LR N 2R

#chronyc sourcestats

Name/IP address
NTP Ik 5 #& Ik
NP
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EAEA G BB AT R 55 2 TR B o A% T R P I AR B i T o X 6
BEAT LA AT

NR

X IEIBAT I residuals A R BHFF5 B8R

Span

X B 2 BRI B AR A 2 TR R ] [ B o G R A s B HME, SR
AR LR BR N AR T T RR 2 46 73 B

Frequency

T RIR R, ERRMEIT, THEALRR S THE 1/10° A0 Tk 55 &%
Kt o

Freq Skew

TR ZE A IR

Offset

Tt A% & .

Std Dev

KR TR AR HE

6.4.3.6. FIIEE RGN Bh
TR
#chronyc
chrony> password commandkey-password
200 OK

chrony> makestep
200 OK

6.4.4. NAFFIFHEHRE chrony
6.4.4.1. N—MR/DER RS 1% E chrony
XA T 244 H dial-on-demand %32 . 1F % [RIHC B N 2 B2 sh Fl

driftfile /var/lib/chrony/drift
commandkey 1
keyfile /etc/chrony.keys
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command key ID /& £ 22 35 A B, N AT & commandkey {H , /etc/chrony.keys.
VNI NTP x5 2=

server 0.pool.ntp.org offline
server 1.pool.ntp.org offline
server 2.pool.ntp.org offline

server 3.pool.ntp.org offline

6.4.4.2. N—/ ML ML KRG E chrony

FE— A MRASFI MR WX 28 HEAT 42 ST I 28 v, AT DL — S 1 EAUE
PR ML, e FEHAE R ENLRE 7 b

£ master FHL F, ZWiE/etc/chrony.conf

driftfile /var/lib/chrony/drift
commandkey 1

keyfile /etc/chrony.keys

initstepslew 10 clientl client3 client6
local stratum 8

manual

allow 192.0.2.0

192.0.2.0 72 7] LA SR 43 2 1 1 X b ik
&P umblas b, YmiE/etc/chrony.conf

server master

driftfile /var/lib/chrony/drift

logdir /var/log/chrony

log measurements statistics tracking
keyfile /etc/chrony.keys
commandkey 24

local stratum 10

initstepslew 20 master

allow 192.0.2.123
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192.0.2.123 /2 master EHLIFI L.

6.4.5. £ chronyc
6.4.5.1. 1# 1 chronyc % chronyd
HEN chronyc 138 B 51

#chronyc -a

chronyc % Zii LA root A AT - -a TR AS F A Hh keys H 38 5% .
chronyc 217 Jt1H :

chronyc>

EATLUMEF help BoRATA @4
W] PLE P AR B A AT f N -

chronyc command

6.4.5.2. ¥ chronyc #k/7 iz i #
BCE chrony EH: 2 fE chronyd, =R

#chronyc -h hostname

F6 7€ g 1 «

#chronyc -h hostname -p port

port & H ARAZH| A5 %2154 chronyd.

LI STt NG LR

chronyc> password password
200 OK

RS VA T HE
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R A & MDS W54, WE A %00 2048 authhash iy 2 7ERT

chronyc> authhash SHA1

chronyc> password
HEX:A6CFC50C9C93AB6ESA19754C246242FC5471BCDF

200 OK

6.5. BEZE NTPfEFH NTPD

6.5.1. NTP A48

NTP 2 % 2& i 7] B (Network Time Protocol), ‘&2 Sk a5 W 2% & ANt
SEEATL RIS 1) ER) B0 L o

6.5.2. NTP 432

NTP 732401

Stratum 0:

JEFoh A5 S ) Rk 6 A GPS
» GPS (Global Positioning System)

Y

Mobile Phone Systems

» Low Frequency Radio Broadcasts WWVB (Colorado, USA.), JJY-40 and JJY-60
(Japan), DCF77 (Germany), and MSF (United Kingdom)
XG55 AT DA B BRI R W RS-232 B RGi/E N — 14

23 it YO B A DI T 55 4 o

Stratum 1:

LA BRI T TR . GPS I a5 74 .

Stratum 2:

M Stratum 1 520, /EA TR Z IR %5

Stratum 3:

M Stratum 2 $S2H, AE N F R )= IR DS 2%

Stratum n+1:

M Stratum n S2HC, AR B R HIAR 5545

Stratum 15:

M Stratum 14 S2HC, AF N RZ B IR SS 45 -

6.5.3. FMENTP

LTS F L 55 B E R G5 NTP A, 7E RFC 1305 Network Time
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Protocol (Version 3) Specification, Implementation and Analysis 1 RFC 5905
Network Time Protocol Version 4: Protocol I Algorithms Specification & 7E4H 14 .

6.5.4. A drift 30

drift SCAFICSRRAFE RGN AR 5 UTC I S 2 1) w7 5 o

6.5.5. UTC,TIMEZONES Ml DST

NTP 5¢4=7E UTC(Universal Time, Coordinated) , Timezones A1 DST(Daylight
Saving Time)# A RGN . /etc/localtime J&/usr/share/zoneinfo 5 U1 8% 4%
RTC A] fefEA R ] 8 UTC H, fE/etc/adjtime 2 —ATHa . XA ] LA
18 RTC B4t E . AP v MR IT )8 System Clock Uses UTC £ Date and
Time EIEHACE 5 i AT B B I Z

6.5.6. NTP S RiFEIH

TEAT NS, T vl DLl &% NTP G750l . 7848 F A L) NTP 7
I, TR, fE/ete/ntp.conf U, H 3 NMAHIE. B RE A
U5, ntpd K52 2 Z 5 AR HE S I XU 75 2, AT LLGE ST 3 8T S 5 4 Bk

BB IR Fh 2 R E IR o BN v O B 4 Bk, mT DU A
disable auth £ ntp.conf L 4FH .

6.5.7. FEREIHLH B HRT ]

FERINLANBE A% FH B 521 hardware clock F£ H EEFUALAS AN SRR 5 o 7EHL IR it
WS EE RS, kvm BT A kvm-clock.

6.5.8. HEEED

D, 48 N OREF A S B T A ), B E PR E RS RUE LR
FERREE T (AT REEZREARD) M A i 3G ek > 1 AP % . BTk E
R S VEAK ARG I (FEZE W EE LR , 2R (RARD
G-I 2 [A)AH 22 85 21)40.9 FPINF, sttt St ek 1 8 (ER, & —5
By 59 B Bl fE4R 1B QEER, &8N 618 o EM—BINELAN
EREAFIANHAK.

6.5.9. Ff# ntpd Ae B U

SPAPHERE ntpd 7E RS S B S I U B S ete/ntp.conf, AT LU
ST A A A BB

#less /etc/ntp.conf

T 28 BRI B L I
% 150 ® / #£274|



FoEN R RURE = I 55 as R AE RSEVI0 R GUE B0 T

The driftfile entry
drift SCPF#EA%

driftfile /var/lib/ntp/drift

The access control entries

A A7 B BRI U ] 7 | B

restrict default nomodify notrap nopeer noquery

nomodify e Ii: BH 1EAE ol B A

notrap 33 : iy 1 ntpde 21V B B,

nopeer £ T1: [ 1k peer BXE I ks

noquery i&i: [y 1k ntpq A1 ntpde &), {5 5 B (8] £ 11

A IS PR FE AN FH 75 2 127.0.0.0/8 HuhkBt. BRI restrict 17 BHIEFAT A AE
RVFHIEEN

#the administrative functions.
restrict 127.0.0.1
restrict ::1

U0 SR T A — NN R, R RAE s i
FENEAR NGB TRVFR], UAERIAY restrict. A T 34T, #lan, o
Y 192.0.2.0/24 WX 2% 334715 TR] B 2 14«

restrict 192.0.2.0 mask 255.255.255.0 nomodify notrap nopeer

WmRHNZERFE—6ENL, #la 192.0.2.250/32

restrict 192.0.2.250

R AT 182 mask, 255.255.255.255 o pifh e .
The public servers entr

ERIAET,  ntp.conf AL B SCAFELE PYAS 2 3Rk 55 4% -
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server 0.rhel.pool.ntp.org iburst
server 1.rhel.pool.ntp.org iburst
server 2.rhel.pool.ntp.org iburst

server 3.rhel.pool.ntp.org iburst

The broadcast multicast servers entry

BN, ntp.conf W& TR ZHPHER MBI T, XEEAEIRANREE F 2 53

6.5.10. E## ntpd K sysconfig 344
XA SRR 2 AE ntpd J3 3RS WA A I e B . BRI N AR

#Command line options for ntpd
OPTIONS="-g"

-g LI AT LA ntpd 20 1000s (¥ifiA% BEPR A, SR 25 i ia) s w42 2K
T 1000s, {ERAUANAER GRS AR HEIFXANIET A%, ntpd ££ w2 &
KT 1000s Fm i H R H

6.5.11. ZE1k chrony
U

#systemctl stop chronyd

EUH chrony FFALJA 2% 1 :

#systemctl disable chronyd

BRI

#systemctl status chronyd

6.5.12. K2 NTP P HER & &3
mAW TR

% 152 | / £27T4|



FoEN R RURE = I 55 as R AE RSEVI0 R GUE B0 T

#dnf install ntp

6.5.13. ntpd [ %%

#dnf install ntp

WE ntpd HHLE B):

#systemctl enable ntpd

6.5.14. K& ntp FIRZS

KA ntpd /& RIEAT:

#systemctl status ntpd

AR ntpd FPAREHR -

#ntpstat

6.5.15. BCE B kK3& o1 ntp BEEA

ntp f# F] UDP £, i 123, W A0ERERS foVFIE LT B kB .

for 75 977 K B IS fige Fo VR ntp A& %, 138 EJE ST Firewall Configuration T.H. .

a5l firewall-config, st Super f8iE N, i firewall F HiZ [ 28, Bk
WG B DT AN 2R,

AT HEN

#firewall-config

SR ERE—EEL T A, XFEH firewall-config T IERE S| 25 8] <74
HEFE firewalld.

6.5.15.1. &4 firewall fit &

T RERS L E AR, HfR FHZEH Configuration /2132 E N Runtime. Y
FEBCE SR N — IR B34, 78 N h s ik £ Permanent.
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6.5.15.2. 3T By K 43 i 11
FTFF firewall-config T. B, iEFEMILE, E8um bR, SN i%4l. Port
and Protocol % #6477, #1123, N8 LS udp.

6.5.16. BL & ntpdate AR4T5%
ntpdate I} 5552 A T 15 B I 81 7E R 58 R sh i .
T 2 ntpdate k552 51817

#systemctl status ntpdate
WEITHLE3):
#systemctl enable ntpdate

TE AR ] LS =1 R 55 s i E R R, Bl Jete/ntp/step-tickers SCAF AL 5
0.rhel.pool.ntp.org. IINANSME ntpdate Al 55 2%, Yt /etc/ntp/step-tickers. A5 #%
MEERAELEN, KN ntpdate H 2 X AR — XIS MG B Runfss —
AN IS TR IR 55 2, 7R 28— AT S AN IZ RS 2 Bk o 7658 AT RN & IR 55
o

6.5.17. Bt & ntp

BEERIAET ntp IR ESECE, YafH/etc/ntp.conf XM Z 34 A ntpd — i
S P
6.5.17.1. Fit & NTP AR5 17 [ 42 )

Y’ ntp.conf, {3 H restrict a7 4

#Hosts on local network are less restricted.
#restrict 192.168.1.0 mask 255.255.255.0 nomodify notrap

restrict i

restrict option

option: ] LLZ—ANFIZAS

P AT R B8R B0 R4 20, A4 ntpq A1 ntpde 2

kod———~“Kiss-o'-death™ i, & 12 LAY /D AN 0 B (1) 25 1415

> limited—— R HR iE [ I ZE RS, ARG ER . ntpq Al ntpde 7
WA SZ I ;

» ignore

A\

% 154 | / £274W



KYLIN
BRI

BRI R IR S5 2R E R VI0 RGE B 5 Tl

YV V. V V V ¥V V V V

lowpriotrap
nomodify
noquery:
nopeer
noserve
notrap
notrust
ntpport

version

AL SE UL IE EALBE [ PRI
PH1IEAZ i

FH 1E ntpq 1 ntpde 73], ASELFEHS [A] A ) ;
FHIE peer BRGTE Y

K% 1 ntpq Al ntpde X ifl, FE4EPTH T

B 1t ntpde 2 7 S PR B

N RS TR T rall A E /RN
ek, HUGES NTP UDP port123;

FEA AN 24 57 NTP RRAS 1) B 5

NT AN AN, BeE#EARRE, restrict 7T UME A limited £, 1

Ui ntpd 425N Y. KoD #(#& 40, restrict 4 20# H limited A1 kod 1% .

ntpg A1 ntpde A AT FH T ORI B, A ZEFEER noquery 110 .

6.5.17.2. it B 152 NTP K55 25 1) 2 PR ]

25 restrict I limited &I, W RIEAEEHEGARGGFERISE, v UAEH]

discard 7% »

g S (T

discard [average value] [minimum value] [monitor value]

a8 RVE I e/ NI EAR BLIRIRE, 82— AN S8 log2 5.
BIMER 3 Q=T AT 8 ;

5 5 FOVF R BRI AL TR BE, 7 log2 MPE 2 — NS H. BiME
B 1Q M—I&T7, AT 2#);

TREBIEAN EFME, —BRTRIZECEETIRE . Bl
B4 3000 # o IXANEIUE FH TR 55 2 B AP 343 1000 BLE 236K .

average

minimum

monitor:

discard #7251

discard average 4

discard average 4 minimum 2
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6.5.17.3. %451 peer ik
£ ntp.conf Bt B AN peer A4

peer address

address #&—7> ip Hili-5 DNS FliRAIHI K. address DR AE A — ZH R
4. Peers WAHA /D — AR BB A1 .

6.5.17.4. AN IR 55 75 Hu ik
WIN—MR S A, 2RSS 2 21817 NTP R4S HAAMEE = )2 . 7E ntp.conf
A, A server A4

server address

address 72 1] ) 1P HihkB% DNS A 2 FK .
6.5.17.5. i IN—AN) " HE a2 FE I 55 S ik

IIN—A R 2 f Ak bk, R U, IR R HE NTP A3 1 ko
7E ntp.conf 34, {# ] broadcast.

AR

broadcast address

6.5.17.6. % 1—> Manycast %5 /7 #i ik
7SN manycast 2 P Hitl, 7E ntp.conf SCAFHT, Y81 manycastclient 74 o
&R

manycastclient address

Zin S BCE RGN NTP 2% i o G807 LA % 7 S AR 5545 i o

6.5.17.7. 5l Broadcast %/ uif i ik
NN broadcast 25 F i, 7E ntp.conf SCAFH, ¥SHN broadcastclient #y4 .
FE A

broadcastclient

et & RLEL RSy NTP %750 FRSET BRI S 55 28
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6.5.17.8. % I1—> Manycast il 55 2% Hi ik
NI manycast R 4525 hhk, 7E ntp.conf XA, SN manycastserver fi4 o
NI

manycastserver address

Zin 4 B RGE M NTP WS 28, RG5rT LA Ay s RO 5 28

6.5.17.9. 7 JIi—> Multicast il %% #5 ik
NN multicast ARk 55 28 Huhk, 7E ntp.conf XAFEA, ¥8H1 multicastclient A7 4> .
(W

multicastclient address

A OB RS NTP IS8 . 0T LRI o 7 3 R 55 3

6.5.17.10. HCE Burst I

ANEFN I NTP iR 55 #8 — 2 A T, ik 0E H T8 3 SR BN
T

TENR S 2 i 2 45 R S INZ 18 1«

burst

6.5.17.11. [ & iburst i%& I
TEAR 55 280 2 45 B N IiZ e 1l .

iburst

6.5.17.12. i H key it & Symmetric Authentication
FEMR 5 42 B peer A2 )5, WS IINZIE T :

key number

number & —> 1 #| 65534 ME. Zik AT DLAEEHE B H message
authentication code (MAC). 1Z%i&EIiF peer,server,broadcast, fl manycastclient iy 4>

.
/etc/ntp.conf, A& :

% 157 W / #£274W



FoEN B BB IR 55 SRR RGEVIO0 RGUE BT

server 192.168.1.1 key 10
broadcast 192.168.1.255 key 20
manycastclient 239.255.254.254 key 30

6.5.17.13. A& Poll Interval
BEMER A poll interval, TEARSS %38k peer v 2 5, USHINZIET:

minpoll value and maxpoll value

6.5.17.14. FLENRS ALK
e — N E e RS54, 1E server BY, peer 4 5 N %1% 19 -

prefer

6.5.17.15. N NTP #E @HC & Time-to-Live
1E server BY, peer iy & J5 VN I 1Z 4L i :

ttl value

6.5.17.16. HCE NTP 1 F i A
7E server BY peer iy & 5 N ITZIE I :

version value

6.5.18. Fic ELAEAF I Bh EE BT
L B 2R Gt 18] 52 B i F I 84 (RTC), 1E/ete/sysconfig/ntpdate #s 1 PA T I T :

SYNC_HWCLOCK=yes

AR

#hwclock --systohc
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6.5.19. it B 8hJR
1E R G5 H AT A AR A«

#cd /sys/devices/system/clocksource/clocksource0/
#cat available_clocksource

#cat current_clocksource

7B i BN BB, fENAZ ) GRUB B0 clocksource, 151 21

#grubby --args=clocksource=tsc --update-kernel=DEFAULT

6.6. ¥ ptp4l BEcE PTP

6.6.1. PTP /4

Precision Time Protocol (PTP)s& M T~ M2 it 8 5] 20 it sl A FH I &5 & i
PSR, ZEECEEE NTP k. PTP B SCHA R0 9 AR AT = 23 18] o AR i
Wk S B RSS2 A E R AR linux WAZSZHE PTP W8T . linuxptp A2 1% WM ) SEH

XA linuxptp FLEL T ptp4l A1 phe2sys B8P [P IH o ptpdl P27 1 PTP
T GBI SN e o AR VER, & T PTP REARI 0 5 e RS, 5K
PRI, BT RGNS 8 FEIE . phe2sys FEFF R 7 SHAFI E,
FRGUN B [F) 25 B PTP A IR 25 43 11 -R (NIC) o

6.6.1.1. PTP [FIff &%

F1 Network Time Protocol (NTP)AH L, PTP & = E R 2 F i 32 Fe,
FEVF Z 1) network interface controllers (NIC)Al network switches. MK 1 S
[F) [ 232 RO 12k

6.6.2. f¥H PTP
T RS TP, PRI 45 RSl 0 SR s L

6.6.2.1. & 2O BhAIAE A S
181 il ethtool iy 4251

#ethtool -T eth3

eth3 J& & AE A & 1 4% 1
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QR SCRFRI TR, LB F BL N 23

> SOF_TIMESTAMPING_SOFTWARE

> SOF_TIMESTAMPING_TX_ SOFTWARE

> SOF_TIMESTAMPING RX_SOFTWARE

QR SCRFE RIS L, 2005 LR S5

> SOF_TIMESTAMPING_RAW_HARDWARE
> SOF_TIMESTAMPING_TX_HARDWARE
» SOF_TIMESTAMPING_RX_HARDWARE

6.6.2.2. %3 PTP
#dnf install linuxptp

K445 ptpal Al phe2sys.

6.6.2.3. i) ptp4l

ptp4l A LU iy AT & VE VIR IR 8. 24 ptpdl fE A — ARG5S, AT RALE
fetc/sysconfig/ptpd]l $5 L W . ANE ZAE ARG B2 a7 AT E 3, WaqE
Jetc/ptpdl.conf $8 LT . /etc/sysconfig/ptpdl LA FLE -flete/ptpdl.conf 17, X1k
ptp4l BLE/ete/ptpdl.conf A4

YE MRS 5 3)) ptpal:

#systemctl start ptp4l
i F i 2471217 ptp4l:
#ptp4l -i eth3 -m
fay AR AT

ptp41[81921.804]: selected /dev/ptp0 as PTP clock

ptp41[81921.805]: driver changed our HWTSTAMP options

ptp41[81921.806]: tx_type 1notl

ptp41[81921.806]: rx_filter 1 not 12

ptp41[81921.806]: port 1: INITIALIZING to LISTENING on
INIT_COMPLETE

ptp41[81921.806]: port 0: INITIALIZING to LISTENING on
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INIT_COMPLETE
ptp41[81929.604]: port 1: LISTENING to MASTER on
ANNOUNCE_RECEIPT_TIMEOUT_EXPIRES

1t ptpdl H&E

BAINEW T, HEXH R Ki%EF/var/log/messages. -m LT H H & R bRt
i, BERE N debugging TR MHHE .

FIIF AR (AR, -s T, (AT

#ptp4l -i eth3 -m -S

B AR T 2 AL

A 2 PAFE R RER T B AL, Be e AN [k AT e

-P

-P %% peer-to-peer(P2P) LR M EALH;

P2P WLl E Ik, BN WS F AR R, AT A Bl I ATATL i) BE R )
AR .

-E

-E #%£F% end-to-end(E2E)ZEIR I S ALH] o IX & BRI PIIE T 5

E2E W #IA A& request-response ZEIR AL .

-A

-A FTIFZEIRALHI ) H B %

H BT T #2 ptp4l B B2E B, anA 752, A LAEA P2P Ak,

6.6.3. MEANEOMH PTP

TEANRI 28 1) 2 45 LIRS PTP, A 0 B I ) 4% 2 A AN AA BB L

sysctl AR NIZ TS . MIEEBIT RS, A LfEH @S 1TEH
B M /ete/sysctl.conf X

BN loose #ExX, AT

#sysctl -w net.ipv4.conf.default.rp_filter=2

#sysctl -w net.ipv4.conf.all.rp_filter=2

N T WA B U R AR K, (8 net.ipv4.interface.rp_filter fiy
47, BN, eml PIZEHEE:
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#sysctl -w net.ipv4d.conf.eml.rp_filter=2

AT AE IR B K A R, 1Z22/ete/sysctl.conf SCAE. Bilan: N T IESTA
IR RS, B /ete/sysctl.conf, WIF 7R

net.ipv4.conf.all.rp_filter=2
IR SR — B2 MRS, W R s

net.ipv4.conf.interface.rp_filter=2

6.6.4. H|E—NEHEXHF
BAH BB E S, FrbA iR B s AT Rkt e, i -f R0

#ptp4l -f /etc/ptp4l.conf
—AECE SN, M T eth3 -m -S &, 41 FFR:

#cat /etc/ptp4l.conf

6.6.5. fEFH PTP EEE 5
PTP HIE PR i, pme 1] LU SRIREAA ptpdl 15 5.

#pmc -u -b 0 'GET CURRENT_DATA_SET'

#pmc -u -b 0 'GET TIME_STATUS_NP'

A pme &4

#pmc --help

6.6.6. [FJ:BM P
phc2sys T 7 F Ak 2 Gii 8] [5) 25 3] PTP 1Y hardware clock (PHC). phc2sys
AR 45 Tc & A ete/sysconfig/phe2sys. ERINEC & 41 F

OPTIONS="-a -r"
-a LTS phe2sys AEMS [F)2Ek 1 ptpdl B FHEIN &, SO ERBE PTP 3 CDIR
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WA, AR EE N R AR TR ) R I B, RGN Bk A pk [FE, BRAE
- B AR E o AR EARLE RGN BB —NIE, FRE-r IR K.
&4 /etc/sysconfig/phc2sys J5, 5 phe2sys k5 :

#systemctl restart phc2sys
BT, A systemetl a7 2K 53, 15 1IEAE S phe2sys k55 -
I A AR F B %% i ) phe2sys, #8807 LS iy 247K )5 30
#phc2sys -a -r
-a LTSS phe2sys Befif [0k H ptpdl A B . a0 RS LE RS gh
FRN— MR, FRRE-r TP IR
{8l -s TR 20 R Geit b 2200 E 1 PTP BRI &b, 4940

#phc2sys -s eth3 -w

-w IR IUEEAFIEAT (1 ptpdl B[R PTP I ed, K& TAI 2 UTC fmis &
IEHIEM T, PTP #4E{E nternational Atomic Time(TAI), Z 4T A R{R1E
Coordinated Universal Time(UTC). 4] TAI 1 UTC W{R# &2 35s. HED
NEHBR I, wFe BT IR, IR VESKAE IR HB-w I
BRI, AT LA -0 R BT #% o 1 B
#phc2sys -s eth3 -O -35

4 phe2sys servo AT HURZAES, B EEASIE, BRIE-S RSt .
X F R phe2sys F2/7 A AULE ptpdl #2157 LA AN PTP BEAEI B[R0 5 A 2. 44
-w JET, phc2sys ANHTE ptpdl J5 a3, BFINES5FRr, HI ptpdl &R

phe2sys A LAME R RS A 31

#systemctl start phc2sys

MRS AT A B, A LK IETUTE /ete/sysconfig/phe2sys A TR RE -

6.6.7. HER[A][F]
Y PTP ISFIA][RIAE TAE IR s, B A2 72 & DL AR B B 24T B
ptp4l A1 phc2sys. X %efE B AT LALE /var/log/messages SCAF B o

ptp4l[352.359]: selected /dev/ptp0 as PTP clock
ptp41[352.361]: port 1: INITIALIZING to LISTENING on INITIALIZE
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ptp4I[352.361]: port 0: INITIALIZING to LISTENING on INITIALIZE

phc2sys % th 1451+
phc2sys[526.527]: Waiting for ptp4l...
phc2sys[527.528]: Waiting for ptp4l...
phc2sys[528.528]: phc offset 55341 s0 freq +0 delay
2729
phc2sys[529.528]: phc offset 54658 s1 freq -37690 delay 2725

ptpdl A —/Nr4 summary_interval, FJLLJ/DHIH, BRIAEOL T, e
FTED—25A8 2. AT LB OB 1024 FT EI— 1K, 1E/ete/ptp4l.conf SCAFE ML T 47

summary_interval 10
— ptpdl % )1, f#H summary interval 6

ptp4l: [615.253] selected /dev/ptp0 as PTP clock
ptp4l: [615.255] port 1: INITIALIZING to LISTENING on INITIALIZE

/b M phe2sys [P, AT PAE FH -u 22100
#phc2sys -u summary-updates
summary-updates =W BhEHT L, B0

#phc2sys -s eth3 -w -m -u 60

6.6.8. £/ NTP RS PTP it A

ntpd S5 EFE AT DARC BN 2R GEI 8] 53 AT 8], 2R GE0) H] /2 B ptp4l AT phe2sys
i LOCAI B 3K B3 T R . 28 T Bk ntpd A% RGH 80, ntp.conf SCAF
ANBEWSFE E AT NTP fR%5 2% LLF2&— M+

#cat /etc/ntp.conf
server  127.127.1.0
fudge 127.127.1.0 stratum O
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6.6.9. fEF PTP f}% NTP B[R]
NTP % PTP [FIB 2 AT RERT . 4 ntpd J2FIR A5 RGRTIH], ptpdl AT LA
priority 1 JEIIAC E N grandmaster Bf8f, i PTP RGH £k 70 K I ] .
#cat /etc/ptp4l.conf
[global]
priorityl 127
[eth3]
#ptp4l -f /etc/ptp4l.conf

fs AR RIS TR BK, 7% 22480 phe2sys SRR PTP BRI B 2 R 8h . (R0
phc2sys & — AN Rk5s, Ymi/etc/sysconfig/phe2sys A4, BRANIECE U1 F

OPTIONS="-a -r"

& H] root JI 7, i

#vi letc/sysconfig/phc2sys
OPTIONS="-a -r -r"

FEIX B, -r TS E 2 R, O PTP MR AR 4 A R G i A AT 1725
#H J5 phc2sys:

#systemctl restart phc2sys

Bk PTP KB IE R ARk, AT LU 1 & /MY P (proportional)f1 1
(integral):

#phc2sys -a -r -r -P 0.01 -1 0.0001

6.6.10. {3 FH timemaster [FF PTP B¢ NTP Bt [A]

Al LM A timemaster F2)7 1k 2 GE ] 2R 0] F (R I TR 54T [R5 PTP B[R] 2
i1 phc2sys Al ptpal #7244, @it ¥ ] shared memory driver. NTP ¢4 iEFEAES L
B BRI AT R 2

Ja BT, timemaster £ —AMECE SO, XECE S TRE NTP F1 PTP
BF TR, or 7 AR AL o] 286 32 1A | LB 22 1 PTP AR 2, A2 f ptp4l A1 chronyd
8¢ ntpd BB SCHE, 30 ptpdl, phe2sys A1 phc2sys 5% ntpd.
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6.6.10.1.1F A— 55 5 Bl timemaster
fH root HH P HATIN N 74

#systemctl start timemaster

JAashEt, 21EHU/etc/timemaster.conf Bt & 4.

6.6.10.2. Filfi# timemaster fit & 1
BRI B & ST R s

#less /etc/timemaster.conf

#Configuration file for timemaster

#[ntp_server ntp-server.local]
#minpoll 4
#maxpoll 4

#[ptp_domain 0]

#interfaces eth0

[timemaster]

ntp_program chronyd

[chrony.conf]
include /etc/chrony.conf

[ntp.conf]
includefile /etc/ntp.conf

[ptp4l.conf]

[chronyd]
path /usr/sbin/chronyd
options -u chrony
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[ntpd]
path /usr/sbin/ntpd
options -u ntp:ntp -g

[phc2sys]
path /usr/sbin/phc2sys

[ptp4l]
path /usr/sbin/ptp4l

ERB AT

[ntp_server address]

X/ NTP R4 28 X 3741 F, ntp-server.local /&—/~4<Ht LAN [ NTP
i &
EERIE a2

[ptp_domain number]

PTP domain j&—41 PTP I 4#, EATREREH BL[RA . EA AT LLEE AN AT DAAN
e AT R0 P0G AH R B 4 Rl — Mk iX LG — A PTP | grandmaster
iR

HRBA a4 T

[timemaster]

BN timemaster FCE X T ntpd 1 chrony FCE (/etc/ntp conf B
fete/chronyd.conf) , A T REEAL E Uy inl PRI EC B A VGEZHH . X A (45
5E ) NTP Ak %5 %5 6694 F1 timemaster — 4 F
6.6.10.3.1ic & timemaster 15

SeHl: gmEE timemaster B B S0
1) $THf/etc/timemaster.conf FiC B A4
2) XWHFRE—AS NTP RS 2%, A8 45448 ] timemaster, 61 [ntp_server address]

T

3) WNINEALEAE A B AN, Y fE#[ptp_domain 0] 7 B IR N 4=, 40 R -

[ptp_domain 0]
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interfaces ethO

[ptp_domain 1]

interfaces ethl

4) Ban s ZAE A ntpd /£ NTP se4P it R, 78 [timemaster] 7 B2 CU BRI entry,
chronyd &4 ntpd;

5) fRunfEH chronyd 4 NTP k5525, 1E[chrony.conf]F- B s I #h 135 1,
7E BN include /etc/chrony.confentry s

6) fEunfiH ntpd /£ NTP 4545, 7% [chrony.conf]=Z B INAA 1L, 752K
N include /etc/ntp.confentry

7) fE[ptpdl.conflFBt, VS IIATART K ZEHE D13 ptpdl A= Rl i e B S ) 0 1

8) fE[chronyd] 7B, WSIIAEAMIAr24T, a4k timemaster U Al % dn & 75 224% 14
% chronyd;

9) fE[ntpd] 7B, WIMEATar 24T, 44 timemaster 7 in] i 1%y & 75 BAL B A

ntpd;

10) fE[phc2sys) ¥, WS TATmr 447, 244 timemaster 15 [0 B % Ay & 75 A% 15
2% phc2sys;

11) 7E[ptpd] 7B, WIETar 447, 44k timemaster 15 ] i 1%y & 75 24 8 42
ptp4l;

12) RAFECE SCMF, H S timemaster.

#systemctl restart timemaster

6.6.11. R

ptp4l H1 phc2sys M H e Bic B 48 B i) adaptive servo. Xf 3 PI servo K
U, ERRALETATFERLE P A E M. £ ptpdl HATH, 7FEAE
Jetc/ptp4l.conf AL B SIS INEL R AT

clock_servo linreg
H )T ptpdl k5 :
#systemctl restart ptp4l

7E phe2sys HE ), 75 EL7E fete/sysconfig/phe2sys Fo B AN L T 47
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-E linreg

#H 5 phc2sys HR55:

#systemctl restart phc2sys
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FLE RENBE3M

71, RghETHR

ERCE RG22, HEREEERAM RGE BN R BT, By, N
SITE QAT S N N AE I ECR . RTRI B 2 (], R X AR, DARIEAEE ATt
FRIAE DA 55 o AR IR G rT A5 FH LA 187 SRR >R DTS (10 AR L RBA i 55 5 R A
RGFRRXEEL.

711, BERGHE
7.1.1.1. fEH ps fin %

Ps fr & R RGUSITHENE B BBl —NRESTIER, IR B2
MIEPAT 2 I RGISAT BIHERE A — AU . 0 SR AR KR R T S R A 2R
B FEAEH top ARG IIERIH .

WRARFH M FT R M FTA #ERE, AT LLTE shell AT W Ay 4

ps ax

TR AIHERE, ps ax 67 & RonHERER) PID, BEREMKEN 10 %o, 3t
PR, BERR ST CPU I IH], AT AT TR 44 5 il

[root@localhost /]# ps ax
PID TTY STAT TIME COMMAND
Ss 0:00 /usr/lib/systemd/systemd --switched-root
:00 [kthreadd]
:00 [rcu_gp]
:00 [rcu_par_gp]
:00 [kworker/0:0H-kblockd]
:00 [mm_percpu_wq]
:00 [ksoftirqgd/O0]
:00 [rcu_sched]
:00 [rcu_bh]
:00 [migration/O0]
:00 [cpuhp/0]
:00 [kdevtmpfs]
:00 [netns]

-~

I<

?
2
g
?
4
?
?
?
)
?
?
?

CO0OO0OO0OO0OO0OO0O0OO0OO0OO0OO

IR BN BERE T, T A

ps aux

B 7 ps ax a2 RALHIME EAN, ps aux ISR R HERENA H L T, RS A
CPU RIANAFIIE b, DA N A B R UL PN A7 R /INFI AR 32 e B A7 1K
/N, HERRFFARIZAT B[R]

T LS A ps fir &1 grep a2 WA AR EF IS BAEEIT. B,
FI5E Emacs £ G EBAT, TH T HERIX M4
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#ps ax | grep emacs

ARy AT 535K, &F ps(1) man Fift.
7.1.1.2. fEH top 4

Top fir 2 7R Rt Ia AT R SEIN 513 . ek Bon i inE BafERaHE
HrFE, 4ET CPU MNAERIEHE, AT aE . PR AT LIk AR i 5
B HERAE, IR] DL #EREHE P B R — AR

24T top 14, 1E shell BN T A4

top

XITTHH B3ERE, top & Won iR I PID, AR T A & 47, Rk
¢, #EFE NICE {8, #ERRMRHMEMANAE, HRMHK AR R BN, 2
BRI E N, PR, #REEH NN CPU M E L, 352 5 H CPU
(YIS [ AT AT SRR 447

TR AT top — & FH B BBy 2

£ 7-1 ZZ H. top W2

i iR
[Space] | SLRIRIHTER .
[h] o BB
(] RICHEIRE . PSR mARRE ID ML RIAS ERIE
Fo
[n] BB BN R E . B RN EE
[u] PR -
[M] BN .
[P] ¥ CPU & FH &4k .
[q] 1B top.

7.1.13. fFHRGWME T A
F P DE R G4 T AR A L EE AR, SR i s 2
CLERICHRE . FIG->Fr AR >R LRE->REBME S HTF, WHE:
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Ranns [ x]
LREM) REE) REV)
Rit 81 HE XAFRK
H—5®. Aas. +ESWNTHHE: 021, 025, 035
#iEE * ®& % CPU Nice ID wF 14l % | £1 53 5l
E0000:74:02.0 HED 0 20 1181 N/A rescuer_thread E
©0000:74:02.0_di 1 0 20 1164 N/A rescuer_thread ET3
[0000:74:02.0_ev BED 0 20 1163 N/A rescuer_thread E3 4
E0000:74:04.0 BED 0 20 1281 N/A rescuer_thread s
20000:74:04.0_di [T 0 20 1284 N/A rescuer_thread EE
©0000:74:04.0_ev HEG 0 20 1283 N/A rescuer_thread £33
0000:b4:02.0 HED L] <20 1320 N/A rescuer_thread E'$ 31
©0000:4:02.0_di -1 2 0 20 133 N/A rescuer_thread U
20000:b4:02.0_ev T 0 20 1312 N/A rescuer_thread £
E0000:b4:04.0 [T 0 20 1343 N/A rescuer_thread £ 3
0000:b4:04.0_di BES 0 20 1346 N/A rescuer_thread 25
E0000:b4:04.0_ev T 0 20 1345 N/A rescuer_thread F3 3
110000_DiscT M L] 0 1235 N/A unf_disc_event_process ht 3
[ 110000_et HED 0 4 123 N/A unf_card_event_process | 1
B 110000_lkq BEG 0 20 1213 N/A rescuer_thread #EH
110000_xchgwg HED 0 20 1234 N/A rescuer_thread *EE
©110001_DiscT HES 0 0 125 N/A unf_disc_event_process ha
110001 _lkq HED [} 20 1257 N/A rescuer_thread EEY
2110001 _xchgwg HER 0 20 1258 N/A rescuer_thread E'S 1
[Elabrtd BED 0 0 2741 18.6 MiB do_sys_poll abrtd. service he 3

& 7-1 #EFE

XA IERE, Raihiixr TRESEREENLTE. &, #E NICE 4.
RN CPU B E 40 te #ER2 1 PID. A2 5545 108 ANt A 2 1 1)
BTl TR AL AR AT LUK AR B R (4SBT T B R RS

BIARG s TR B UG s A A ey 3%, @i kB E a5 R T
ANFBEI, T DA S

> BEWEINPHERE;

> BE AR,

> BEMEE AP R
> AR ;

FA, AT W ER

> RUH 2SR
> R R AR

7.12. BENFERBR
7.1.2.1. f#iH free iy %

i free a2 T AT E RGN CLAE AR NTE, 78 shell FHIALT @y

Lo

free

Free iy & 7] LR AUV BE A AE M e B I 45 2 . e LB R W7 B i, i
INAE RN, 2R AR, SR AR, buff KK/ cache RN AL
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#iree

BRI free L5 o R/, AnSRAR LI Y B ) PLAN-m BT, 4R

#free -m

7122 (ARG GEETA
R THWFREFRZE 0] DLEF R4 2 W BN A RS &R
KA, BRI SE AR RENAAE BN

LNEM KEE) HAB(V)
@R @R Ay XHRE®

CPU Fi

3.00% [Hhe.00% [hs.30% [fhs.oo
0% [JBo.1o% [BLioe 2133
Bss.00% [er.00% [Jhs.oo
Wo2.00% [Bea.00% [Pes.00
is.0.00 [Jro. 0.0 80, 0.0

1. 0.0 ( 5.000% [Jos.00
Bor.00% [bs.ss H10.0.0% 1000 W2 o0

7.00 8.8 js9. 0.0 1.0.0% [J102.0.0

113 0.0% . 0.0% s 0.0% s, 0.0% [Hi17.0.0% Jhis.oo 26 0.0% 2. 0.0% s oo
AENZATESRRHE

| 3. L

L]

EM 110.7GiB (21.7%), £& % 509.7Gi8 ERO0FH (0.0 EE®Ah40GE
REHE
§ Eenn sake g FEEX 1.2 MB/#

St 11168 St g% 2568

& 7-2 B

TENAEFIAS ¥ 0y X T, RGeMR % T 5 TR )N AZRIAS 32 X 1) D7 s 4 IR
FER P A7 FIAZ 3503 [X 1R A KN DA B AT FH 6

7.1.3. &F CPU A
7131 fFHARGKETH

M PR S TSR R4 CPU S, /£ CPU 11, R THAE
7k CPU [ 7 sl R F0 CPU A FH R MBI R BB ARG
7.1.3.2. ffiH Isblk #r4

Isblk iy 4 AT DL 7R 540 7T LA & 45 . “BCEE blkid #4245 2 15 B
Ay A 2 dE . e M udev BEEUE R, FULAE root S HRT LA A . EonbRi
#0122 AL shell AT 64

Isblk
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BB B e, Isblk ARG R A, ERE T, BT Al DU
R, WESCAF RN, iR R, waRM, B, Bl

#1sblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
sr0 11:0 1 1024M 0 rom

vda 252:0 0 20G 0 rom

|-vdal 252:1 0 500M 0 part /boot

*-vda2 252:2 0 19.5G 0 part

|-vg_kvm-lv_root (dm-0) 253:0 0 18G 0 lvm /

*-vg _kvm-lv_swap (dm-1) 253:1 0 1.5G 0 lvm [SWAP]

BRIN Isblk 4 DA TR 45 iy HE B ist 2%, i SRARSREUE 22 i3t 4515 S s -1
ZH0, flan:

#lsblk -1

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
sr0 11:0 1 1024M 0 rom

vda 252:0 0 20G 0 rom

vdal 252:1 0 500M 0 part /boot

vda2 252:2 0 19.5G 0 part

vg_kvm-lv_root (dm-0) 253:0 0 18G 0 lvm /
vg_kvm-lv_swap (dm-1) 253:1 0 1.5G 0 lvm [SWAP]

A RA HAr AT e 8 51 3%, AF 1sblk(8) man Fiit.

7.1.3.3. {# [ blkid 4
blkid 52 ] LR R TR SR EE E. B 2 root LR, K ItIE root H
PR Gefd F 1sblk £, DL root S5 1E shell B AU T A 4:

blkid

BNV H PB4, blkid 28R TR EM, #lin UUID, X R824
R, B, BTN

#blkid

/dev/vdal: UUID="7fa9¢c421-0054-4555-b0ca-b470a97a3d84" TYPE="ext4"
/dev/vda2: UUID="71vY zk-TnnK-oPjf-ipdD-cofz-DXaJ-gPdgBW"
TYPE="LVM2_ member"
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/dev/mapper/vg_kvm-lv_root: UUID="a07b967c-71a0-4925-ab02-
aebcad2ae824"

TYPE="ext4"

/dev/mapper/vg kvm-lv_swap: UUID="d7ef54ca-9c41-4de4-aclb-
4193b0c1ddb6"

TYPE="swap"

BRIA blkid fir &2 Bon A AT AR B . IR B R R R, TEA
i e TN BE % 44 -

blkid device name

fhn, AE R /dev/ivdal ISR, LA root AP BUPRE A A &

#blkid /dev/vdal

/dev/vdal: UUID="7fa9¢c421-0054-4555-b0ca-b470a97a3d84" TYPE="ext4"
£ _E T A 2 RN -p All-o S THU AT LASRHUEE 22 401 {5 &, a2 [FFF 75 2 root
PR -

blkid -po udev /dev/vdal

Bilhn:
#blkid -po udev /dev/vdal
ID_FS UUID=7fa9¢421-0054-4555-b0ca-b470a97a3d84
ID_FS UUID ENC=7fa9¢421-0054-4555-b0ca-b470a97a3d84
ID_FS_VERSION=1.0
ID_FS TYPE=ext4
ID FS USAGE=filesystem
ARV 2ATIR IR e #5113, AF blkid(8) man FMt.
7.1.3.4. ffiF findmnt 4
findmnt iy & B8 R FTEEEEI SO RS0, 7E shell LA T 674

findmnt

MBS RS, findmnt @72 WoREER A, R, U RGRAY
A e HE T,
4 -
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-]% findmnt

TARGET SOURCE FSTYPE
OPTIONS
/ fdev/mapper/rhel-root

xTs
rw,relatime, seclabel,attr2,inode64, noquota
}=#/proc proc proc
rw,nosuid, nodev, noexec, relatime
| F/proc/sys/fs/binfmt_misc systemd-1 autofs
rw, relatime, fd=32, pgrp=1, timeout=300, minproto=5, maxproto=5,direct
| “/proc/fs/nfsd sunrpc nfsd

rw, relatime

b=+sys sysfs sysfs
rw,nosuid, nodev, noexec, relatime, seclabel

| }—fsys!kernelfsecurity securityfs securityfs
rw, nosuld, nodev, noexec, relatime

| |-#sys/fs/cgroup tmpfs tmpfs

rw, nosuid, nodev, noexec, seclabel, mode=755
[output truncated]

ERIA findmnt DA B 1040 OO R G, W SRARSREUE 2 1) # &5 BN -1
24, filn:

#findmnt -1

SOURCE FSTYPE OPTIONS

sysfs sysfs rw,nosuid, nodev, noexec,relatime
proc proc rw,nosuid, nodev,noexec,relatime
devtmpfs devtmpf rw,nosuid,size=997904k,nr_inodes=]

/sys/kernel/security securityfs securit rw,nosuid,nodev,noexec,relatime
/dev/shm tmpfs tmpfs rw,nosuid, nodev
/dev/pts devpts devpts rw,nosuid,noexec,relatime,gid=5,mdg

T Lk 3 R SRR B Stk R4, (8-t IR T, J5 10 B SOtk R 402K,
(LU

findmnt -t {#ype}

Bln, SoaRPra R xfs RS

[root@localhost /]# findmnt -t xfs
TARGET SOURCE FSTYPE OPTIONS

/ /dev/mapper/klas-root xfs rw,relatime,attr2,inodeé64,noquota
—/boot /dev/sdal xfs rw,relatime,attr2,inodeé64,noquota

ARV A 2ATIEI) e 8513, &E findmnt(8) man F/1if.

7.1.35. fiiH df w4
df i 2% KRG R 2 AR, 76 shell A A0 F a2

df

B MIIHE RS, df L BR XRG4 T, Kb (BLK 7
TONAL) , BEAE A AL SR AN A RIS, B 2 )R R KNS A R s 1]
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#df

Filesystem 1K-blocks Used Available Use% Mounted on

/dev/mapper/vg_kvm-lv_root 18618236 4357360 13315112 25% /

tmpfs 380376 288 380088 1% /dev/shm

/dev/vdal 495844 77029 393215 17% /boot
BN df a7 Bon 7 XK (BLK o800, Whf s A s, HEA
Fol A a] & (DL K A8 o BB M 15 G 7797 s 77 28 H -h &
T, kAT LA BL 5y 1 07 AR 2R R R 2 T8 R
i

#df -h

Filesystem Size Used Avail Use% Mounted on

/dev/mapper/vg_kvm-lv_root 18G 4.2G 13G 25% /

tmpfs 372M 288K 372M 1% /dev/shm

/dev/vdal 485M 76M 384M 17% /boot
AR AT R 56 8 F5%, &F df(1) man Tt
7.1.36. M/ du v

u i LB R AR RN du fr @ A IS E0T LLE R BT H s se

E‘Jj(/J\o Bian:
#du
14972 ./Downloads

4 ./.mozilla/extensions
4 ./.mozilla/plugins
12 ./.mozilla
15004 .
UGN T, du dr AT N A SR B RO S O . anSRAE DL 5 i3k
J7A (MB M GB) s Ko, ATLLIRINZH-h. #ilhn;
#du -h
15M ./Downloads

4.0K ./.mozilla/extensions
4.0K ./.mozilla/plugins
12K ./.mozilla

I5M.
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TEFR AR du fir 42 W 20 H A SO R/, i B R H
R SO B R ZINAT LS N2 5 -s, 51 0«
#du -sh
15M .

AR A AT I 7 8K, BE du(l) man Fif

7137 HARGHETH

FE AR G IR TR SO R Gibn 8 TR AR R K 5 SN A S R G 4%
2[R RAE FA O

wzn Lx]
E8EM) \EE A8V

R 2R HAER XARR

RE an v RE En om DL:] EA

Il sdevimap xts 13178 12578 12578 6457 calff] 4%

B /dev/sdaz fboot xfs 1168 873.4m8 873.4 Me 179.3 me [ 17%

[ /devisdal fbootieti  viat 627.9MB 621.1M8 621.1MB 6.8 Ma| 1%

Bricvoormn e s3c8 ozn ozn oo

& 7-3 XHRG

MK R S, RS TR B wes, HbsgdEm, Xt
RGERAUMURNN, il 2 1) A5 FH R/ NAR A K/

714, BEWHEE
7.1.4.1. fiH Ispci fir %

Ispei fir 2 T LLE R PCLE L BRI (EE, P 1) PCI & ££ shell &
BT dir

#lspci

] DU -v 2 T 0 B8 VRIS I, AT vy 26 T HE B0 SE R AR EOAE B
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#lspci -v

AR i SATIEDU e 853K, BF Ispci(8) man FHHff

7.1.4.2. {# ] Isusb fy4

Isusb 72 Al LR usb {5 8 . B RFT A ] usb %4415 E7E shell A
W4
#lsusb

:fé_:\\ H u%ﬁj‘m-V %i&ﬁ%&%ﬂ@iﬁéém{%lﬁs o

#lsusb -v

AR A 2ATIEI e 5%, & 1susb(8) man -1

7.1.4.3. 1A Iscpu i %
Iscpu i 2 B8 HHT RS cpu R, EEEHE cpu BH, 420, M5, XK
%, I, cpu IR AFESE, 1E shell AT 4:

#lscpu

BRI g SATIE DI e 88K, &F Iscpu(l) man FHf.

7.15. KAEBAHER

BRI RO = R S5 S A RGN TR A AR S AL X ASHLE 22
DIMMs e8P A7 48 R AIAR R A A AT Y LR S R 5%, JF HABES R I H A 28
[R5 o FH 2 25 18] () S 4P ERE rasdaemon £ 47 SR AN A 3 I 46 by Py RZ AL ) R B )
ALEEVE AT VR T 4R R IR AR, R e, XA TIRELARTH edac-utils $2
fit, AL B T 3R rasdaemon $E it

24 rasdaemon 2 root LR .

#dnf install rasdaemon

JR SR S5 A 2 iR

#systemctl start rasdaemon

BN T A 2 B 1 2 1A Pt T
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#rasdaemon --help

T & 1E rasdaemon(8) man F- it HL A ik
ras-me-ctl T B3 ft 7 —Fm] LUEH EDAC EEiJJ 7%, FNAN R iy 4 a] A
EE A LI

#ras-mc-ctl --help

A 7E ras-me-ctl(8) man Ft B A ik

7.1.6. f#F Net-SNMP Mzt gE

SRR TR v 0 R 55 2 AT R G FE Net-SNMP B E4E, Hdh s — A R%
(R RT3 JR 0 7 BA X 48 P BRI (SNMIP) ARER . %A K L SCHR i sl R T LA
WHTIKEN RGN EIRS — RY TR, XL T AR SNMP )
Wo

AFTHRAL T X THCE Net-SNMP ARHME I /9 2% 22 4 M S (b 1k RE A dE
SNMP PG ZE B3R MY SNMP (B LU A [ 58 IR REFE A5 -
7.1.6.1. %% Net-SNMP

Net-SNMP XA Al AR I BEBE = IR 55 2845 E R 48 V10 RATRRIY —
41 RPM -4, % 7-2 7] ] Net-SNMP B AR 1 AN AT S AT 4 .

% 7-2 ] A Net-SNMP % f44

/G RUH

net-snmp | SNMP AUBESF 7 ERE AT SRS o gt E e Bt 7 2.

netsnmp FENHAZPH S BAE B (MIBs) o i th % e idfs 75 22

net-snmp-libs | | AL

SNMP & /{5t snmpget Al snmpwalk. 75 B %4440 DAEE
1) SNMP £ Gt 114 BE B

net-snmp-utils

net-snmp-perl | mib2c 271 NetSNMP Perl #&H . A2 i Ay e i@ s $2 L1 .

net-snmp-python | Python ) SNMP % i £ . AL A2 FH AT el iE $ L 1 .

LZIRAET A 420 U7 A dof 654

dnf install package...

Blan, Z2EEAE AR P ) SNMP AQHL SE 4 EREFT SNMP 2%
Ui, LA root B3 1E shell B2 FAr 2 :
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#dnf install net-snmp net-snmp-libs net-snmp-utils

7.1.6

2. JZ4T Net-SNMP s¢ 4 i
net-snmp A FEE SNMP ARHEF AR snmpd. AT HRALE ST /5

A, 1FIEMEFES) snmpd MRS IS R A AL U = IR 55 35 5 E R R
V10 RS HE BRSBTS BEE 2 145.1 61 systemd & R GRS -
JRENRST
1247 snmpd ]R55 LA root S 7E shell AN T Ay 4
#systemctl start snmpd.service
B S5 AR R G0 8 e B 3T aRis AT n T i 4
#systemctl enable snmpd.service
(R &
%15 snmpd Ik 55 LA root B3 7E shell #EAUTT 74
#systemctl stop snmpd.service
W B AR 55 FAE RS8R sl e F AT IRIE AT, I a4
#systemctl disable snmpd.service
H R RS
# J3 snmpd Ik 55 LA root B 37E shell AT 4
#systemctl restart snmpd.service
2% 245 BRSSP B S kg5 . EAE TN E, mcHiF bk, &
FUT 4

#systemctl reload snmpd.service

X 2x184T snmp Jr 55 L E BN E .

7.1.6.3. BLE Net-SNMP

(G

FUE L Net-SNMP AE I R FIBCE, YW /etc/snmp/snmpd.conf Ft B S
R T e IR S5 2R AR R G VIO A ERIA T snmpd.conf U R & TE
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B, IEAT DR A —AME G AR T B S S

AT FEEANABAE WHMES: RERSE BHIENIE. G XA E
B MG R, 1EZ 0 snmpd.conf(5)FMii. BbAb, 7 net-snmp HAFEHA
— M4 79 snmpd.conf HSEHFER, AT LAR SR LASE B.J7 WA U AC & .

i EVE B2 net-snmp-util 2AF G 0 A8 2 %E 4 REAE FH A B R 1
snmpwalk SZFHFE T

#systemctl reload snmpd.service

BWEARGER
Net-SNMP @It RAM IR T — AR RFE L . HW1, 1 E snmpwalk
12 s B BRI E R G

#snmpwalk -v2c -c public localhost system

BN R, sysName X R4 B N FHL4 . sysLocation A1 sysContact X %
A] PL7E /ete/snmp/snmpd.conf SCAF# i 4R syslocation 1 syscontact FJ{E #% AL &
4

syslocation Datacenter, Row 4, Rack 3

syscontact UNIX Admin <admin@ example.com>

EBCE A, BTN E, JREEEXIZ1T snmpwalk Ay LR
M B2 AR

#systemctl reload snmp.service

#snmpwalk -v2c¢ -c public localhost system

B B AR

Net-SNMP AREL PR 7 SC KT A =N R SNMP B ATPAMRRA (1
A1 2¢) IS FH A HR AR A1 B0 S AR B0 IR o 1% AT R AR AR AR 28 7 i S
MREF 2 R Z WS . ZFrF RN EHA RIS, KIWARA R 2R,
SNMP W5 3 Wi SCRFSEH 2 M B P YGIEFE BN . Net-SNMP AL
X HF SSH ifiE, A X.509 uE+5#) TLS IAUEF! Kerberos AiE .

B E SNMP RRA 2¢

ERCE SNMP JiiAs 2¢ HI#IX, 7E/etc/snmp/snmpd.conf Fit & X4 1 H RO
FEXEL RW #EX 4. Fa 2 Mk =2 W R
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directive community [source [OID]]

Hrr, community Z4# F#H [X 757 5 source A& IP #ihik 8 ¥, OID X SNMP
PEHEHEDT iR @ . Fan, R pTE X PR At Rz R MU A, %K
R AR T F B L B4 X 75 B “kylin”s

rocommunity kylin 127.0.0.1 .1.3.6.1.2.1.1

fi ] snmpwalk 5% I EIN-v Fl-c ZH00] LLHARC & -

#snmpwalk -v2c -c kylin localhost system

B E SNMP kA 3

PRCE SNMP A 3, {# ] net-snmp-create-v3-user i % . Lhar s sk H
#l/var/lib/net-snmp/snmpd.conf Fl/etc/snmp/snmpd.conf A, XA AR LAY
AP IERA A . {E =, net-snmp-create-v3-user 72 R A RBEB A IZITIN 4 e
BAT. FHPRFIEE 7 “admin”H 77, ZiS“kylinsnmp”:

#systemctl stop snmpd.service

#net-snmp-create-v3-user

net-snmp-create-v3-user -2 ¥ I rwuser 84 (YR ALK -ro iy 4T L TUfH
H rouser) #l/etc/snmp/snmpd.conf FFIF AN rwcommunity F1 rocommunity fr#% 3
LEIGE

directive user [no auth|auth|priv] [OID]

Hrr, user &4, OID /& SNMP 24tV . BRIMEDIL T, Net-SNMP
AL o CIEE R AL AR (auth JET0) o noauth I A] DL S VR A 1E
3K, priv 1% 55 A58 FH D0 % ,authpriv Ge TS € 18 3K 0 20038 3 432 U [2] 5248 0 2%

B, TH—ATRRE T HF “admin”i5 5 U5 7 BB -

rwuser admin authpriv .1

RTIARE, EEMHP HEXTE A snmp H3X, EiZHZX NI
snmp.conf {4 (~/.snmp/snmp.conf) , fFHIT T4

defVersion 3
defSecurityLevel authPriv
defSecurityName admin

defPassphrase kylinsnmp
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snmpwalk 7y 2 7E 2 A QI 2 i IX S AR E

#snmpwalk -v3 localhost system
SNMPv2-MIB::sysDescr.0 = STRING: Linux localhost.localdomain 3.10.0-
123.e17.x86_64 #1 SMP Mon May 5 11:16:57 EDT 2014 x86_64

[output truncated]

7.1.6.4. KR EAEERE

BT BLIBE 5 2T 25 A8 R E RGEHY Net-SNMP RERZE SNMP Prist L3R4 T %
FREREAE S . BbAh, mr L@ A RE 23 RPM WIFIR, RE4HTIZ
FTHIHERE SR A R SR R T

ARFTERML T LT OIDs 7E SNMP _E FIPEREMEIR - (B E & 4t £ % % net-snmp-
utils BAEAL, IFH P2 U5 SNMP W, 2 7.1.7.3 Bt BAUR ik r .

TR B

£U.45 Net-SNMP [ Host Resources MIB $& 41t | F ML P i B4 7 A A AL A 4K A
BLE . & 7-3 WA OIDs &4 1 7£ MIB ' AJ LREUP A [F] ) OID.

* 7-3 7 # OIDs

OID Ei:3%)
—W ARG E S, WisiTHE, H

F E’Jiﬁz H, st EmsE .
HOST-RESOURCES-MIB::hrStorage | ‘.75 A A7 A1 SO F 405 A S LR
B8 BT AL BRSP4 U 2% A S A
RAIMFNER.
HOST-RESOURCES-MIB:hrSWRun | & Fif5 IEAE 18 4T FIBERE ) 512
B EHFERT R NEM CPU RilE
o, i X Sk B T HOST-
RESOURCES-MIB::hrfSWRun.

HOST-RESOURCES- 5 RPM HlE FE 513

MIB::hrSWlnstalled
7t Host Resources MIB H', i —Len] H TR R AT H{E S SNMP £, T
T 5751 H 7 HOST-RESOURCES-MIB::hrFSTable:

HOST-RESOURCES-MIB::hrSystem

HOST-RESOURCES-MIB::hrDevices

HOST-RESOURCES-
MIB::hrSWRunPerf
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~1% snmptable -Cb localhost HOST-RESOURCES-MIB: :hrFSTable
SNMP table: HOST-RESOURCES-MIB::hrFSTable

Index MountPoint RemoteMountPoint Type
Access Bootable StorageIndex LastFullBackupDate LastPartialBackupDate

1 A "" HOST-RESOURCES-TYPES: :hrFSLinuxExt2
readwWrite true 31 0-1-1,0:0:0.0 0-1-1,0:0:0.0

5 "/dev/shm" e HOST-RESOURCES-TYPES: :hrFSOther
readwWrite false 35 0-1-1,0:0:0.0 0-1-1,0:0:0.0

6 "/boot" "" HOST-RESOURCES-TYPES: :hrFSLinuxExt2
readWrite false 36 0-1-1,0:0:0.0 0-1-1,0:0:0.0

% T HOST-RESOURCES-MIB 1] ¥ % {5 & , ® L & F&
/usr/share/snmp/mibs/HOST-RESOURCES-MIB.txt 3 4,

CPU N5 B

UCD-SNMP-MIB [k 2 £ 5 4e 1 Ge £ /& il . systemStats OID $2 it 1
— L b T SR A TR

#snmpwalk localhost UCD-SNMP -MIB::systemStats

¥ 9 52, ssCpuRawUser,ssCpuRawSystem,ssCpuRawWait F1 ssCpuRawldle
OIDs 2t () THE B R E R Gi s 3 A0 TR 1 K () A0 P 2RI [B] 76 N A% 7 1R] 5l
FAE B /0 I AEH A H . ssRawSwapln 1 ssRawSwapOut A i i€ R4t N A7 72 1
PRI ARH A .

UCD-SNMP-MIB::memory OID TR 2 7] i N 1715 SN free 220

#snmpwalk localhost UCD-SNMP-MIB::memory

UCD-SNMP-MIB ) #3477 & 7] Fit). SNMP ] UCD-SNMP-MIB::1aTable
2B 1 %, 5 AN 15 4 i B ) s

~]% snmptable localhost UCD-SNMP-MIB::laTable
SNMP table: UCD-SNMP-MIB::laTable

laIndex laNames laload laConfig laloadInt laloadFloat laErrorFlag

laErrMessage
1 Load-1 0.00 12.00 [¢] 0.000000 noError
2 Load-5 0.00 12.00 o] 0.000000 noError
3 Load-15 0.00 12 .00 2] 0.0000060 noError

A RBFREELAS S
Host Resources MIB $&{f: X KA R RK/NUE G E . BN RS (UL
% WA fE HOST-RESOURCES-MIB::hrStorageTable & H A —MAH:
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~]% snmptable -Cb localhost HOST-RESOURCES-MIB: : hrStorageTable
SNMP table: HOST-RESOURCES-MIB::hrStorageTable

Index Type Descr
AllocationUnits Size Used AllocationFailures

1 HOST -RESOURCES-TYPES: :hrStorageRam Physical memory

1024 Bytes 1021588 388064 ?
3 HOST-RESOURCES-TYPES::hrStorageVirtualMemory Virtual memory

1024 Bytes 2045580 388064 ?
6 HOST-RESOURCES-TYPES: : hrStorageOther Memory buffers

1024 Bytes 1021588 31048 ?
7 HOST-RESOURCES-TYPES: : hrStorageOther Cached memory

1024 Bytes 216604 216604 ?
10 HOST-RESOURCES-TYPES: :hrStoragevVirtualMemory Swap space

1024 Bytes 1023992 0] ?
31 HOST-RESOURCES-TYPES: :hrStorageFixedDisk /

4096 Bytes 2277614 250391 ?
35 HOST-RESOURCES-TYPES: :hrStorageFixedDisk /dev/shm

4096 Bytes 127698 0] ?
36 HOST-RESOURCES-TYPES: :hrStorageFixedDisk /boot

1024 Bytes 198337 26694 ?

HOST-RESOURCES-MIB::hrStorageSize 1 HOST-

RESOURCESMIB::hrStorageUsed H ] ODI 4 F Kt 3001 R SRR 4 7%

=N
EHo

I/O ##5 £ UCD-SNMP-MIB::systemStats I UCD-DISKIO-MIB::diskIOTable

RRESE AP EERAL T E A EdE, 5P OID A diskIONReadX
diskIONWrittenX FHA2 40158y, H 78 K403 S B0 i BUR 5 N B 25 1) 7
%‘ﬁo

~1% snmptable -Cb localhost UCD-DISKIO-MIB: :diskIOTable
SNMP table: UCD-DISKIO-MIB::diskIOTable

Index Device NRead MNWritten Reads Writes LAl LAS LA1S NReadX
NWrittenx

25 sda 216886272 139109376 16409 4894 7 ? ? 216886272
139109376

26 sdal 2455552 5120 613 2 ? ? ? 2455552
5120

27 sda2 1486848 c] 332 o] ? ? ? 1486848
]

28 sda3 212321280 139104256 15312 4871 ? ? ? 212321280
139104256

I_JQ%,TEI I
Interfaces MIB 2 2& % %12 B . IF-MIB::ifTable & 7 —4 SNMP %,

ARG LA O B A RO B T BRI R A AN H . N
TR ifTabel (UER 7251, E&EoR T RS LAY BRI 4% 1

#snmptable -Cb localhost IF-MIB::ifTable

WX 28 378 B S MR 3 IF-MIB::ifOutOctets F1 IF-MIB::ifInOctets #&fit . T i SNMP

AR R ARG LR MR O .
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#snmpwalk localhost IF-MIB::ifDescr

" J& ) Net-SNMP

Net-SNMP HEEA] DAY J& 23R AL bR I A2 R G 2 B T . X A4S 28 Ml
RIFAVE R Ir) /R SRS AR R o 9, AR FE WA RG R 15 0 80F 5 bkt
TEMBIIERRAS R A, HEEA B2 FE N REERF LT 8000 4
BN 15 B IS 2 b 2 N R e A A B R R A R R R
RGMEEE, XMW ARVFEAF B Sz F SO0 X RS Re rT AL (i,
1 h0 10,000 2545 B3G5 471 24 & 100,000 .

ALFEER AT LI i R 55 28 R E R R VIO B— SN Rt SNMP ¥
Net-SNMP AREEUUSR RN FH & . A U720k RAREE fI IR F . AT
AL shell IAMTATIER] Perl flfF kY BACHE ., (RXARGH net-snmp-utils Al
net-snmp-perl £ V& %2 %%, [A H P #5877 SNMP ##

f ] shell JAIAY" i€ Net-SNMP

7 Net-SNMP fRBE{R 4t 749 & MIB (NET-SNMP-EXTEND-MIB) , ]
DLHH >k & W AE = 1) shell I A . ZL4E € 1) shell A Skiz 17, W LLAE
/etc/snmp/snmpd.conf CAHEH extend 84 —HE X, QB IRHLIR HAGAITE
SNMP & WAEA it o N R E] 7R 7 X AL, AR E R R
httpd JHEFE I EE .

ER:

Net-SNMP ACEESEfit | — AN @ IALHLEN proc i &t A HEFER . B2 HI{E
ST PAEFE snmpd.conf(5)FM 7T .

NI shell JIA 118 H RS & AE 25 7€ IS 18] s R 48 FI8 47 1Y httpd EFEE.

#!/bin/sh
NUMPIDS="pgrep httpd | wc -I'
exit SNUMPIDS

N TAEIEA AL SNMP ERTH, #HBIAS S 2] K58k e BRI E,
WE AT HATAL, FGIN extend $i54 F/etc/snmp/snmp.cof A4 ARIN extend 154
kg T

extend name prog args

name s AR extend [ FRFH, prog /& EIZATHIRERY, args /AL AREITFINS
o #lan, iR LY shell A S ) 2 /usr/local/bin/check apache.sh, FIH
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T84 SN A 2] SNMP #

extend httpd_pids /bin/sh /usr/local/bin/check apache.sh

A AT LAZE NET-SNMP-EXTEND-MIB::nsExtendObjects H1 25 i) 5,

~]% snmpwalk localhost NET-SNMP-EXTEND-MIB: :nsExtendObjects
NET-SNMP-EXTEND-MIB: :nsExtendNumEntries.® = INTEGER: 1
NET-SNMP-EXTEND-MIB: :nsExtendCommand. "httpd _pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendArgs. "httpd pids" = STRING:
/usr/local/bin/check_apache.sh

NET - SNMP - EXTEND -
NET - SNMP - EXTEND -
NET-SNMP-EXTEND-
NET-SNMP-EXTEND-

read(1)

NET-SNMP-EXTEND-

permanent(4)

NET-SNMP-EXTEND-
NET-SNMP-EXTEND-
NET - SNMP - EXTEND -
NET-SNMP-EXTEND-
NET-SNMP-EXTEND-
NET-SNMP-EXTEND-

MIB
MIB
MIB
MIB

MIB

MIB
MIB
MIB
MIB
MIB
MIB

rinsExtendInput."httpd_pids" = STRING:
i:nsExtendCacheTime."httpd_pids" = INTEGER: 5
rinsExtendExecType."httpd_pids" = INTEGER: exec(1)
rinsExtendRunType."httpd_pids" = INTEGER: run-on-

rinsExtendStorage. "httpd_pids" = INTEGER:

rinsExtendStatus. "httpd_pids" = INTEGER: active(1)
:insExtendOutputiline. "httpd_pids" = STRING:

(insExtendOutputFull."httpd_pids" = STRING:
rinsExtendOutNumLines."httpd_pids" = INTEGER: 1
rinsExtendResult. "httpd pids" = INTEGER: 8

rinsExtendOutLine. "httpd_pids".1 = STRING:

TR, B ENER ORFIFREMEN &) , HEARM oy 7 47 5
KM, NTERBHANZEEE, extend 544 T AFKSH. Hlan, T
FEVAS T AR T 52 VE B R 748 B I RE AR 2, JF HARR f Y — A SOR AT R oK

TR

#1/bin/sh
PATTERN=$1

NUMPIDS="pgrep $PATTERN | wc -I
echo "There are SNUMPIDS $PATTERN processes."
exit SNUMPIDS

2 b R B AR B #% U ) /usr/local/bin/check proc.sh R, AT R
fete/snmp/snmpd.conf LA 4842 7R H httpd F1 snmpd FEFEEL

extend httpd_pids /bin/sh /usr/local/bin/check proc.sh httpd
extend snmpd_pids /bin/sh /usr/local/bin/check proc.sh snmpd

N BB B8 snmpwalk 4% nsExtendObjects OID F % Hi :
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~]% snmpwalk localhost NET-SNMP-EXTEND-MIB: :nsExtendObjects
NET-SNMP-EXTEND-MIB: :nsExtendNumEntries.® = INTEGER: 2
NET-SNMP-EXTEND-MIB: :nsExtendCommand. "httpd_pids" = STRING: /bin/sh

NET-SNMP-EXTEND-MIB: :nsExtendCommand. "snmpd_pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendArgs."httpd_pids" = STRING:
fusr/local/bin/check_proc.sh httpd

NET-SNMP-EXTEND-MIB: :nsExtendArgs."snmpd_pids" = STRING:
fusr/local/bin/check_proc.sh snmpd

NET-SNMP-EXTEND-MIB: :nsExtendInput."httpd_pids" = STRING:

NET-SNMP-EXTEND-MIB: :nsExtendInput."snmpd_pids" = STRING:
NET-SNMP-EXTEND-MIB: :nsExtendResult."httpd_pids" = INTEGER: 8
NET-SNMP-EXTEND-MIB: :nsExtendResult."snmpd_pids" = INTEGER: 1
NET-SNMP-EXTEND-MIB: :nsExtendOutLine. "httpd_pids".1 = STRING: There are 8
httpd processes.

NET-SNMP-EXTEND-MIB: :nsExtendOutLine. "snmpd_pids".1 = STRING: There are 1
snmpd processes

®5:
BHOR A IR L 0-255 RYYEFE . )T 256 AOfE, Bnl DA A BAS i)
Pt (BN TR D By AR AR T

72. BEMEEHEXMH

HEXF2EE RGE B, RN, ks Bisfr N T .
ANEE HE S ARBE S, Flan, F—FE0A RS HESF, —F R 2H
TAeE RN I, AT E S HE X

i A O 2 4 1) ) e, 4 S RN AR SR B e B R R PR AN ) 6 5%
Raint, HEXHRZAEEAHT .. AEHEAERE T IR H E X, T iE
HESCHE, UURAEHEHFREET 4

— e H E SN 4O 1syslogd 5P BEREIE . 1% rsyslogd SFHPHERE &
B AR sysklogd E‘J*Wiﬁﬂiﬁﬁ, IR ft Ty RIS NESS, W ENE RS, S Fh
W B e T, N R ARS8 5 TCP B8 UDP WMSGHAT A5 - 75 BV B ) 2 rsyslogd
5 sysklogd 2 FEA

H E AR LU journald sE4P iR AT B B, Z5r 9 i RE A2 systemd HIZH
. journald ~FH#FEMIR RAHEHE, NWZHEHE, Y146 RAM AL E
WA sV BN bR BT B, DL IRSS AR A R Y, XLl B
BATER G, RGP . A H B, B R AN R 5] k) 5
i, ool TR, FRRALE R ERAE, T H e AR A TR EEH P ID BT
15 5. H journald A B H ESCAFAEBVAE O T AR —BEAAER, HEXHR
PRAFAE W A7 B/ run/log/journal/ H 5% N HIFAE M IX . il k&R £ 50R T H AW
17, UEIERN R EWRE, RFFICTRMER. H2, WE W U AR5 25
7.5.5 fERERFEAAAG . AT EAE R, B2 75 HEE.
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BIANEH T, XWMEx LEIFFAEEM RS journald SFH TR & fF o ]
A FETH, Bt 7 LEOH T @ g4 B EE B s . @
journald B [ B8 4% % K 3l /run/systemd/journal/syslog %7, B LA rsyslogd
BE— DAL PR . SR, rsyslogd BRIAEIT imjournal i ABEER, M 1 _EIR
MERT . BIERLMEA omjournal HELM rsyslogd #| journald 7EAH & 77 M) A%
iR . 2 W.7.2.7 Syslogd MRS A H EWAS H . SRS T SCA I H & S8
— B 7 SR ZEY, DA OR AT BE 1 R AR e Ble B8 T rsyslogd [RFREZS
o F4b, &R CLH S5 — B k% R 4E P rsyslogd H&E . (Z 1L7.3Syslogd H
HEED

721 HEXHRIMLE

V2 rsyslogd 4E4 1) H & SCETE /ete/rsyslog.conf BC B S AF Hidsk . KL
(1) H B /var/log/ H3 T o — 288 AR FP 4140 httpd AT samba 7£/var/log/ H 3%
THHBACKHBEX.

AT RETE R BfE /var/log Hsx MA 20 HE A T 5 BT ANE ()
4, cron-20100906) o IXLEHCFARGINFE B H ST A AER. H &SR
B8, TLHEK/NAES K K. Logrotate 45 T — N5 G4E5, & A LURSE
fete/logrotate.conf Bt B K H 2040 B H & SCHF, ZHC B U 7E ete/logrotate.d/ H % R .

7.2.2. Rsyslog FIEREE

Rsyslog ) 3= Zhc & S 72 fete/rsyslog.confs 7EIX L, &R LAIE E 4 /e 4,
RN JEA R AN SRR 53 eAh, R T] LU PR i N R (UL
#ZIRD .
7.22.1. g

RN s i) —i 5, BiEFERGHEH BN — T8, ULATEhH—&8
g, "E R R IR B BT 4 o EAERE F /ete/rsyslog.conf IR B SO & SCRLI,
FE—AT RIS & SO IERR AR, FH— AN B A8 Bl R 55 73K

IRAE ik B, rsyslog BUAETRME T AER T IR G HEWE . "THRE
PEITVE, Al U E/EE TS, T s MR, AR TR N RRA IR IS RS

WE/ETREH T IESH

s i P AT A BT B R0 5 ok IE R 4 H ETH B 2 T B2 Tk
R e, HIdIE syslog M BEET A KM HASBREENILER. o)
AR, HMEH LRI

FACILITY.PRIORITY
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> FACILITY #&5E —MFEM 7 RIORENRHEHE . S, Bt R45
ReFRFTAE S IBAH DR RS H B B . FACILITY AT DAL BA R 72 — (8
AR REIR:
kern(0),user(1),mail(2),daemon(3),auth(4),syslog(5),lpr(6),news(7),uucp(8),cron(9),a
uthpriv(10),ftp(11),F1 local0 through local7 (16-23).

> PRIORITY f53E &4t H & H 2 M5, PRIORITY A LLHH PAR K47
Z— (BB KER:
debug(7),info(6),notice(5),warning(4),err(3),crit(2),alert(1), 1 emerg(0).

ERTRIERYE € LECE R SOE ARG HEHEE . B bEES (=) M
AR, ETa e MR e R4t H G Bkt b, B FAh iR 5e 0r 4k 2
o AHR, RAEREFZATA—A (1), EER T IEMAERNIITE R HEN

S|

VAN YY)

b FIRTRE ST, AT RME A S O kg A WE S ESR X
R T RN E RS, E5 25 « WA s IR &I gis
JE H OGBS none. B MR KMRAX D KNG

PO AR EMMES, FES G ) Bellstt. BE—ThE X2
T, Has G ) 2R, FE, fERBSAER TR E 550 i rE 7,
BAT LR OR B A B S IR

. WE/ETHERNTIES

DL A& AT 7E /etc/rsyslog.conf H 45 8 ¥ B /3% TH0 S0 2 it S8 48 1 LA 137 =491
To BIEFITANAERNITANZRGEHZHE, W0 r sC7 200 &S0

kern.*

WRETA I RS H SR, MR crit 80w, AR

mail.crit

R HTAT ) cron H G EER 7208 info AT debug . {340 4% 2

cron.!info,!debug

EHT R MR 988
FoT @t RS T LR I AR AT R PR U R 4 H AETH S, W timegenerated
8{ syslogtag. #&] LUK REAMEE B HEAME LLEL, XEEMBE S WK 7-4 T8
PERI LR . B4 A LU AR A 2 X 0 KN 1.
ETEMMEESRLVE S GO HHG, & OxdyEds, THD N EE:
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:PROPERTY,[!]COMPARE OPERATION,"STRING"

> PROPERTY 7€ X 75 Bk e i) Ja 14 5
> A[ERVENCGS (V) iAf i LR E . TR MR uE s H AU SR

HoAt A /RIS 54T

» COMPARE_OPERATION J& 1€ X | HBHRE, %K 7-4 F T RN
LB 2 T M 1 LR A

> PR E EUE, HREER SRR 2 E LA 55
K. A THHELERFRFRE S BWm—515 ¢ D), HRRHTER

\) .
R 7-4 BT RAER LR
Compare-
description
operation
Contal R SR AL 15 B 2 5 A AT 20 AN BT S L R SR J P 7 4+
ontains
FAHULEC . EPAT RN ERURAILLES, 161 contains_i.
_ | HOBLHR AL 7 B A SCAR SR BE R R PR - AT H o I PAMEL A 0
isequa
K JLRL.
e KB PR TAF B AR B BT AT RS IITEC . EHATA
artswi
TR NS e, (4 startswith .
HEBHR AR POSIX BRE (GEAIENIZRIA ) AISCA P2 i
regex .
JEVE AT R
HEER BER POSIX ERE (F JEIEMIZRIA D) MISCA fr 2 £ 1)
ereregex .
JEVE AT R
oot KEzEtE et e [EREFR. A H L EdEn,
isem
Y Ho— Lo AT REMOE TS, XA R A

2. ETFRERITIES
PLF J& A {E /ete/rsyslog.conf 5 %€ 3 T J& P )t S8 28 1 LA 5 7ETH B SO
BEERPEEE error FRARPIHE, WFHIR:

:msg, contains, "error"

e A N EHLAA D host] SRR H ETH R .

:hostname,isequal,"host1"
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R H B B AR fatal A error L& H 22 [A] 04,

:msg,!regex,"fatal .*error"

FETREA S I8

BT RE A IEHARE w LEA, M/RSFA R EEERGHEHL.
BT RIX AL JELALH rsyslog H O HIATE 5 8 A RainerScript JHIAS, 7] DAfA 2
IR

B AT RIE AR ST

if EXPRESSION then ACTION else ACTION

> EXPRESSION J& &R ZiH FHREN. flln: Rk
$msg startswith DEVNAME' or $syslogfacility-text == local0'#& 1] LA g L Z A4
Fika, i and B0 or #IEFT;
> ACTION Jg E AR IR FIE IR BN HEZHATHIENE . AT PG — A
—IEE, RS RIES FMERE R AR AIEA;
> AEHATHOMG, BT RIAFUS E RS O T if fRoR . SCHEY then 7
JF EXPRESSION Al ACTION. (¥, tHa] AT else SKdi & MRLE B2 4
RFAAGA B 2 Z AT
BT RAA RIS, T DA KHE 5 BB A8 1 S At B il . i F3Rkak 53X
ML pEds . BT DLL A Rk s A B /2 T g g ds . o —
[, T EPER I Eds, A#IAEIX B . RainerScript SCHFREE BREL re_match O
F re_extract () [YIENFIE,
Epl: BT REXRTIBE
THMRE RO EHMREZM. progl F2F OV H & ST B T1H
S “test™ A4 B B PNANSCAE
if Sprogramname == 'progl' then {
action(type="omfile" file="/var/log/progl.log"})
if Smsg contains 'test' then
El:gtiﬂn{typez“umfile“ file="/var/log/progltest.log")

action(type="omfile" file="/var/log/proglnotest.log")

}

B2 HRT T REAAIL IESR S H AL R . RainerSeript JAIASZ rsyslog
Bric A SRR, ES7.2.3 A HH BB E AL
7.2.2.2. TN
1T R T BRI B 4 o R IR — 28 m] DLEE BRI RN g S
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E:

& syslog 16 B2 HE

FEAT AR syslog JH BRI HE . X2 BT e 1R 5
% o

FILTER PATH

FILTER X35 F Pk £ 00 H bR SO B8 45 filan, i Rl ik 3
() corn syslog ¥ 2R J5 K H A7 £l /var/log/cron SCAFHT .

cron.* /var/log/cron

BOATEOL T, H AR A A 240 H S B R F2E . 8 a5
il (O AR AR AT SRR 2 B s [ 2D«

FILTER -PATH

HER, BRRSAEER, MRRFRZIEKEAT . HE, Xk
R REPERE, FRal R R TR P 27 AR AR E PN H B E 2

AR WS AR o] AR S BB o S SUF B — e SRz, 1k
I ERR B PRI I o BSOS ARAR T BT SR T B R AR K o Bhas St
AR NS (2 ) TSR ER:

FILTER ?DynamicFile

DynamicFile J& —/M4FR. 05T T0E AR H B ldm i g1t . &
DU BT S ATER (- SREEHIFZD, BT UERH —NE 520 B 2 Bk
G oo

LT PR X Window R A%, a0 SEREFE 8 B SO A2 A7 72 1) 248 i 5
/dev/console B, F 4t HE WM B AIE B brdEdm ) (il FRRIR I 2 im Ab 3D 5% )
& (f# F4EFFRF)/deviconsole H-AbEE)

TE I 4% K& A syslogiH B

Rsyslog f & ] DU IS M 4 Ak A R4 H EH S . IhDhRe R ir e —
EHREHZ N EVNRAHEHE . BHK syslog 11 B2 THEANL, HEH
DN

@[(zNUMBER)]HOST:[PORT]

> @B R syslog I B kE R EIEH) UDP B 4L,
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> ‘@@ 53RN syslog H BB KB TCP Pl i E 4L

> H[IETT ZNUMBER W B X 241 HETH S zlib J£45. 1% NUMBER J&
TR RIEAE S0 ON 1-FAK R 9-Fe k) o JEZEHE 25 F B i rsyslogd 7, WA
AEAT R 4 3 28 Y B2 R4, W BT 60 F 5 A 23 4 5

> HOST J& & XA~ EALIETE syslog 1 2

> PORT J&M & L FE ML

> MEHLE LIPVe Hutk, FTFESHEHEE (D .

Sl @I PIAE R IE syslog TH S

AT izl 2% GEER, IraEEERTm A — M inseds, Hugse e
AT EEE) ¥R ASHEREBNEREN %5 7. ZiEi UDP hil,
W B K E) 192.168.0.1.

** @192.168.0.1

8 6514 i 1A TCP #h3CH I B 5% % 31| example.com:

** @@example.com:6514

TN EAE1E B LA 2lib (9 R4S , ¥ HFE K& 25[2001:db8:: 1], 4L % f# | UDP
e

** @(z9)[2001:db8::1]

M HEAE

o R TE 3 S TR H SR RT DU B i KRN o X0 H SR B
EEERHN CEREAER, E27.224 HERE) . fiHiEEEA LEXT
W EBEENEE LS. i E B Soutchannel 5 4 & X o ZE X
fete/rsyslog.conf fai HiIEE, 150 H LT iEE:

$outchannel NAME,FILE NAME,MAX SIZE,ACTION

> NAME JEPEFRE 1 i 1838 X 44 FR s

» FILE_NAME JEIH485E 1 $th S04 . S thimiE R aes A2, &
BEIE, %y, BFHAMEERHH

> MAX_SIZE J@&14a e 1 30T UK oK/, BL 5 9 B

» ACTION J& M€ 3 B R KN IAT s

> B E R TE R RN B —AMT N, R
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FILTER:omfile:SNAME

S HLEE B SR
T R A A T s R H SR . B 2

$outchannel 52 5E X :

$outchannel log_rotation,/var/log/test log.log,104857600,
/home/joe/log_rotation_script
5 R R £ A AL e I T syslog YH 5., SREGH B ST e & %

*.* :omfile:$log_rotation

— H R (ZEAHBIF 100MB) #7iX%], /home/joe/log rotation script 2 # K,
1T o AT DL B AT AR A ST R 8 B A SO R N 4, B BRI N 2, B
maioy)1]]5 e

Ri% syslog Y5 B A% & A P

rsyslog JHISHEEH P 44 syslog 1H B RIEZIFREMAH P (InAZESL]: 45
EZATR) « BIREZMHF, HiES () 28BN %, BHEBEKESY
MERMIrEH, (THES (9

PAT—MEF

rsyslog P LU i€ 1) & 48 H B B HATHE R, I system O W FHAE shell
HHAT IR . RS MR RPUT, H () FRATS e ik, fhE
— AN B S 2, IR AL 36 248 E AT AT S E N — MT S

FILTER "EXECUTABLE; TEMPLATE

IX Bk JEARIR A5 4 H ol B EXECUTABLE 48 & [OF2 /7 47 Kb B2 JX AN FE
J7 ] LLRATAR A RO AT AT SO S AR () 44 FR 5 #t TEMPLATE.

Sl PATERR

FE T EE -, BRI e RE T R HEH S, Hikads
template AR VCHCIFAE NS EUAL LS test-program F2F7

* * Mest-program;template

B
MAEAR] FE NS BB L AE R shell $UATEAE, FIRESZRIMAIEN. W
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AT LA VRN BT € HIAT N EHAT AR P o 9 1 8 S AT A0 AT BE IR 22
R, 785175 EAE A shell $UATAT M,

i syslog H B BIHHE E

I AR E SR, ERNRGEHEHETUERES ANZIHEEEX.
Beds PR 5 AT BEE AN T

:PLUGIN:DB_HOST,DB_ NAME,DB USER,DB PASSWORD;[TEMPLATE)]

> PLUGIN 45 E K, IXLdli vl LA BB e S5 A (9l
ommysql ffiff) -

> DB _HOST J& 4 F5 & H0H & 1 E WA s
DB_NAME J& %45 7€ #4fs FE 44 ;

DB_USER J& 45 & #il FEH P
DB_PASSWORD J& P45 & £#s 72 FH - 1) %5 b
TEMPLATE J& 14455 7€ —MELL syslog 15 B AR .

HE:

HHl, rsyslog R 3ZFF MySQL F11 PostgreSQL ## % . A 1 ffiH MySQL #l
PostgreSQL 4 75 5 NIhfE, %% rsyslog-mysql A rsyslog-pgsql . M4, &
PRIGTEIE ) Jete/rsyslog.conf Bt B SO INZRAH B IR HR -
$ModLoad ommysql #Output module for MySQL support

YV V V V

$ModLoad ompgsql #Output module for PostgreSQL support

B2 KT rsyslog {5 5. 2757.2.6 {i H Rsyslog fHt.

Ji4b, AT UL A i omlibdb A5 B 5 (3 A A0 B0 A 0 (S HE
Firebird/Interbase,MS SQL,Sybase,SQLLite,Ingres,Oracle,mSQL) .

E3F syslog JHE

R FF IR BB (—) .

FILTER ~

FFAT N EE R R AT AR — B e B 1T, DRG0 S . iR
AEER— R EERHE, X2ARE AN, SWESEERER HE. £
FEERAE I 25 R T P A2 I G B ST (45 e L B AL B, e 31 B i 1R 45 SR
XA RIEAT NS R BRI - 157, — By B E 310 G A & S A i
1T WBEA IMNERIGRE

B, NP EFE T AR cron [ syslog ¥H &
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cron.* ~
EXEBATH
TR, B AVFRE Z MT . X —ERFEEIRE 2 MRE,

—MTNEERS AT, JFRMFS e (&) TR

FILTER ACTION

& ACTION

& ACTION

Ha i B MR T A L R MR, DRI R B T T A

7223, &R1EL

L JRTRARIEH T rsyslogd T3 R IECE LTI A0 A 18 2 ¥ e e
SCBRE, 1ZEH R rsyslogd SFHERR AT ABUEIE I . BT 4R TE4
WALLE TS ($) « RE—MEL R E. M2 — M2/ 1T,
HAg 7w 25 HEH B IR KA

$MainMsgQueueSize 50000

EAFR BRI R/ Z 50000 NMHE, TS EHTE Lo

& 7] ULE /ete/rsyslog.conf L B S & X ZAMEL - — MBI BT A B
BIRTIHAT N, BRE—NEL 00 —F g2 . 4548w LUK EAT
N~ BAFIANRER . B AT RO G B4R 2 e B8R AT LS AL SO . HAT, —
BB I EC B A N E AT & H AT DLERS IR 1H: (7.2.3 RN I ECE A 2O .
SR, A R Ta 2R N IS A S .
7224, HERE

I THI A& — AN ] 5[ /ete/logrotate.conf FC B SCA ¥
#rotate log files weekly

weekly
#keep 4 weeks worth of backlogs
rotate 4

#uncomment this if you want your log files compressed

compress
NI B TR BAT I E X e Ras I, HodE TR — AN H AR 23K

MR+, HESCHEFELE, 8 HECHRENEA 2, raries HE

AR gzip 4RI .gz BIRS . DS Sk PARATAT 23R, Ao piabs,
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Eiei BRI = R S5 IR RAE RAVI0 RAEHRFN
AT LU I H B e BRI, JE4 HO B AR 4 Jr e ) R I . 24
M, Bl AE/etc/logrotate.d/directory H & T N4 & 1Y H & TR 2 5 1 i &
SO, JFAERC B G B R T
N A2 — AN E /ete/logrotate.d/ H 5% T FC & ST HI] T

/var/log/messages {

rotate 5
weekly
postrotate
/ustr/bin/killall -HUP syslogd
endscript
J
12 I BC B 3R 10 A /var/log/messages H & SCAFE B . 7E ] BEFITE LT,
fEMiE M ERE GRS RIEE. ik, &M /var/log/messages H & AR LR
BT, AN A Rk e SR DY R o
e iR IAIER, R ARSI H SR B I E S s
> weekly-1H € HER & B E M, RS E a0
daily

monthly
yearly
> compress-ff BEFC T U R4 ThRE, KA 2 BFE R -
nocompress
compressemd —45 & H T 46 145 2 -
uncompresscmd
compressext —f & FH T R 46 4 &
compressopttions —fi i& F TAE 4512 77 1) e 4 e 1
delaycompress —iB Hi 46 B2 T — AN C 5 1 .
> rotate INTEGER 15 7€ | — 1 HE X S &R H, a8 HKH
B SO I BR ERHE 27 2B —NMRE e f il . R TR E 0, IHIH S ST R,
MAZRE.
> mail ADDRESS - Til, 488 2 ki) HE SO ik . SRBLR)Fia
A
nomail

maifirst-$5 & R A5 B 1 H S SO 2y, B H S SO AR 2y
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Maillast-45 7€ 20 H E ST HEET, 508 00 HE XA HEEF o 4H8E 2
REATIFIT, e 2 BRI I T
KT HC B I 52 B 48 2 P K S logrotata(5) T .
7.2.3. EAFHIRERKRR
L] LR v 2 I 55 A A E R G261 rsyslog BERIANTE L N AZEE 8 Wi, /14
FOBT IR E TGS . XM B EAS ) AR R S5 R, BB, i A RvrRhLy
TR GE A7 1R DL A R . EVEIG SR e 2 iE 1T RainerScript AN B AL P
PRI WM VNS RIS R, B BINLE /ete/rsyslog.conf FC B XA HEH -
RainerSeript & —FIAIES, BEMH TR ML F/FAEE FHIF LB,
40 rsyslog. RainerSeript &7 H 2K e LT RIEX S IERS, 0L7.2.2.1 i3
R O T 3RIA A B AR 1Y) #5715 . RainerScript 7F rsyslog7 A H1 5L 1 input
() Al ruleset () , HRVFFTid/etc/rsyslog.conf Bt B SCAFH S N IEE . HTHY
AR Z A FEZAET, ER BRI, ZEEASEL IS 4E), AN, 1T
9, AR, REERINE. e VO R o XSG R ET e, I PR AR B B
R E BRI EE A — D B E RN A LD ReAE BT IHEVE# AT LU,
A RAEHEE T LU
510 XUk B2 500 E LA
$InputFileName /tmp/inputfile

$InputFileTag tagl:

$InputFileStateFile inputfile-state
$InputRunFileMonitor

[ ) e A58 BT A e ELTE AJ R

input(type="imfile" file="/tmp/inputfile" tag="tagl:"

statefile="inputfile-state")

KR ZR AR E T HPZSHEHE, 7 arset, IF et 75
HIIZAT#E . A 2% RainerScript i& FJ S FHEE B, ES WAEL TR
7.2.3.1. B4

FRIFIRTE 2 2 41, rsyslog ACFRH S BN 2 SCo R HH a8 2% A A0 2R 2%
B BEHAT I ERVE A . 7E /etc/rsyslog.conf SCAFH I THALIN, BT BR800 DLA&E
ANFNTH B 0 R Pl o I R T 58— MU0, JRaks:, BRI R
T8 L 28 g A P 8 P B e B — ) & 5

SR, MR RT3 AN 5] 3 BURR R B o FE RN A v, 85T AR i) B e
MR szma, Rk P A\ BlOd I —H 0 BREE AT NIRRT rsyslog 1Y
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PERE . #rAguhid, HELeSR B yE S AN oLk o A VP Al AR B, SRAIR A st YR A%
EeT A kIS . 1E/ete/rsyslog.conf F IH KRN 4E € LU R s :

$RuleSet rulesetname

rule

rule2

25— M BE S E— DN ER 1, B0E BOANSEGER AL, 4 h -

$RuleSet RSYSLOG DefaultRuleset

rsyslog 8 BT HIBC E RS, input (O Fl ruleset OO WHEAPATHLREE . Hrig =l
(RN S 7 Jete/rsyslog.conf H17E S, U1 Fos:

ruleset(name="rulesetname") {
rule
rule2

call rulesetname?2

J
FHAE IR EE I BRIR ST B # rulesetname. 1Z N EEZ FRAGELL RSYSLOG FF
8, BIANEANSIRAEERER, 4t rsyslog /. RSYSLOG DefaultRuleset &
NXAE B RRUNAE, a0 5 B o AR SR AT . AE RIS R0
rule A1 rule2 &, %&AT LLE SO BE-#RAE A M. XT TR S48, BT URE
FIIUIE Eh PN 0 B R AR B B AT
SN S, BHREREEEH THAHmA:

input(type="input_type" port="port num" ruleset="rulesetname");

XHE A LLETE input_type WRAHIAE S, X2 EEERE L, BiF @
port num- ¥ 5. HASEL, 40 file 8L tag W] LA T48 € input O o FHFLNLE
(1) PR E 4 rulesetname. 5 — AN B AR BIBRAE LN AE FR i o, BRUAHEIN £
SRS o

7.2.3.2. Sysklogd AR5 ) Fe =

rsyslog 5% 5 WG IS -c 1R TR & A, (HAESE 8 WA SCRF, [FIFF, Sysklogd
XK Ay AT IR T LI B, 0 A i I X Lo Ay AT IR AL & rsyslog. {HAE, &H]
DU 22 AR RN R A L B rsyslogd SKARA 1% sysklogd BUKIAT Mo

4% 5 T AR rsyslogd TS 8.5 % rsyslogd (8) FTL.
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7.2.4. £ Rsyslog A%

FABIFH T1E rsyslog BIZHAF 2 [AfE 6 N 7S, M FEARERAHEHE.
TEBNBIMLE T, rsyslog REMS IR AL EE 2 AN ., FF 0] LA 2 AT 0 BANE BT
ZI N o rsyslog FIELHE LA W1 R

Filter

Engine

output

& 7-4Rsyslog H7H 2R

Toit rsyslog fHABHEEEIE S, B NE LT, REHHNE
FFEHEBAF . IS ST At A FEAL 8 2R AL B35
KU AL EE 28 2 — M@ AL JE 5 28, (R, 7E/etc/rsyslog.conf 7 SCHTHL I
FEFH o FET XGNP R A FE SR VT AL MR B AT - BT N ER EH D
IPHAT BAF o 1 S I A Z 1A% 356 BT N AL B B8 B 2 7 AE A N S o T, FEIX
— b, JUMT AR AR —AMEREiT. 8 TEANEB, —ANH B E I
S E  EZE RS ST
RABMTN—ADBAIIE AT RER) . MRIEECE AN, 1295 20T DLIE AR A% 2
AT R ZR AN @I AT BAS o X E BRG] (IR0 AT A . fEf H R R
WG OL T, AT ARSI ENPATEAS, — BN TR R RE S, AT b PR ES 3o 2L
RACFFH L, FREE.
25 LRI, rsyslog B\FIA PRI E : TLib Xt 5B EE A — D EHE
A B FR) AT 1T B AE 25 b R A 1 i AT VR S VR BB R AT o BA S P> 32 20 A
BEHR 24 i S AL B e :
> EATR ML MES, 1E rsyslog FS5 43 B AR 7= 3 AV 2
> BNV IFATHATIH R .
Rz 4, BAFIAT AR LARAS B 4 2 3 B B R N R Gt it R . X
SE 0 B IR IAE LR & 4
% 202 W/ FH274R



FoEN BRI R IR S5 2R E R VI0 RGE B 5 Tl

g%:

R A R AR IR —NE R, A AR R T 2B . anRAERBA
W, FINFHZE, BERIEA T R BH 3 B S AN FH ZE 1 S A . 7
WA BEHAT SRS OL T, X2 MmN a3, #lanfH IR SSH H &l %,
Xt R PHAE SSH Ulal . PRl i IR L3 il ] 26 2 O 380 H5 i P () i L sl
& AT NS .

7.24.1. 5E SLBAF

MR HE T S AEW AP, 23 A LR AL BA %1 direct, in-memory, disk F disk-
assisted, ) 728 F I BA 1) /& in-memory . & 7] LG BRI LR Hp 2 —{FE N+
EUHEBAF, BT DAERBATBAA . Kt R 1 S AU N2 /ete/rsyslog.conf A

$objectQueueType queue type

X E, AN EWH RS (H MainMsg Bt object) B TBAZ (H
action f8# object) HIIHIXE. H direct, linkedlist B¢ fixedarray (in-memory A
51D, By disk Bt queue type.

BRIA B E ETH B P\ 2 FixedArray PA%I, 5 KA7AE 10000 NH B $AT LS
BRI\ & N Direct PAF.

Direct BA 5

X1 VF 22 Al B aRA T, ldn, S N BRSO, ERAT RTE L — NS
FATER) . Ny TR, AT

$objectQueueType Direct

i MainMsg 835 Action &1 object,iX NI w] DA 7E 3 7 2 A Z B & P
AT BT X T direct BAFI, 1 B EALIE, B IRRMNA = F AL B 24 .

Disk FA%]

disk BABIAEAitri BRI RE AL SR B 2%, XA EAT = AT 52, {H 2 I vl R
P N B8 1. BT H TRk m B R E N H SR AR HE, K
ZH B R AR BT disk BAFI. ERE disk A%, ff/ete/rsyslog.conf FHEA
AT N2

$objectQueueType Disk

/1) MainMsg 5% Action X object, /Y5 AT LUHIZE 1: 98 53 DA FU Sk 4
FFM BB disk BB AERA, SRR 10MB. BEBRIA /T LU F
I B 45 AT
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$objectQueueMaxFileSize size

Hr, size For disk BAFIHIR /N 18 SCHTR/NR A R BRI T, rsyslog A
EHAN—TERNGIZE, RIS RN . disk BAS IR A Bl
P SCAFARVLEC . IX S i 44 T8 2 00 F BT

$objectQueucFilename name

XN EL B SRR T SRR RTSR . HOCHE BL T AN, B —
AT RGN
In-memory A%
£ in-memory BAFIH, HERAB)TH B CRAFAE N AR, AL XA AR R P
T 5 A EE R b R B OCAL,  HEBA B B AR R R k. H 2, AT DUAE A
$ActionQueueSaveOnShutdown 1% & FKALHT LrA7-ZHE - A P AP in-memory A
1
» FixedArray queue—BRIAMFZH BN, &K 10,000 oz, XFp
SRR BAF A FH 8] 5 T390 L O B R AF A F e R 4B 5T BT X B4R 4t
RIEEAZI N S s HFE— & B S . SR, FixedArray 34t 1 iz
ITIERE, SR AR YE EARX B D RSt RE, M BA B A B A 1 5
» LinkedList queue—X B, — MR BTG S # &30 L, Bk,
TPt 28 A AE 75 B 43 lic . LinkedList FBA 1 AL BEAR IR AR 98 R D AR H 4T«
E— BT, M LinkedList BAZIAHLL T~ FixedArray FA%1, ‘B {HFERE D
INAE, IR T AL FRIT4H .
BC# in-memory PAFI {5 B T T 115

$objectQueueType LinkedList

$objectQueueType FixedArray

i FHl MainMsg 53 Action &1 object,iX /i I AT DA AE 3= 1 S A A 5 & 1
17 B BAF .

disk-assisted in-memory FA 5]

disk A in-memory BAFIHSAH & H L & rsyslog iEEERT LKA IEA disk-
assisted in-memory A%, NIk, FCE —AIEH B in-memory PA%I4A J5 ¥ 0
$bjectQueueFileName 184 1] & XCNWEEL IR BRI SCHE 4 o IXANBABI B AS Al disk-
assisted, IXEFRFE in-memory PA%I 5 disk PA %I S P

W in-memory BAZ O EH FERHLEH EAZR disk BAZIBEGS . £
disk-assisted BAFI A, 7] DA A A 15 & disk-specific BY in-memory specific At & 24
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X AN (R BAF AT e 2 e I, BN AT RE QI RS AT I ANAS AT FE AR R Il
.
8 7€ disk-assisted in-memory BAF11# F so-called 7K E:

$objectQueueHighWatermark number

$objectQueueLowWatermark number

1§ F MainMsg 553 Action &1 object, X NI AJ DA £E 54 E A A1 5 &k,
ATTH B BAF . A RV NP SR S0 A number. 24 in-memory AL F]
T EKALE B, B ERE BB AR, FE— B L] in-memory BAFIK
N REEISRKEE X EE . IR BKENR 29D A DL ER R S #E, [
R T 7IH BN R, BONE NHEELSCH 2 A A 12 1 . BRIk, KA 2
LL B AN BA B 25 5 1 B SobjectQueueSize K. 1=K AL FIEE A& PAF1 R /N 2 T8] 1) 22 2 &
B B R KM & AR SR P X o 725 — 7, WOE mKAL AR AN b ZE 140
LT AR B .

7.24.2. EHAI

Fr A S8 1 BAB AT LL3E— 0 e L DA A2 S5 R 22K o S8 mT LA R LR AN [ 4
L ARAB AT AN T BT HET, H 20 Z2MAFISEATH, WAEL M.
Horb g — ek B W, HAE I TAEGARE B, SR BAFIAT A 2 s,
PRELEBHPEH . fEEmgagES, et rsyslog FITERE, 1HEZEHERA,
BB R G A SIIAT N .

B ##1l BA B K 7

T DARR i BA B AT DAL &9 B e, (TN iR E

$objectQueueHighWatermark number

f# Fl MainMsg (3 Action #1C object, iX AN 10 AT LA 7E 32 7 J2. BA 51 51 2 $4
AT RS FHAZIRT LLEL & i3 S8 H 248 number. 7T BLEE BABIHI RN,
A AR EATEL R A7 # BKAN o JEEEH 2 BA BRI RS2 BA B BRI A Z1 K /N Ky
10000, AT BAFIERIN K /N A 1000

Disk assisted BAZIZEERINE DL T A2 TCPR I, AREF R 2 Kam iR/, HA]
DA L2715 s R B A AT B P B = 1R), (E DR 1

$objectQueueMaxDiscSpace number

ffiH MainMsg 83 Action &1L object. 4BAFIMIEIGIT, HrilH B4 £ 57,
H RGBT T 2B 7 a]
ZHHB
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MBI RIE B —EREE, N T A AR, ] AERNF R EFA K EE
e S, PR RIAI AT E S HIHEE . B EF A K RAE 7] 1% %€ discard mark:

$objectQueueDiscardMark number

i F§ MainMsg 53 Action &1 object, X /NI AT PAH 7E = 7 S BAF 5 35 1,
ITHENS]. X, number F/REJHBNEFHBHEERHEHHEH . & CHFLLH
BB LT, MHMT:

$objectQueueDiscardSeverity priority

MR R R sz — (8—2) A priority: debug (7) , info (6) , notice
(5) , warning (4) , err (3) , crit (2) , alert (1) Fllemerg (0) . I
B, BB EFHHE G, E AR ZBAR IR KA S AR 2B F i .

188 FH B PR

A CARCE rsyslog 76—/ MFF € I TR] BOAGERRA S . A T IXANED, &) DL
il oy TAEBIHE S B o 2258 IRV, 36 0 L

$objectQueueDequeueTimeBegin hour

$objectQueueDequeueTimeEnd hour

AT LR E R M AHESE, DU/ N ic. AR 24 ANk, ASCRricE

BB TRERE

TARRREPATIH BB FRE BA o Blan, ETHERAS, — A TARLREM
1RSSR g A N BB M A S, R L HEBARIH S AT A . 247 2 2
B, —ANTAELER AR SAHENRERR —E8EN, 51— TIHL
e R Eh. e s, M.

$objectQueue WorkerThreadMinimumMessages number

FH B EE B AR number Rl wb 78 TAEZLAE. B0, number &N 100,
2100 ZMH B EER, — AN TARZARE T 4n . =k 200 M B BARS, 28
EATARLRE R30S . R, FHATIB AT K2 I TARZRE AR, Fr LU AT BARR
e R KR, N Ps:

$objectQueueWorkerThreads number

number XF AT HATIEATH TARLRLI BRI H . X TR MBS0, BRI
I AR, — AR TECSIG, ©e— BT Esan ol i
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BN, 41N s

$objectQueueWorkerTimeoutThreadShutdown time

FR I i) (LAZZFD AR B timeo HERSEA U E time, TN 237
FH 242 VAT BT UL B, TARZAR B L. S E i A -1,
LRFEHE A

B H B 5

AT EEERE, AT UABE rsyslog RN 2 BAB IV BT, B LB B
BUH 0 BB, A R A 4

$objectQueueDequeueBatchSize number

PRI R A BAB (498 B R e R3O H B e number. T8VERL  HEBASIVE S 2L
H B B E AR 2 1) TAR R RN 18 1T 2 S BUBCK I W AFTEAE =

Z 1B

BB PSR R EE S, R BLeiaiE I 45 5 I [) 1) e AR A
KSERBASIALEE, DL R 2K

$objectQueueTimeoutShutdown time

TREM time MAZMONRAL. IR —BURaE8H — Ll A R, TAF
LR TE AT B AL P, SR 2 ERAA . R, RAEFERE B E K. 51—
AN IS 1 T B8 AT AL A R 58 e i R Ak 2

$objectQueueTimeoutActionCompletion time

FEWCER time N HITEOL T, AR TARLREAOC M AERHLIN R A7 4L
&, TR -

$objectQueueTimeoutSaveOnShutdown time

W IZ LR E, A SR EERAE rsyslogd 2 1ERTER <= 4 A7 B A
7.2.4.3. {1/ rsyslog BAZIHTiE%:

M rsyslog 7 H45 rsyslog F24t 18T EE, BAFIRXT SAE action () P X,
R mT DA B e FH 5% 75 /ete/rsyslog.conf A —ANEEMAEAE R o $AT A AOAS a0 -

action(type="action_type" queue.size="queue_size"

queue.type="queue type" queue.filename="file name")

FHEEPAT BB (R ER A R B 4 action_type, FHYH S BAZIAT LAZS 9N I 5 K 4L
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H &I queue_size. X T queue type, 7] LAIEFE disk BAFIELAMN in-memory BA %]
Wik PE—/ : direct, LinkedList ffJEY fixedarray. XJF file name {48 & — 1
%, AR, HER, WERAE N80 H sk RF HE S, SELinux
KR E

7.25. FEHEMRSEE LBECE rsyslog

rsyslog R 55 A I vt T F P kg AT H B MR 55 4 A B 5 RGER K% H
EXM 2RI H EMRSS . 1E S W) nT SER K 0 EW B RIRS 4, SR i
rsyslog FCE 15 S -

rsyslog IR 55 A RAE AT HAF R HE RS B/ RS F, FEHE AR &R
GilCE K H BRI HE MRS AU = IS5 28R E R4t V1o BT
BT %24k rsyslog, WUERFRE, VMR RAEWISL L AL T rsyslog, LA root S 1%
N R

#dnf install rsyslog

Syslog Jit & BRIA F PSR 3 11 4 UDP A 514, HoAE /ete/services AR HY
SR, rsyslog ERINE ] TCP 7E3m 1 514, (LR & S /etc/rsyslog.conf H1, TCP &
H@@™ .

He W e A I 2 H 2, 281 SELinux BIER AL B AN o v Rk
WACHE I THI 51 HE R g 1 e

#semanage port -1 | grep syslog

semanage SZHFE 7 B policycoreutils-python-utils £ f)— & 3 $4k. ani 75 %
ik, 2T

#dnf install policycoreutils-python-utils

Ak, EERAE T SELinux [ rsyslog 257 /& rsyslogd t, HALHECE N i
RILAEWSEAE: rsh_port t I FE shell (RSH) % 1, H: TCP 2Rl /& 514,
Rl, X 2%A LEAH semanage AR SLVF TCP 3 F1o04 514, filn, Zk:
7t SELinux AUV AFEF 70 1 514 3815, FAfmLu0F:

#semanage port -1 | grep 514

HAERITEM A SRS HN RS L, EH TSR HP R, X d
HIFT A 22 BB ZEN oot B AR KT AT 2> 6
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7.2.5.1. 18 H SRS %% B A AR
rsyslog FA 2 FhAS [E] AR ARORE 20 . 7450 BB AR e il 1A X 2457 AR A =X
AR b TG R, a0 R BT

template(name="TmplAuthpriv" type="string"
string="/var/log/remote/auth/%HOSTNAME%/%PROGRAMNAME:::secpathrepl
ace%.log")

template(name="TmplMsg" type="string"
string="/var/log/remote/msg/%HOSTNAME%/%PROGRAMNAME:::secpathrepl
ace%.log")

XA AR AT LU R IR A 381

template(name="TmplAuthpriv" type="list") {
constant(value="/var/log/remote/auth/")
property(name="hostname")

constant(value="/")

property(name="programname" SecurePath="replace")
constant(value=".log")

}

template(name="TmplMsg" type="list") {
constant(value="/var/log/remote/msg/")
property(name="hostname")

constant(value="/")

property(name="programname" SecurePath="replace")

constant(value=".log")

}

XX L rsyslog FrRLNIRUE, XA CCAKE TR A 5 15z, PRtkn]
U\E%ﬁ\r%ﬁ‘hﬁﬁo
SERCHTEERI L, AT EEE A s mE ar &, ISR, ARG
%EWM,%DﬁﬁM%%ﬂM:

module(load="imtcp")
ruleset(name="remotel"){
authpriv.* action(type="omfile" DynaFile="TmplAuthpriv")

* info;mail.none;authpriv.none;cron.none action(type="omfile"
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DynaFile="TmplMsg")
}

input(type="imtcp" port="10514" ruleset="remote1")
7.2.6. £ Rsyslog ik
M TR ERAL BETT S rsyslog SRt Fifibl, IX SRR Ao ThRE . &
R REEAT DL 88 =5 PR . K2 HRERGEALEIM R (IR SCHan A A
o st R SCH ) o HA IR (R AR BRI R E ThRE. N
WS, TR AT I & 1 4. EnEsis, 5 AE A DU

$ModLoad MODULE

Hrp$ModLoad & IN# 48 € AR 4 484 . MODULE /=% 77 (A
Peo Flin, SRS EMEN SRS M AL (Gimfile) , ¥ rsyslog BHAT AT AR #E
PR R ARG H S5 B, 1E/etc/rsyslog.conf it B A8 2 PL N T:

$ModLoad imfile

rsyslog 2t T VF 2 ik, XA 73 LUT 260

> A AR AR TSR B S MORIE RS . AR 2R 2
PLim T4 45, 40 imfile 1 imjournal .

> B A TR AT R 45 & H BRIV B a4 Kk,
FAEEEE Erh, BB &S E . BRI A RS2 LD om BIZE,

omsnmp, omrelp %555,

> NI DR-IX SEARHAE G E S SORERT RN, B AR AT S AT R
AR M CIESEHTEE, AT LAEIE H R ST . b d Bk
AR AE L pm BTZEIT 4G, W pmrfc5424, pmrfc3164, %%,

> HEBER - BB BERE S R G H EHE RS . KR
ZPREL mm BIRTSIT G . W BB AR W mmanon, mmnormalize, B
mmjsonparse H:FH T~ F& 44 50 B IE AL

> AT ER AR R - A A R R A A T RN B T, S
rsyslog R Mt PR DI BEAH EL P [A) o A3 AR BRARER A A2 FR 2 BL sm BTEROT 4R
U smfile B smtrad S 44

> R PEAR ROy AR AT In S R B D e o X LEARIRAE rsyslog 7 2
I B gomE, e H S RE.

BT A AT BB BB AT B VR A B R i 58 B 8 3R AT DL AR
http://www.rsyslog.com/doc/rsyslog_conf modules.html $& .
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GE
i B E RN rsyslog MNEGHIALR, X ALARATTAT LAU; 18] © O ek EONT 3
S RIS E R Z R Bl . N T e KPR BE /> 22 4 KUy, AN S FH AT (5
R R o
7.26.1. T text 3CfF
ARSI NAR R, fEIFR imfile, 1# rsyslog BT & CA AL R G H &
TH B AT LS imfile M BIEE H CRISCASE H BN RS A HEH
o ZhnE imfile, 7F/etc/rsyslog.conf Zs I LL T P 25
$ModLoad imfile

$InputFilePolllnterval int
B LUINEL imfile —&X, RAZ DA A2 M. $InputFilePolllnterval 4=
JRIFEHR 5E rsyslog Fa BARGZE 1% 1) SUA ST ARA AR o ERIA BRI T] TH]RE 09 10 £,
LR, T RARD g S B N Ta] [A] ) 5 2 int
N T HE SCAR SRS N, T/ ete/rsyslog.conf SCAEHRAE FH AOTE VR AN T

#File 1

$InputFileName path _to file

$InputFileTag tag:
$InputFileStateFile state file name
$InputFileSeverity severity
$InputFileFacility facility
$InputRunFileMonitor

#File 2

$InputFileName path to file2

2 4 DUCERTEE — M AU

> FHSUR SO 842 B AX path_to_file

> HIEER tag %4 &K tag

> FHME—FPIRE SO 2 B AR state_file name. IRZS A EAZfEE rsyslog
W TAEES, NRIER SRR G, FRid QB e m 7 X o an FmIBR
EAT, AR ERE . ERRIETEE T — AR B R.

» ¥ N$InputRunFileMonitor 48 & RESCAF % . WA X MEE, UK
A LA B
R T BT SR EITE %, AAAERT DA B LA B RE . Il &
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(1) SRR - B ¥ OB 7 severity RILE TN B HE 1 FH G T B 6 facility >k
E S AERTH BT RS
7.2.6.2. WEHEEFHHE

FERAHRE EE R, A3 H AR LA B A S A AT DASE PR, BT BT A
(] DBMS )RR, RFF&Fhfr BB, #0 ommysql, ompgsql, omoracle, BY
ommongodb. 1EAEAR, i FIK# T libdbi FE )38 F omlibdbi % HiBEH . omlibdbi
Wi FF I BE B 2 S0 Firebird/Interbase, MS SQL, Sybase, SQLite, ingres,
19, mSQL, MySQL F1 PostgreSQL.

7.2.6.3. fEREINE L
W) 285 A% S PR AT 25 1 A S B PR P DLE ik TLS 8 GSSAPI N h SR i
fEfZ 2t (TLS) & BESe il W28 (5 2 e mE il . 248
F TLS, rsyslog JH B# & IE 2 AT INEE, Rk A 2 18] 1) 75 40 EIE
WA %2R API (GSSAPD & — Bl ONAE U5 A 22 42 il 55 10 N FH B8 7 4 A2
. AT rsyslog REREHEH, EUWIH —ANIEH 1 Kerberos 315,

7.2.7. Syslogd lR&SFTHERREH

W _F AR, rsyslog A1 journal, & &% FRIAAHERM AT, H LA
R, MEENTERTRER MG ARZHEIT (W7.3Syslogd HELH) , B
T BEA1E, tnal@ g iE 2, H eiiiadE — A SR Ed .
7 EX A AR B — AN A5 12 T A2 A AR HE BRI, IX BRI Rsyslog
A1 journal fJ3E{E socket ¥

NG, rsyslogd {4 A imjournal F3AE R H & SO BN B3 AL
il MRS, AN AT LA S, AT LA A Journald $2 {1 1) 45 14 10 2548
i 4, IH M % W o BLOAM journald & AN C K& OdE %2 B H
#ImjournallgnorePreviousMessages 16%) . £%7.3.1 \HEFFEANEHE KT
imjournal FJEANACL & .

YENEEAR, BiL & rsyslogd KELHL T journal $2AE I EREFAE N— T syslog
N B - B3 710 B 48 /run/systemd/journal/syslog . 2418 A 4E 4 rsyslog 1H .,
TE A L. FHEE imjournal, BRI AIRMLE 2 ) Thae, ke A4 sid
JERS . EiEdEET R ANNELIE, 7/etc/rsyslog.conf 18 H L LA -

$ModLoad imuxsock

$OmitLocalLogging off
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I IRVEVE D% imuxsock AR I ¢ A $OmitLocalLogging 54, fHEEiHEIT R4t
BT I BEFIIEEIE 7 BT fetc/rsyslog.d/listen.conf 45, WIF:

$SystemLogSocketName /run/systemd/journal/syslog

& mT LA Rsyslog i th V8 2 248 A omjournal L journal . fE
Jetc/rsyslog.conf H it B 4 W01 R

$ModLoad omjournal

* * :omjournal:

fian, T AL B R BT A URCEN S S aEak TCP %5171 10514 2 journal:

$ModLoad imtcp

$ModLoad omjournal

$RuleSet remote

* * :omjournal:
$InputTCPServerBindRuleset remote
$InputTCPServerRun 10514

7.3. Syslogd HEZ#

e AR E R H SRR R G L, — a2 H S B mT BUS {8 e
g, EEEER, RESERREER, ERGTHE B AL SR
AFIA—E, rsyslog f# Ff JSON (JavaScript XJ %555 ) k& A$e it H EE B
o
HBC T T AR SS A AL ) H ST B

Oct 25 10:20:37 localhost anacron[1395]: Jobs will be executed

sequentially
RS A H S R
{"timestamp":"2020-2-7 T10:20:37", "host":"localhost",

n.n

"program":"anacron", "pid":"1395", "msg":"Jobs will be executed

sequentially"}
st P 0T 4 2R 45 g A 30 LA P L ) 2 08 2 3R SCAR ST ) 2 B R B
A5t o S5 Bad w] DRSS R SR B AR e 2R AR R O L - 381, TSON
SCHFRT DAAEAETE ST B 2, 0 MongoDB, ‘Bl 324t T ZA rI M REAN 2> M Thfe .
FH—Jiih, ARG B TR B LRSS M A B S 2 A A

£ rsyslog, i A o I H EH45 B4 imjournal BLHRI] journal #EHH o

HI mmjsonparse fiEk, T LAAEHTRH journal AHAMRIE SN KEHE, Idt—»F
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XPHHEAT AR, fitn, VEA— DRt . O T AR AT, mmjsonparse %
KA B 2GR, [IHAE lumberjack T H € CHIIRFE

Lmberjack 51 H [ H B2 LAl J5 e 1977 O rsyslog #3540 H Bl =% .
B — N EMARITE S, Lmberjack 15 @cee: FAFH, HETE JSON 4514,
714, Lmberjack %€ X | MiZHAE JISON HbnifE 7 B 4 AR HI 513K « H 9% Lmberjack
MEZEE, 1HS WAL,

T2 lumberjack 4% 2UVH B ]

@ cee: {"pid":17055, "uid":1000, "gid":1000, "appname":"logger",

"msg":"Message text."}

BLE Rsyslog PRJEIX NG5, — MERSPAEH, 1EZ W.7.3.2 il JEG AL
HE . BT FIRSS 45 AT LKA libumberlog K42 B lumberjack #fe5 TE 20
HIE . A libumberlog N Z(E R, 1HS WAELCHY.

7.3.1. NHEHIALE

imjournal B2 rsyslog F 4 AR ER A >Rz H B3 (IL7.2.7SSyslogd filk
M HEWAE B AR ER rsyslog 1H 5, HEM B UOCARE o x. 80,
BEE I — DAL RE, HAEUKE i journal $EAE I TCEPE R R LA ML I B .

AT M Journal F AE#EF Rsyslog, 1E/etc/rsyslog.confi SCA4H s A [ AC
H:

$ModLoad imjournal

$imjournalPersistStateInterval number of messages
$imjournalStateFile path
$imjournalRatelimitInterval seconds
$imjournalRatelimitBurst burst number

$ImjournallgnorePreviousMessages oft/on

» f8i /] number_of messages, % 7] LUFEE IR A7 H BEIE FIA % . & 2418
#| number of messages 15 & FIH S A0, 52 R B s R A7

> HIRE R B AR pathe BT ERER journal 103%, HZANEE K
R JE—MdsR;

> fEH seconds, & B PR Il 2 1 B TE) (][ o ok ] 5 B4 1) Ak 382 7 3 JE
1% A BEBE I AE burst_number $i7 € KIME . ERINE N 600 F2 20000 74
Bo Rsyslog 2= Z FERE IS IR Y R 5% K burst number 1B 17 2.5

> i F#ImjournallgnorePreviousMessages RJ LA ZH& 4RI 7E journal ¥
BATRSAHHIE R, XU B SR8 e RS g . BRI E R
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Mo TR, xR E R RN, ARSI, FF journal HIVH B2

AbFR, B AlAT] DA AT rsyslog PART A&l i Ab B it .

EE:

f&m] PAEII{E A imjournal A imuxsock #Ht, imuxsock #iH & IHI R4 H &
BiN. AT, N T EAIHEEY, EKOFIRHIE imuxsock FEHX journal ] RAE L
Fro BANFNIX— 5, f# FH$OmitLocalLogging 54 :

$ModLoad imuxsock
$ModLoad imjournal
$OmitLocalLogging on

$AddUnixListenSocket /run/systemd/journal/syslog

T ORI A2 7E journal PR AT E IR B PR S i AL B0 P i —
L8 G T7E A 5 52451 ournalcetl Y verbose #ir R B Y, AHSRE journal 351 5
#E|%, 1EZ N systemd.journal-fields (7) FHMUT. Flan, 7] LK E SMAE N
jouranl B, I N AZ I AG AL O B .

7.32. TIWEHNLHEE

BB — rsyslog MENTRLER TR 22 lumberjack #UVHE, 15 AR
B

template(name="CEETemplate" type="string"
string="%TIMESTAMP% %HOSTNAME%
%syslogtag% @ cee: %$!all-json%\n")

AR TS L& @cee: FT AR ) JSON 45 8, 411, 482 FH omfile
RGPS SR . BT IR JSON B Ak, fEHs! gl #iln, #RTET
T PR IE 2R RTE E, F80E TIHE R N4 AT UID.

($'hostname == "hostname" & & $!UID=="UID")

7.3.3. f#HT JSON

mmjsonparse L T AT 25 M0 B . X5 B 0T Bk H journal B A4
AN, FF H 2420 B lumberjack T H A X 77 A7 46 =04k X 223 B2 HH @cee:
FRPER RN A . 85, mmjsonparse 24 JSON 45442 &5 &6 21,
SR G %A B AR -

N T M mmjsonparse 5 B fi# #T lumberjack #% =\ ) JSON 8 B, 7E
fete/rsyslog.conf ST T A8 FH T 1 AL & -
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$ModLoad mmjsonparse

* * :mmjsonparse:

FEIXAMITH, mmjsonparse BEERAE S —ATHINEL, A B B5 K458
HAT, #&A7HNEEZEH T mmjsonparse.
7.3.4. [ MongoDB FAETE R
rsyslog SCFFiE IS ommongodb i Hi B HAE MongoDB [ A4 Y i 4 e vh A7 fi
JSON H .
gL H & W B B MongoDB 1, fF /etc/rsyslog.conf fdi F DL T i 7%
(ommongodb AL B 2% H & FH T8 e B A% = WL7.2.3 A8 A HT O IC B A% O

$ModLoad ommongodb

* * action(type="ommongodb" server="DB_server" serverport="port"

db="DB_name" collection="collection_name" uid="UID" pwd="password")

> MongoDB JlIz 25 %5 )t ik 8% % 44 7% AL DB_server. JiC B i 1 75 22 M\
MongoDB H il 55 # e 35— A bn Y 3m 1 o BRI EHELRZ 0, JF HIEH A
WE AR LS

> {4 DB NAME, #fiE &4 E %0t 2] MongoDB ¥l 45 #% L 1k
AN o A IXAN U SR S I PR B ¥ collection_name. £ MongoDB H,
SR —HCRY, 'EM—4 RDBMS &5

> i % E UID M password KA A4 155 &

AT DA AR R 28 3 i 2 5080 P it 2 3. BRIATE LT rsyslog 48 I
FEAR L T FRUERY lumberjack TFBLZ R .

7.4. R Rsyslog
7E debug #IE 1T rsyslogd, fdi FH 40~ iy

rsyslogd -dn

fER tkar 4, rsyslogd P2 AE WG BT ED2IFRERI HH o -n 7R “no fork”.
T DUE R A s A &, lan, o] DA HE XA E R R E R . fER3)
rsyslogd Z |, {EAT24T EHAT DL 4%

export RSYSLOG DEBUGLOG="path"
export RSYSLOG DEBUG="Debug"

T e RIS B SO B B 4 path. 5§ T 7 H T RSYSLOG_DEBUG
A EIETN 528K, 1EZ M rsyslogd (8) FMHIAHICET,
for 25 7 /ete/rsyslog.conf SCAF HAS FH TRV A2 15 2K
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rsyslogd -N 1

Forbr, 1 3R T S AR L A GO0 o 32 1A AR A IR T, RO H AT
RE—DR AR, B, BRBINLESECRIETRIE.

75 FEHHEZE

journal #& systemd HJ—/ N, R TTEEMEEHE X . Rl IHATHH
S EE— N HAY syslog SF 9 #EFE, U1 rsyslogd. journal [FF &2 A T vk 5 1H
) H B A R A, & RS RGN RO ER, X2 M HE DR
RN )& H H &S0

C A journald MRSUKEE, 7k, FEAAEE. ERIBMYES 44 journals
() kS, XL R IE Bk A N, P 3ERE, PRk, Ariies v
o iE N A APT FIFRAERS R « IX 2 journals BR&E ML FFHE R 5], BIREET I
BURE A HIER 8] o journal 2% HA —PMME— PR IRAT. journald R S5 USEE &4~
HHEAZ IR, HEXHRZEN, At TFahdmiE.

751 EEHEXH

AT Vi journal H&, A journaletl T H . DL root 4 &F H ERM AL
ENEYSY

journalctl

A A WA & RGUI A H E S PR, AFE R AR P A B B
12560 H B 25 K 2RAL T /var/log/messages U S S5, (HE — & FISGE:
> NFMM LA AT WL BRI e AT m e A A T
ZL, JEENAE SO0 SR G A IR A A
> IR O R G AN [X
> AR SR, BRFERENHE;
> G RRTHER RS BT .

7.5.2. jlEl¥EH|

BRANIEIL T, A root AR journal I FY, REEEFR B EANT AR HEX
PF. RGETEAT IR INEE R P 8 adm 41, #0105 R 58 38 H &SRR
PR B EIIX— 5, LLroot H PIALLR:

usermod -a -G adm username
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FEA N3] adm 2 H 7 44 B4K username . % HH 7 il J5 324K journalct] 2
[R50 H 1] root FH P SREN IS — . 1BV ER, U7 456 R A 248 journal JEA T
FE XAt A = TAE.

7.5.3. f£H Live view

HANSHOAA, journaletl MSCER B I FL 1 2% H TR, BoRak H a5
. AT liveview, A LUEFESE FIHEH S, FONERI% H BV S FT e
HoK. EHF)E journaletl B live view i, HiA:

journalctl -f

22 IR A AN H EATHI3K . journaletl T HKG RFFIEIT, S48 TH
SN PNk (R

75.4. TIHEE

A ZHAAT journaletl iy 2 [ HE ERR 2, FUbEnT DAEH & Fhod
FETTEREEUE B, DA R IR

pGiBUK Y T SUR

H & S0l H T IR R B R IAT N A A e M ECE = e g0l 2
TH A LU T 1R

journalctl -p priority

FEXH, H TR RE T — (837 B#iisig: debug (7, info (6) ,
notice (5) , warning (4) , err (3) , crit (2) , alert (1) , F1 emerg (0) .

X PR BUR Y R v U

BEMRICYN error BUE R ITHE, (EH:

journalctl -p err

pBULi NN EIPURY:S
HEAEMNGET S 2R H S5 H

journalctl -b

IR/ RS EFESI R S, -b A EEED journaletl B . 7EIXFER]
O, J TN 18] 8 A BE A

journalctl --since=value --until=value
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f8i FH--since A--until . A UAEFHREM FEEAGENHEEE. &
ATLLLA time S 0B data (4% FUEE 99 E #EPT A% 38 value 450X P MILTT, 1
PA R 7

SEf: @ISR AR R e

MRS HAR P ER JE IR TR LA &, DURCD S R th o fltn,  AAFEAS ]
M, BEREESEEESINERMHE, W

#journalctl -p warning --since="2020-3-5 23:59:59"

[ eur

{E AR Z 524 “journalctl [ verbose Fitt 5l i @ H &5 B I —AH 7B, HA
ATDAA T 9. XET systemd RI A7 CEE B SE#E 3BH, 2 L systemd.jounal-
fields (7) FMI. FAHEE BB o E g IEE, mtHH . Eil
FEFETOCA),  H AT DR B e i) A OK R B AR AN AR LIS, (H2 BT A
Sl ME

B E RAEAE— MR e AU A M ME— B 53R, B LR

journalctl -F fieldname

I AE ) 7 Be4s B X fieldname.
B B 2R A6 H AR H L, IR BT i

journalctl fieldname=value

H 7B Az 7B & WE B X fieldname Al value. 4558, fF& XK
Tt

R

WiE systemd A7 ) T B R 7 B IR R AH S K, BARES 5 B id B
B AT A FR . WRAREME, A

K

journalctl

HEPIR tab B X2 BRI 7B . Tab SR ST 2 T T B
BN SCEIRGE R SR LA BB 7 BE, SRR 1% Tab HEOK B ) 5E X 447
R, ST F B mE—{E. k-

journalctl fieldname=

% tab BEPIR, LG4 journaletl —F fieldname —#F .
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Tl AE— N BEEZME, W

journalctl fieldname=valuel fieldname=value?2 ...

Al — > B E A AT AL ECHIME, BRI2H or —HFEIULAC. #F&ULACME 1 5L
H2 FHRER.

AR, AT LR E 2 field-value XSk — P D HiH

journalctl fieldnamel=value fieldname2=value ...

IARARE VDA R T BARILE, ek 5125 AND A& . DULE
KA KA B A =R
i+, EATLIBEEHE or A AL 2 7B

journalctl fieldnamel=value + fieldname2=value ...

Z A IR Bl =D ILEE— A6 H . AR R T &A% H .

. WAL IeR R E

B NiEIT avahi-daemon BY crond.service BI7ZE 2% H - HiZ 4 H A /7 UID
70, EHHLT 4

journalctl _UID=70 _SYSTEMD_ UNIT=avahi-daemon.service

_SYSTEMD_ UNIT=crond.service

T SYSTEMD UNIT B Lk EWME, VLEHE SR EoR, |
_UID=70 254 D208 2 » 1X 0] LA B 3R 7R 2 (UID=70 and (avahi or cron)) »

R& T DAL FH B HT 2 2 1 it s, H UL live-view 15 CRER BRI € 4H 1) H &
MEPSY R A

journalctl -f fieldname=value ...

7.5.5. fERRRFELAFAE

ERINTEDL T, journal R AE A AFEH 8/run/log/journal/ H 3% T KI/INATE 2 [X A
fef HE XA T journaletl B R i HEM LW 1. ZHXH S KM,
HEHIEA S KA. EBOABE T, syslog S HEILFR, FHHHAAMEE
fvar/log/ H3x T o AHRFENEHZILRITE, HESFAF#E /L /var/log/journal, 1X &
W& BB S s S AT R AE . XS —2H P, journal BEAXE rsyslog.

fERERFEE AR A T T AL AL

> IR A] AT FH SR A o 1) R P BE =R B RS e e %

> AT RREILZI R A, S S R DARECE 3 F B AT R
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> JRSSaiEG G ar M H B s BE, AR B B0

FE S EAR A A SO A

> FREEEAEAE BT AR A B B BGR TR NN AF, ANERIIE AT LA R 18 1
N ] 5 i

> T 2 A AR H 0.

journal Ji FFFEEEAEME, 4% T P E]FF3h )& journal H3%, A root
P

mkdir -p /var/log/journal

# /5 journald >R & W & A A

systemctl restart systemd-journald

76. HIMLRGES

f£55, BBFRATAE, PTLUEMEE, £ MaerH, £ 48E
[N, B A RGRFAEIRT 0.8 I, HHIEAT,

BRI LR = I S5 AR E R A PULHCE 11847 — L H B RGTES, IREKE
RGN H . B, locate iy 218 H 1 slocate £ FETE R A H B . RAEH R
AU H AR S R PAT BRI & 0 . I RS, 1817 B € RS

VAT LB v IR 55 A A E R G de T LU BB ESS T cron. anacron. at
1 batch.

R P T HA SN T WHEAFIRAES SR8 % 1T #, Cron 1 Anacron 1
JEEE R AERES, At Al Batch HE —IRIERIES (20 71Z7%7.6.1Cron Al
Anacron f17.6.8At 1 Batch) .

BT RELIE = IR S5 SR BRAE R GE V10 SCRFEH systemd.timer 7£— M8 58 S
(B AT —MES5. 2 W systemd.timer(5)H M 0LH 1 iR 215 .

7.6.1. Cron F Anacron

Cron 1 Anacron #\/& R f% U B 5 52 VEAT 55 75 — M IS 1] ST I <7 47
BERE, I IR RIS HERI A . A R Ay —RIFER . R E
X

Cron IAF55 7] LAAE 73 8P RIS AT « (B2, AT HAUE RG R FFE8Ha/TH, W
RAEAES LA RN A KRG FF R H BT, WEFASHINAT .

F—I7M, W RGAEAT S I A H 1847, Anacron 2 idF1X AN
O ZH TS . — B RGITReAT, X MESHH S EIAT . SR, Anacron
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F—MES - RABEIEIT K.

7.6.2. %% Cron A1 Anacron

B3 Cron M Anacron, &5 2424% Cron [ cronie £4H1 Anacron [ cronie-
anacron fi, (cronie-anacron /& cronie fl—4~T) .

BEfE BN RG ERECE LS THMMA, sJUHATU T

rpm -q cronie cronie-anacron

MNP CL23E T, Fikar 2443 A cronie £L A1 cronie-anacron B[] 58 3£ 44 B,
75 WK 388 R0 A AR B2 I B AN AT
B IR LA, DL root F P LI R H A% R AE H dnf iy 4
dnf install package
Bilan, Ei[E K222 Cron 1 Anacron, RJ PATEMTSATIRRTT FHIALL N4
#dnf install cronie cronie-anacron
BT R T CE R L S IR S AR E R AP LR, 1ES 424 %
AL,
7.6.3. 1847 Crond iR%%
cron 1 anacron £ #/2 H crond AR & KAEHI . AATE B WM 5 230 15
1EATE S crond AR5, AR WIAIEC E i IFNLE S 3. BT iR TE 24 e AR fit
W = AR 55 A B R 40 V0 Hoanfe] AR 45 IR IE H i, 155 L 5.1 ffE ] systemd
EH RGNS
7.6.3.1. JA3) Cron IR %
B RS AT IELEIT, AU S

systemctl status crond.service

TAE YT 2275 2 AT crond iR%S, 15 LA root F PEAT AT R FRIALLT

Py
i

systemctl start crond.service
TR E RS ITHLE RS, 16 LA root FH AT LR A4

systemctl enable crond.service
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7.6.3.2. {51k Cron k%%
BAE M RT 25 {5 1k crond iRSS, i LA root S EERT SAT IR FHIALLT

ANy
FIITJ/Q'\:

systemctl stop crond.service
AL RS ITHLE JA 3, 15 PA root FI 7 $0AT LA T i 4
systemctl disable crond.service

7.6.3.3. EJg Cron k%
B 5 crond k%S, 1H LA root I P IEAT SATERST FEIALL N dn 4

systemctl restart crond.service

2 A7 1R SS Ja R AR PRt S B R 55
7.6.4. BLE Anacron f£%
A LA 55 1 3 T B A 2 /ete/anacrontab U/, 2 R BEIELL root H1 7 HEAT
Yillo SR E BT WA
SHELL=/bin/sh
PATH=/sbin:/bin:/ust/sbin:/ust/bin
MAILTO=root
#the maximal random delay added to the base delay of the jobs
RANDOM_DELAY=45
#the jobs will be started during the following hours only
START HOURS RANGE=3-22
#period in days  delay in minutes  job-identifier = command
1 5 cron.daily nice run-parts
/etc/cron.daily
7 25 cron.weekly nice run-parts
/etc/cron.weekly
@monthly 45 cron.monthly nice run-parts

/etc/cron.monthly

BT =47 € Y RECE anacron 55T M S IR AH G &
° SHELL—ﬁﬁﬂ%f_ﬁE%E‘J shell #1835 (7457 /& Bash shell) ;
TG4 s

® MAILTO——ii it i 7 HBAF 42 anacron 4145 % I FH P IR 24 95
% 223 W / #2747
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WMPERA B X MAILTO B8 (MAILTO=) , MIASZ R IEHRA: .

T RBIPIAN AL B RAE I SUAT55 1 BE I T

® RANDOM_DELAY——¥-& N E AR ME 5518 % I delay in minutes A2 5
AP PN

BRINE LT, S/ MER AR E N 6 7058,

1, W RANDOM DELAY #i% &R 12, 841X A5 E ) anacrontab H
[R5 —MES5 1 delay in minutes {H#BF 40 E 6 # 12 438 RANDOM_DELAY
AR LR E N 6 LAF, 46 0. M ER 0 Wi, MG mEEHLALE .
BEALRE R B UE B R ARAE R, Flin, M2 G =D IEER TR R Z AR
HB T B [F] B B R N

® START HOURS_RANGE——it+ X455 7] LIS AT RIS R B, DA/ZNIRE Ay
5

F—Rd TIXANE B, N, BT AR, SR RIS A
AT

/etc/anacrontab CAF IR RATR T RIMTES, FFHIBMLL IR

period in days delay in minutes job-identifier command

PR BT AT S AT AR 5

28 M AE T ABE SO — DM B H — N E (@daily. @weekly BL#E
@monthly) , @daily A% 1 FREFZF—AME, @weekly FIHEE 7 —F, 1M
@monthly WFRRAES—NH Rt —k, AERXDMHAHBREGEZ D,
FEHATAES T, anacron 5545 )40 5044
ZJE A T DA SOR— N IR E BN 0, WIZRREA IR,
® job-identifie——H T H &SR RER—AMRFE AT S5 HIME— 24 FKs
W AT I 2

X By 2 BERT PLAE— /N8 1s /proc >>/tmp/proc K4, AT PLE — 3
17 HE AR a2

UFS () JERITEATH TR, A ab B .
7.6.4.1. Anacron fE 4R~

DA 52— ) /etc/anacrontab SCAF )71 -

® period in days

® delay in minutes

® command

SHELL=/bin/sh
PATH=/sbin:/bin:/ust/sbin:/usr/bin
MAILTO=root
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#the maximal random delay added to the base delay of the jobs
RANDOM DELAY=30

#the jobs will be started during the following hours only
START HOURS RANGE=16-20

#period in days  delay in minutes  job-identifier = command

1 20 dailyjob nice run-parts
/etc/cron.daily

7 25 weeklyjob /etc/weeklyjob.bash

@monthly 45 monthlyjob Is /proc >> /tmp/proc

FEIXA™ anacrontab S E LHIFTAAESS, #RBENLAIEIE 6 2] 30 704,
I HAEAE 16:00 F 20:00 Z [H#HIZAT

B E LTS B AERER 16:26 F 16:50 (B # i’k (RANDOM_DELAY
JEAE 6 ] 30 /08P 2 [H]; delay in minutes J&EAE N 20 708D o ZAE55 Frda € K fr
2R A run-parts A (run-parts JIAFE 2 — A H AN AT, IFIFP b
PAT B FFH I —NER) P47 ete/cron.daily/ H % FHIFTEREF . 2 run-parts
FH A F- W DU 1 fi# 58 247 5% run-parts JIA (5 & .

AT B AT W ete/ B 3% T 1 weeklyjob.bash HIA .

FEAMER BT A, %A /proc A S 2/tmp/proc SCAFH,
N H— s /proc >> /tmp/proc) o

7.6.5. ELE Cron {£%%
Cron 1155 I IC B S 4 /ete/crontab A, & R Bl root 7 AT V5 ).
XS LT AR
SHELL=/bin/bash
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root
HOME=/

#For details see man 4 crontabs

#Example of job definition:
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Hommmmmmmm - minute (0 - 59)

#o - hour (0 - 23)

#o| - day of month (1 - 31)

#o| | - month (1 - 12) OR jan,feb,mar,apr ...

# | | | .----dayofweek (0 -6)(Sunday=0 or 7) OR

sun,mon,tue,wed, thu, fri,sat

A

#* ok k  k kyger-name command to be executed

A =478 % 1 M anacrontab U — ¢ ()48 & 5€ X : SHELL.PATH 1 MAILTO.
BIMEZHRXINEENELR, EZS 0 7.6.4 BLE Anacron 1155,

AL, %R E] PLE X HOME 258, HOME 28 & & X — M H, ZHZ%
FEAT S5 AT i & BURIAS I B A A R B %

Jetc/crontab SCAF IR RATARE I RIMES, FHIBM L A%

minute  hour day month day of week username

command

PAR & 08 X T AT S5 4 £ AT I [H] -
MO 2 59 HIAE AL

® hour MO 2 23 BT SR

® day—— M 1 2| 31 PR (an45E 7 A, WX 5L H R 22
FER T2 A 208 H D

® month M1 B 12 SRR (B A AR, Bl jan B0
feb) ;

® day of week——M 0 E| 7 PEERE, 0807 REEMH (EFFHE
i & R BT R A K, B0 sun B mon)

AR & BUE X7 AR5 B g M
fREPATAES A P
P EPAT AT 2.

1% L) A BE AT BLAE — N8 1s /proc >>/tmp/proc [T 4>, AT P& — M

17 B SUHA ) i %

XU RSB HEE, 2S5 (%) FTLLHRE R KA RE. i, i
R month %1E%X79§z%, WIZATE: 55 B A HA S5 AR I 20 TR S B H # AT

BRZWETS O RER T —DBEEHEL Fla, 1-4 2B 2. 3,

%0226 W/ F2714RW
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HIZS () FRIESIERREE 75K Fla, 3,4,6,8 Bifscda il 7ix )y
AR

RHT (D ATLAHRIEE B KA $87E T P KAE W IOR 8K P e S B Hek
K. BN, minute TIEE XN 0-59/2, WIRIREERG— 2050 AR AT LLAD
B —MAH. Flan, R month TUHFMERE N3, MWHES KR = AT
—IK CBREAND .

DS ) KM FTE AT AR, A tiabE,

4E root A/ 7] LA# A crontab T HKECE cron 1155, H P & X crontabs #
TrRA7AE /var/spool/cron/ B3~ ,  FF H UABIEBATTHI A P oR#UAT

FDL—ANEEE A P OR B crontab, 1 LLZA T E S, FHBAGS
crontab - Kf#F VISUAL =k EDITOR PR357A%F & T 5 16 4 45 45 X6 FH P 114
crontab BEATYw4E . 1% CHH H Fl/etc/crontab SE AR FEI AT . 2 H X crontab
FIE B PRAFI,  crontab 4% 08 P 2 kRIRAE, FF5 A/var/spool/cron/username 3
e EHH 2457 P crontab SCHFEINEE, {1 crontab -1 74 .

fetc/cron.d/ H 5 N L& (30 Al /ete/crontab SCAF BAA MHFITEE . RAE root
P RV 1Z H s T e s ot

@ cron Sy HERE 454 P A 7 fetc/anacrontab . fetc/crontab SCAE .
letc/cron.d/ H 5 Filivar/spool/cron/ H S AZ A, ARSI 2 A2 o 228 N A7 9
AL, 24— anacrontab B crontab SCAFE )G, FFAN R EH G P9 HERE

7.6.6. #EMHlXF Cron K7 ]

BLEREI X Cron AU ), #& 0T LA F fetc/cron.allow Al/etc/cron.deny SCHF. iX
SE 7 a5 i SO AR R R 20, B —47 — P H P 4. 1dME, A SUREAS
RVFEH T .

WERAFALE cron.allow SCAF, RAGAEZSAF 5 EIH P A GeH cron, 3 H
cron.deny SCAEH i 20 o

Wik cron.allow SCAEAAEAE, W cron.deny SCAEH 51 H B P R AR 2R LR A ]
Cron.

WER T M H S B T, AL EE Cron sEEFE (crond) o &R P
BRI EMIBE —AN cron AL450T,  ER A2 U [l 42 1) S 14

ANE U7 SIS P 4 A4, root H P #RGR 2 REAE A cron.

fs ey LS 6 N SGAER B (Pluggable Authentication Modules,PAM ) 42
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HIT ) o AH N 5 B R A7 LE letc/security/access.conf SCAEHT . i, 80N
MR —472 )5, ¥ RA root Fi 1 REAS A crontabs:

-:ALL EXCEPT root :cron

WA R AT SR I SRAEE I I H S, B3, U8 crontab -e AT é
B, RBERFRERHE, ETHEZER, HZ2% access.conf.5 I FM i

7.6.7. CronfEHHEHLH

155 1) 28 1 44 BRI OR 8 ST 45 I 40 AN R B AT « M 4E— > Cron Bk
B (B, fetc/cron.daily/) i F run-parts BIAS I X ARAE H . s A 0 AN H 3¢
THIREFEIIN T B4 5, run-parts A A SHATIXLEFEE

O — B, TELE run-parts A ZHAT B B s A1 — > jobs.deny
. Flhn, hn S T M etc/cron.daily/ H 3% T 2 — AN E FIRR R, T 2
letc/cron.daily/jobs.deny SCAF . FEXANSCAEHT, $85E F7 LEAE AT I B 2B (1R 7 (1)
LR (RAMTHE—ANHX FRREFEBIIMASIR) o WR—TUES AT —A
%, % a4 Mletc/cron.daily/ H sk AT FE 7, 140 run-parts /ect/cron.daily, M
jobs.deny SCAH E SRR T A 2 EIAT -

BUE L —NARE, iEIE jobs.allow SCf.

jobs.deny Al jobs.allow HIfEHFNA 8.7.6 #=HIX; Cron B H ik (1)
cron.deny 1 cron.allow 458 FH R — ¥

7.6.8. At Batch

Cron # FIR M B E VAR, At TR HRAE — N8 € I B FE — b
f£45, Batch B4 FH SR BER 72 R G071 51 3K T 0.8 I Bl $hAT I — IR PEAT 55
7.6.8.1. 223 At Ml Batch

BN ARF LETCELE T attl, HPATU T4

rpm -q at

MRCEZE T, Bk ¥iRE at GHTEEARR, &K@ S AR
He
BIRRE P, B root HPHZ I AR R (E A dof d7 4

dnf install package

Blhn, ZEFER 23 At 1 Batch, A MEAT- AT IRAT NI LL T 54
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#dnf install at

7.6.8.2. iB1T At IR%

At I Batch T55#84& H atd fR &5 Sk4% 10 A TK S 5 3. 5 1L R E
J& atd 55, PAS TR B ik H LA JE 3.

B At RS

B E RSS2 S IEAEB AT, ML NS
systemctl status atd.service

LAE AT 2 IS AT atd k55, 15 LA root P TE A AT IARAF T LA A

£
systemctl start atd.service
R E RS ITHLE RS, 15 EA root FH AT L R A4
systemctl enable atd.service
@ FWEHK atd IRSSEBHI RGP ECE NITHLE JE 3.
151k At k%
TAE T 22 P 1E atd IRSS, 15 LA root FH P IE AT AT IR AF R LA R i

systemctl stop atd.service
AR LRSS IFHLE RS, 15 LA root FH AT L R A4
systemctl disable atd.service

# At RS
BLHE S atd k55, G LA root FH P EMT AT IR ANSF FHIALL R4 :
systemctl restart atd.service
12 A5 1R SS Ja B AR PR A IR A B AR 55
7.6.8.3. MLE At 1%
BE At T HIAE — MRS e H AT, 1E7% LT D REE:
1. fEm AT A4 at TIME, X B 1 TIME £orar 2347 B
TIME Z£00] LA A DL AT & — g X oE X
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HH:MM: 8@ UIR /NS R0, B4, 04:00 R B4 55
midnight: ¥5ENTRH 12 &
noon: F8ENFF 12 £i;
teatime: f8EN TN 4 &,

® MONTHDAYYEAR #%3: #14, January 15 2020 &7~ 2020 £ 1 H 15
H, 4 {2 AT IE

® MMDDYY.MM/DD/YY 5{# MM.DD.YY #&3: 640, 011520 &7 2020
F1H 15 H;

® now+TIME: iX B ) TIME H— £ F1 minutes. hours. days 5{# weeks
JUANRAUE R E L. B0, now+5days FRan 244 78 NITE S 1K S5 (1 [R) — B (7]
AT

WAAE See i TE), S AT DR e vk it H B . BT B 2 00 T [l 2N
{5 8., 152 % /usr/share/doc/at-<version>/timespec LA A4,

WERARE IR B 23S 1, WAE 5555 8 B DR 1R (8] — B TR 4 AT

2. HERIRHE at>fg TR, E UES L

A IS NAZPAT IR %, JF4% Tl 2. ki, 7] DL S P IR,

RULZ 2.
B. fEMATIRFAT Mo > shell I, HAERBIARI S 1T 2 )54 T m %
Bt

FE5-¥ A8 P i) SHELL 3R 5548 5 fir ik B 1Y shell. FH P HOE3% shell, 803
/bin/sh (TLIRSEHINI—4) .
3. —HBING W, AHE—ANTATHIZT CaltD A4, B H 217N
IR IX — FR 5 iy & B A B AR bR 2R (5 5 T ok & LR
WA T Rk 45 F P
WREE/BPATIUES SR, B atq . ES W 7.6.8.5 BELEHHAT
TS TREZE R
T mT AR at @B H .. ZETREZEL, 153N 7.6.8.7 X At Al
Batch H 5 1]
7.6.8.4. [iL & Batch /L5%
Batch 2 /775 & 40 T 14 51 3k B 2] 0.8 LA R FIIHESAT B 58 X — IR 55 o
€ X Batch 1155, 1% DL D IREATH1E
1 fE A AT 4N batch #7 4
2 (£ R H ab i TIOR8 RS2
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A FINESROZPAT I 4, 4% FRIZER. ik, nJLLES D
B, "2,
B. FEMAATIRRTT NN — shell B, FFEMARSE T2 5H# T
EEE
155448 FH A P 1) SHELL PR537AR & BT it B 1 shell /7 198 5% shell,
B /bin/sh (IR FEIRBIE—) .
3. — BN, AFE— D47 %N Cul+D 41 &4, B Han 2175 177
AKX — 25 i A B A R AR AR R R (B S U ks 2 DA
R A )T ORI 25 F P
BREERBPATIUES SR, B atq 2. ES W 7.6.8.5 AHEEFHPAT
AES TR 2B
et aT LLFR 1) batch iy & H . 2 TEE ZEE, ES N 7.6.8.7 #&EHIX] At
F1 Batch Fr17 1]
7.6.8.5. HEERPATHIES
LAEERPATH At F Batch (155, W LAAT atq i3 4. atq 244 B —
ANELFPAT TS MBI, AT BB R 1T « AT NS S0 5
HIH AT B P 48R P REEEFEMATE 0TS . R root F P 4T
atq w4, W< BIRETE H P A A% .
7.6.8.6. FAL )i 4TI I
at F1 batch iy 2 FIESMir AT LT 1 F P :

2% 7-5at A1 batch A& 1T
IR #iR
P A A i Ay A B shell JEIAS, T AS & 7E A
BATIRTF TN 2 B A
-m TS 56 i 1) P 3% H T BB A
v BIRAT S AT IR B[R]

7.6.8.7. =T At A1 Batch {17 1]

& ] LU FH fetc/at.allow Fl/etc/at.deny SCAFSRFR il % at A1 batch 4 H115 7] -
X LGy e 45 ) SR AR E A X, B AT — AN P 4. A, A SRR
AN SR VAT 245

WARAFAE atallow SCHF, RAFE1Z S5 R - A Re {8 H at 503 batch,
It H. at.deny SCAFKE w20
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W% atallow SCEEARFELE, W) at.deny SO 1 H O FH P ¥ 4 22 148 ] at 5%
# batch.

WG RSB T, ADEE at FHHRE Gatd) o BIRA P IRE
AT at B batch A4, #o B EUT a5 i SO

ANE T RSO R A4, root FFTER UG BES AT at A1 batch iy
£
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BI\E RARE

8.1. TEFEMRSE

8.1.1. Ph.kKHE

b7 kB RGN FEEN 22T H, AR 2209, firewalld SCRF
WX 28 /877 K 3 [X 38 (zone) i€ 28B4 . R4k N ZRE RSP KEEE T A
BSCHF IPvA,IPV6 B KA BCE DL LUK MM R, IF A B AT I i B A K AR &
ET0 o B AR SRR AU VR IR S B B RR P BN BT K B FLU 4z 1 L AT DB
PR K3
8.1.1.1. FEI)hE

1) SEIBHAE T, TR ) B oA P R ) AN K

2) A firewall-cmd iy 247 A 34T & B O E TAE;

3) Sk firewall-config EIIEALECE T K

4) LIRS R S AR BT K R0 P A R

5) XHSLHF
8.1.1.2. JeAMm4

SRR AT

dnf install firewalld

JR BT

systemctl enable firewalld.service

systemctl start firewalld.service
KA LT

systemctl stop firewalld

systemctl disable firewalld
HERSHSMWT:

systemctl status firewalld

8.1.1.3. X
A T 9 5% ] AN R] B IX 48 I 155 00 R AR zomes) 5 il & HY AN ) X382
[F1) 43 75 i) 42 o) SRE s S 42 1) L TR A58 R B It o 910 60 IR DX i AN RS AR 1 X3, T
PR 1S 0 2% s v JEE A A ) DX, DB 2 4 SR R A L ) — il 45 . BB AR X
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35 ELIBC Y (— A B AR B DX IO A — AN N B R 2% (— AN s B AR IR X ) . 2%
H A A2 i 1 52 448 1 388 11 AE AN [ 7K1 (45 AT X S8 i 22 42 80K (1) 12 47 RH 3 18 PR AR
R AR B e DR B U o il an s A3 WIFT W NAZAMEAT, T RER 4
IR 28 TE B2 B B A2 58 B AT o 2% 22 S Y ] DAAE 222356 . MR R Bl AN B IR ST I 4%
EEREI G BEHIAAAN, o A RRR T ENLTEC AN W 28 AT IR RS o], € X
THNEREN AT E ete/firewalld/ ) [X 3815 5E A& — FR F1 AT AR PRE AT 2 N
EIETRE . A JLMA R G A 35

drop (£

PR ) X 28 B L e 5 78, A AR R . AN REA RIE H 250 N 48 1%
o

block (PR

AT AT RS ) R 2% 3 B BB 4% TPv4 1] icmp-host-prohibited 15 &A1 IPv6 ] icmp6-
adm-prohibited 15 2 FrfE 4

public (A3

FEASLXIRAAER, AREAHAE P2 I Al oL, R Re i ae i i B i
o

external (#h¥)

Rl e N AR R 7O ThaE AN o EANBRAS AT R B 28 i Ho At 1 5
ML, REeRis m s mdsz.

dmz (JEFEHX)

T IR XN B, XS A FT 0708, AT DA PR AN TS AN
ML, AU IR PRz .

work ( TAE)
T TAEX . &0 LAIEAARAE WX 2% Py 1 At FE i A 2 fa E IR F i . AN 32
Wit PR .

home (FKJE)

TR BEM %% o 30T DLEEAAZAT X 4% 3 10 oAt T LA 2 & S5 s vk AL
A & i IR PR T

internal (PYHE)

F TN BRI S o ST DAFEAS FAB AR P28 PN %) oAt v SR AS 2 BUB B 1) H AL
A2 A IR B T

trusted ({541
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AT HESZ T A I 28 i 2 o
VA firewalld FJHR4 X372 public.
R SRR X 81 R

firewall-cmd --get-zones

BB BE XI5

firewall-cmd --set-default-zone=home

B AT X

firewall-cmd --get-active-zones

BEE 2 A X R

firewall-cmd --get-zone-of-interface=enp03s

BRI A JLIXIE (public)

firewall-cmd --zone=public --list-all

IR S 284 11 enp0s3 AP EBIX 3 (internal)

firewall-cmd --zone=internal --change-interface=enp03s

KB F: 1 enp0s3 AN HRIX K (internal )

firewall-cmd --permanent --zone=internal --change-interface=enp03s

8.1.14. R
amanda. ftp. samba I tftp S5 H Z IS O firewalld $RALAHR PR SS,
ALMEH 2 &5

firewall-cmd --get-services

WoR AR ST

firewall-cmd --list-services

IS http IRS5 2N ERIX I Cinternal)

firewall-cmd --permanent --zone=internal --add-service=http

firewall-cmd --reload

R — RS A2 7 [X

B — MRS IR X, Bl ;o SMTP 32N TAEX
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firewall-cmd --zone=work --add-service=smtp

firewall-cmd --reload

BN XBERIRSS, LA TAF X F2 R SMTP:

firewall-cmd --zone=work --remove-service=smtp

firewall-cmd --reload

8.1.1.5. ¥ 141
FT v 11
FTIF 443/tcp B I /E N F X I (internal)

firewall-cmd --zone=internal --add-port=443/tcp

firewall-cmd --reload

ity 8% K

firewall-cmd --zone=external --add-masquerade

firewall-cmd --zone=external --add-forward-port=port=22:proto=tcp:toport=3777

RPN A R, BB Hh3E (masquerade) , SRJE RSN X 15
(external) [ 22 Ui L& K 5 3777,

8.1.1.6. HfEHO

firewalld & —/M#E AR N “direct interface” (H#EH:) , Er]LLEEEL
iptables. ip6tables Fl ebtables I . Bi&H T MHET, MAZHH . firewalld
PREFXT P It B BB ER, P CUBIE R firewalld A1 I b A FH B 42205 1450
T FE 8 B B8 4 B0 11 ER G N-~direct 3B T0Uf FH o L 20 AR =8 H T IR
55 BCE AT, DUELEASAT I 8] P9 38 D0 5 AR BT K B o 3K e AN 22 7K AP R o
AN N 1 tep 9000 ¥ 1,

firewall-cmd --direct --add-rule ipv4 filter INPUT O -p tcp --dport 9000 -j ACCEPT

firewall-cmd --reload

8.1.1.7. &N (Rich Language)

JH 1T “rich language™ 512, A ULt E 8 O 5 =08 5 BRI 5 v ar B R
B KSR o b AR RE R A PR B W E . X AE T AT DL RECE o X, AR SR
AT IIBCE 77 3 B a2 # L Z0LA root FH P 08 AT o 30— T0UR U ) i 2 445
X Fe

#firewall-cmd [--zone=zone] --add-rich-rule="rule' [--timeout 9=seconds]
P — TR -

firewall-cmd [--zone=zone] --remove-rich-rule="rule'

R — TN 2 B AFAE -

firewall-cmd [--zone=zone] --query-rich-rule="rule’
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—AN BRG] T, RBEE—AN TP Huhk (192.168.0.0) FIIR 55 #3Hc & B k% o
YN Ak %% http,https,vnc-server,PostgreSQL .

firewall-cmd --add-rich-rule 'rule family="ipv4" source address="192.168.0.0/24"
service name="http" accept'

firewall-cmd --add-rich-rule 'rule family="ipv4" source address="192.168.0.0/24"
service name="http" accept' --permanent

firewall-cmd --add-rich-rule 'rule family="ipv4" source address="192.168.0.0/24"
service name="https" accept'

firewall-cmd --add-rich-rule 'rule family="ipv4" source address="192.168.0.0/24"
service name="https" accept' --permanent

firewall-cmd --add-rich-rule 'rule family="ipv4" source
address="192.168.0.0/24" service name="vnc-server" accept'

firewall-cmd --add-rich-rule 'rule family="ipv4" source
address="192.168.0.0/24" service name="vnc-server" accept' --permanent
firewall-cmd --add-rich-rule 'rule family="ipv4" source
address="192.168.0.0/24" service name="postgresql" accept'

'

firewall-cmd --add-rich-rule rule family="ipv4" source
address="192.168.0.0/24" service name="postgresql" accept' --permanent

firewall-cmd --reload

8.1.1.8. BlEfR%

BT B R 55 /& RTMP (RTMP #& Real Time Messaging Protocol (3K
BFyH BP0 BEFRES. i T TCP) w5 1935, 7&
fete/firewalld/services/ H s, FIH LA HBC B SO 40 nfs.xml 1 AR .

cd /etc/firewalld/services/

Yo 1% H AR E PRI 28 IR 55 M 1248, R T2%, A6
B XA A s A E T — B 28 i 55 o R H 3 iRCA € LRI 28 ik
55, WAL FEIEIIARSS xml € 3, A SRIE R H Ay AT LUE IR AN .

cp /usr/lib/firewalld/services/nfs.xml /etc/firewalld/services/

Ve MBI H SR & Z A AR S5 1 xml SCAFPE XA A 3, a2k
s 1A AR A AT DB SO A U

#cd /etc/firewalld/services/
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THEE nfs.xml 4 rtmp.xml

#mv nfs.xml rtmp.xml

N vi g A2 2 rtmp.xml ST N

<?xml version="1.0" encoding="utf-8"?>
<service>

<short>rtmp </short>

<description>RTMP Stream </description>
<port protocol="tcp" port="1935"/>
</service>

TR GSE CAR R B AT A4 7 iR A R 28 F 48 0E /5 2 A8
FHEISC S FURIREER 4% o AR5 SRR 55 N B K S U o

systemctl restart firewalld.service
firewall-cmd --add-service=rtmp
firewall-cmd --add-service=rtmp --permanent
firewall-cmd --reload

8.1.1.9. firewall-config

firewall-config >CFEPT K IR T A REVE . B HE 3] DUH BRI RSt -
Mg, JHIT firewall-config F P ] PATC & B K B8 SO VFIE I RSSO . D2
Uity 3% %« AT ICMP I JE 28 A 2E zone ([X350) 15 B 55 Thg LA B K 3% 152 B 56
FIE . e R,

BAEEE Ex
XH(F) EW(O) ZEH(V) MBHH)
v ERMEE EeE: Ef7E v
&g X BE  IPSets
ens3 (ens3)
BUAE: public FirewallD ESE X T HENME SR, BOUERER EIES. .0 i, PR
i-{m] . BO/MEL. CMPEELEEANGES, EEo L St
£ 3] block
g « Bs  BO Wi BEO p¥ EOsE
drop SLEXEEXEETHERSROEN, ERENEIZTEENE
external %, BEOAENFREINARER - s HiFR SRS
home
internal B
public amanda-client
trusted amanda-k5-client
work amaqp
amgps
apcupsd
audit
bacula
bacula-client
bop
bitcoin
bitcoin-rpc
bitcoin-tesinet

BERIIE firewald 0518

BHARE i public LogDenied: off F&iist: =/ BEBHERF: system (off) Lockdown: =

7l 8-1 B kI E
firewall-config TAEF*IHI 73 B =867 b2 F R, Fria &R B kiR,
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T X kS ICMP gl B4 PR EILRTR.

ULEH: FEAC R TR T RCER R, X brE A firewall-config TR C&E
ERIH P X GG RF firewalldoVER, ICMP 288 AL & (Direct Configuration )
M E H 45 (Lockdown Whitlist) #5325 REMNEE N hg b2 J5 4 6e
U

1) firewall-config = 3EH

firewall-config F- S RAFEIYAN LI : SO, &, &F, #Bh. Hpikmr
SRR EEN, BRI

R KK AT BSR40 BT BAEAS AT I G B a0 SR TR K
ABLEHEAE, BARGEBEZ TR,

B SR DI B o X e X B X 3

AR BRIA DX I3 B o X 4% 0 42 1) i X R 42 11

MEAE A BRI R ME A AR A .

BUE: BUE T OB KIEBCE AT hngt, R v e s B r R R P T ek
Bl o BUERFEN firewalld 3G H0 781 8 A% i 3 FH B30 R 25 0 L 1) o] L B 7 =0 &
F— PRI N AR e S

2) BoEEmFR

firewall-config FC B G IR ELFE: BT FIKA .

AT IBAT I EE A AR B E R . 1847 I L E R AR R AR 2L, 1
HOFTMEI P LA, TR B RS HE . 7 IEN, XU 2k

TR KL B AR 2 40 50 IR 55 35 BN il o K ARC B AR R L B
SO, BRRHLAS B S BCE RS S . BTN B3R E .

3) XBuEmF

X 38z R 2 — A B A

I 28 B 97 K 3 X308 T R RTERERE .« firewalld $& 4t 7 JLRH A& SLHY
X3, XBEAXERERS . P th3E. ICMP S5 A R E-. X
AT DAGRE B8 VIR bk o R 55 08 TR g SCHIREE X3 IR 25 2 P S o P IY
R AT DGR % X AT s . B0, Ak

i RS IEDR
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BASEE - oKX
X#(F) EMR(O) H(V) WBHH)
v ERENE EN: &I~
i X MBS IPSets
ens3 (ens3)
BHAR: public FirewallD KX#7E X T HENMB SR, BOURRGANCIERE, KHRES. KO, DI IPH
#0 £, BO/BXEL. ICMPEELUREANNES, XU ESROUR BN,
. = ( S @O0 BX  BEO0  GE  mORE
drop UEXEEXXEPFERSECTEN. JEREHEIX NS
m‘m B, BOANENFREENAMER ~ o] s o] ERS.
internal B
public condor-collector )
trusted ctdb
work dhecp
dhepvé
¥ dhcpvé-client
distce
dns
docker-registry
docker-swarm
dropbox-lansync
elasticsearch
etcd-client E

BRI E firewalld 8911,
BARIE: public LogDenied: off @iiist: 2F RAMEEF: system (off) Lockdown: 2f

&l 8-2 IRSFiETF
i, i kIR
St 13- 1B TR ISR B B Fo VR LB X 2% 75 T £ 3 11 90 B

X#HF) EWO) ZH(V) MWEIH)
v ETEEIE EN: &~

i ®i§ W& IPSets

ens3 (ens3)

BUE: public FirewallD E#{E X T #HENMSER. ROURF0ILMN(EEE. KHRES. KO, DL PH
&0 £, BO/ARTEA. ICMPILELREANNAS, Ko EEEOURRSLE,

o L « BS @m0 WY ESO0 6% mORE >

RH(C)

B2 Z firewalld #%1£H,
BHAE i public LogDenied: off m@iEst: =H B#EBEE: system (off) Lockdown: =g

& 8-3 ¥ O FE W+
FERVFR RIS P KBS BEFEA N T, W53 firewall-config FFk FEAEH
PV R R 4% X 3o 3 B 1 B b st A A I8 Ind%4H, Port and Protocol At
T
N ik 1 00 B i 5 YE R, RISV AT o AR F S B FR I 3 tep B3 udp .
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iii. Phde ik
Pl TR TS F SR AE A A WX 28 ki m] DA, B 21 8 FF 1) 1P ik
AERE - oE

XfHF) EWO) TE(V) MWEHH)
v EENHE RRE: &8~

Efg Rif MBS IPSets
ens3 (ens3)
B puble FirewallD BAIE X THEMMIEIESE. BOURFHINTEEE, DARRE. BO. DL 1PH

20 £, HOMXEE. ICMPZELUREANNAS, Ko UMTSBOUREML,

” e « BS WO B EE0 6% sOwR
drop NECERE-ARENERRASRIERANINGERESE, HE
external SREAN, EHFERESTIN, BEINSUS—BuNHALN
fome EEHFS, HEGEET Pv,
internal
public MERE
‘;‘;f:’" NBCRMHE, BSHEN P RESE P,

BRI E firewalld BYERE,
BHIAE i public LogDenied:off @iEs: =/ HEWBHEF: system (off) Lockdown: =

& 8-4 Py TR
B 1Pv4 Mk oy — A — B bk, S 3 firewall-config T H I
PR B I PR P 2% X e e D BEFR RSN S AL AE LUAE A IPv4 M bk 5 46 il
— AN
iv. i R kIR
Uiy [V AT DA SR 1) 5y — > 1 DL R/ B FoAth 4L

WBER - oKl
XEHF) &EW(O) HHE(V) HEBHH)

v EDNEIE EN: &M~

b3 X MBS IPSets
ens3 (ens3)
BHAR: public FirewallD RH{EX T HENMEER. BOURFRLNTEEE, KNRRES. ®O. DL PH
g0 £, BO/MRXER. ICMPERZURZAMNES, Ko USREIEOURS0,
= Lo « BS @O0 WY B8O H% @Ok >
drop FMREXFERO, TURMEREEN— TSNS —THO, tT
axiome USMEHESKIS— 2%, RIS 240EE0SKENHE
HH. #ORRERT PV,
internal
public HO Y BMEO Beent
trusted
work
+7M(A) MRIE(E BER(R

SR E firewalld B9%E.
BRIARH: public LogDenied: off G@ifist: %/ BRMMER: sysiem (of) Lockdown: 27
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& 8-5 I D3 K FE -+

SN R E Bty 1B RN i D9 245 0 1 B “packets” ) — A P 5 M ki 5 B 4R
I, EeluE thde 1P ok, SRS IR VR AR . (R 5 B Bl
TR P BOR S B v G . 58 R B T H i 48 1Y .

B LR B — N A R A — RS b 1, TR R AR R ST AR,
B N L () ) A b i 1 G g (VU PRl o B9 i B 31 LAt 1Y) TPv4 ik,
VPR AL B o — o LA AE, N B BUHh TP kb Rl 118 o Va0
SR iy 157 B 2 5 U BRI A I8 B[] — Ao 1o mi ol S AT B 2K

v. ICMP i JE48 TR TR

ICMP S JE#E AT UL Internet 2 HIHR ST AR X B4 SCA] DLZ2AE B

T SR AT A2 N 2T SR B 15 2% A 60 e e 1

HABER Ea
XH(F) EW(O) ZH(V) HEBIH)
v ETEE KH: EfIi~
pi3i ] Xif RS IPSets
ens3 (ens3)
Bl : public FirewallD K{E X THENMSEER. BOURRGILN K 2RS. WO, Bl IPH
®=0 £ BO/MBXER. ICMPEELULEAMNES, O HEOuRBnit,
E3 ] block 5
s « WO B EE0 HE EOEE ol
drop ERRESIEXMN (CMP) TEFTEEMNHENGLEHEE
external S (B E RN ping (=3 BEEEs
8, BhEiELM ping ARUREINSFES
home
internal ICMP 25 2R %M ELE ICMP
public address-unreachable - 1E ICMP £33 4t
trusted bad-header FEAAE, AREREER
work beyond-scope 2

communication-prohibited
destination-unreachable
echo-reply

echo-request

failed-policy
fragmentation-needed
host-precedence-violation
host-prohibited
host-redirect

FBN=®E

7 DROP MIX &,

BRIE firewalld 195 1%

$iARi#: public LogDenied: off GR#RX: ZH BRBEHIFF: system (off) Lockdown: 22

& 8-61CMP 3T JE4% T 1A F

B ZEH — A ICMP i€, W5 2] firewall-config T H Ik HFE L
HAG B BIM X35, 8+ ICMP Filter FIbRIH LB BRI 75 E 0 JER ICMP {5 5
KB IRAE . 155 EAE A8 . X P 2 m ), BUA R,

vi. EAERCEEDR

HERLEENRERFE A m-R: 8. S 2R iR LR XN &+~
FEH T IR B B R B INRE A€ IR KSR o X Ee R R AR R A 2%, IF
HAEW R firewalld #1d D-Bus L1158 EiE. BHET/EREIIN.
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28 o EX
X{#(F) EH(O) HE(V) MWBHH)
v ERE EH: XA ~
R R B PSes mgEE
ens3 (ens3)
BUR: public BEREESTHERBRMHAEAT. XEZAREAF THREZEN plables B2, LNXR. B o2,
70 2HHER. HEEENZUETHEM frewalld DESR O BRNSEFR.
*R STRIEN IPV 83 7 ipvd o ipv6 I eb, ipv4 BT iptables, ipvé FF ipbtables, eb BF U ARNHE
(ebtables
# AN 3
S5MMERERMMINE
ipv &% 8
+ZM(A)

BRI E firewalld 89518
BiARi#: public LogDenied: off RHERX: =F BHIWHBFE: system (off) Lockdown: =

& 8-7 HEAL BRI~

4)  BUER KBS E

BT ZNSCRILE B KBS, Ji E 2 AT B e TE IS AT I Bl T Bk
FLAEREK A (Permanent) , Zmil K 21 5 Gu Bl # B K 855 B 8T AT AT 1 %
5

TEIZATET (Runtime) A58 T 58 S0 f KB 0 BE g i, — BLIES S Bl Bl T bR 4 12
IR 2SR EHE, BT B4 AL, 7 Permanent B3 T 58 B0 ks 982, ANAY
1E FH N ER B KIS B RGUE 8 2 5 AR A T DA A SO 5 R 1 2 n 2 b
B R IR IR, SRR E T Ay K B
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2% - o Kl
XHHF) EWO) HE(V) R mi5m
v EROEE EE: kA&
g R ES PSets mgEE
ens3 (ens3)
BUE: public HREESTHRHPMHAEARL. XERMRVEEAF TREZED iptables B2, HNOR. 8. 9.
#0 SHHNER. HEEENZQETHEM firewald SR BRNEEFA.
b3 STMEEN PV BE S ipvd 2 ipv6 B eb, ipvd T iptables, ipv6 BT ipbtables, eb BT LI AMKETE
(ebtables),
# AN w8
S5MMREEROMIINE
v & #
+ &M(A) MRHE(E ez (R

BRI E firewalld 891518,
$iARi#; public LogDenied:off R#RX: =F BHHWHIBE:; system (off) Lockdown: 225

&l 8-8 B AR KM B E

5) BN
FEBE R B BOFTHR K XAF N EGAME, WS firewall-config,

MGEBRREFIETR, R R IR BB SO X, A 53R ik 4

B XA BN X, e b e S LR

XFHF) ®HO) HE(V) WMBHH)
v ERIINE EH: EIR-

31 X BS IPSets
ens3 (ens3)
BUR: public SIEM IPSet (IRABERRE R, LUBRTF IP ibat, WO S WE MAC ik,

®0O Lalled
ES

u= ;”W"ﬁ’*‘*m AT ipset B URESS
fil HigH ipset HSFNNFE,
P block 3
dmz

drop
external
home
internal
public
trusted
work

ORH(C)

[EEKAEENEDLIRRME IPSet

BRI E frewalld 0955,
BHARIE: public LogDenied:off @iX: ZH EHMWEEBF: system (of) Lockdown: 2=p

& 8-9 BEERIA DX
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8.1.2. HTIHMEH (audit)
8.1.2.1. fajsr

audit T H AT LK vHid sk 5N HE S AFE I RG0SR
LG AT DA AR e H A, B E R R AEAE AR (I 2 ORI B k25K, B
HH PR RGSE R R .
8.1.2.2. ZeH IR B HfT

audit.relus

v
- Y
FIF Task eereaees el Exclude
B -
Exit SR A +—I—*
. ausearch aureport
Linux PIE%
auditd.conf
& 8-10 R EE

ULH: SEZRRREAR, MR 2 AR EHC R BFEA R
HHTE] 2 IR R G T LR RS Cusertask exitexclude) , A5 A& — 251 N F S
J¥ (auditd. audispd. auditctl. autrace. ausearch A aureport £5) . Linux P #%H
1 T LFR ZR GE i FH A

User:id s H P 28 (Al e AL 34 B B9PE R 1 08T B, Wiz G g w1t
JE 6 AT E .

Task: FREFRSIFHFEFHFHERE (fork) 5 M—AMESHOIER, Wit
T3 fork A ve [ G 2 1 AR D A% A

Exit: 45— RS0 H 45 A FIWr & Sl sz i A

Exclude: MIBRA G FA4E; Exclude /& HRIEJEH B8, WHtEAEERT
BT DX B S AT i R

audit & NZH B — M, WIS AT S LR 2 7E audit Hhadsk, 1XAMER
I RE I A B PRI B . A% audit BIEGE BB E 1 — AN AR T
auditd Ao audit 7 A AR A2 1532 2 auditd 7, 285 FF T auditd 35473
E#AF. auditd.conf & auditd FIECE 1. audit.rules /2 audit RN SR, #E
audit () H B id L E. Bl N0 audit BEATHEHI S AR auditctl
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BEATHRAE . root FI B AT DA E B2R ] auditctl 54744 - auditd U B BE )5 & H
A . BN B 2 K H &R A A auditlog 3C A, BRI BX A2
Ivar/log/audit/audit.log. 3 —-~i3d audispd K¢ H EREAT 70K

BRI KRG AR NP Bk a. R RERE
. BEFHaS, W, 858 H audit sEd iR R A AT H &l
S, fJrl i AR R THIR R ANIE 2 H Bk A A b o3 B O

FH P[] it 2 48l auditd. audispd. auditctl. autrace. ausearch 1 aureport
SN AR P . T VR U A -

auditctl: RPE 42 i) 85 v ~p 4 AR 94T 9 TR, Qnidsm B &

auditd: audit SFEERE 7 ST AL S AR S BB AN BIRERL b, XS (E B R
T R G g Sl =4 . P 2 v R4 auditd J5 & #ERR U A A
T RGEIR RN ITHE R, #E E5 Aflivar/log/audit/audit.log.

aureport: & AL % E HR A I T A

ausearch: & & & T F A4 1) T 5

auditspd: % & Sl A4 HAR R AR 7, A2 5 A S H B0

autrace: — M TEREZBERE A 6 & o BAT strace, BREFR—PEERE, IR
B RENHE 2.
8.1.2.3. L LNHE

1) fFH dnf THE 2840

dnf install audit -y

2) audit fic F 301

audit 2235 5 2> 42 B 2 AL B ST Jete/audit/auditd.conf fll/etc/audit/audit.rules.
letc/audit/auditd.conf & ~F 4 FE T I ERIAEL B . Jetc/audit/audit.rules &1 5% Hi
T SCPE . B 2% audit 5, B RN SO 2

letc/audit/auditd.conf 752 7 (1) BRI L B S AR A2 H OGS

TN THI TR B 152 B —Metc/audit/auditd.conf

#vi /etc/audit/auditd.conf
#CE H &
log_file = /var/log/audit/audit.log

EICAF

# B HE RS E, B2 0~99 2RI E. iR E /T 2, WA
B HE . WREAH WE num_logs H, EMBINN 0, BEHRENRAEAH
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num_logs =5
#C B H S 2 B A LR
name format = NONE
#BCE HE KA, DR PR RARKHE X EE. BRFRXNEE
i, 24T max log file action ¥ 7€ HIZN1E
max_log file=6
#i B H S RIA & KE G EE, X Bk ROTATE (i)
max_log file action = ROTATE

8.1.2.4. auditctl iy & f&i />
auditctl Ay 24 U K-

auditctl [1£751] filter,action -S syscall -F condition -k label
% 8-1 auditctl A4 %EIR
mH &S VL]
filter 20t BN PO A U] U O I 8 2%
filter user,exit,task,exclude | B HEFAFH . ILJERS task. exit. user DA
M exclude
_ R HEZF (always Fonsg)  (never
action always,never .
TR
N Fr 5 M & 4 W H & n UL &
syscall all,2,open % ‘ . ‘ i
/usr/include/asm/unistd_64.h SCAFFRE).
TR B AR IR I, 3 — 2D A8 SO I >k
condition | euid=0,arch=b64 HRE e 40 41D, 3R 1D A A 2%
IR F A AH UL
label ERECF PridH IR R 0 &

-S FR RG] 5L
-F RO

-k RN WA H TN RS

8.1.2.5. audit & {1 HLI
audit B TR 7 B =B
1) FEHEIN XL T T R A S R B E
2 ML AT LASE fetc/audit/audit.rules HH I E . T EALEE:
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-DHIH R BT 2 i e A8 o A% 2
-b 8192#1F A% T 1 18 e KA (1) CAFAE [ B A% 2 vP X Dy 8Mb#
-e 2 #E E WAL L B #
2) XHFRGHN: IXLSE A H A X LR, FRATTAT LA
X 5E SO B E S AT SR AL (R U 1)
AILAIE auditetl fp & E . WMIESUIFRSGAT N KRS HRIIBR)E
PR
FI A =X
W AT
-P PR 5
-k BT
Ho-p BURMIBHES 90U
r— PO ECE B3R
w— BAECE B3R
X — IBAT AP EE H K
a— BRI H s e
151 1 L i 4% fetc/passwd SCAF B EAT A, AT DMEAIX AN 4

auditctl -w /etc/passwd -p wa

WA PLH ¥ bk A B S /ete/audit/rules.d/audit.rules 7 B AT SZELXT
2O I
I R T RIS R E 1 X ete/hosts AR

auditctl -w /etc/hosts -p wa -k hosts_change

3) HRGHAIN: X LG FH T AR B AR AT AR BORE 2 H P AT I R G
WH .
W R g T RE 2 5| & & e ) H &S 8, X2tk AR 2 T R B e
Fir AR B i MRl R G FH 75 223 auditrules W R E TFH 2 H R AE,
Reexhiz B A ST S o R NSy, JE——5IH.
ARG g
-a ININ— 2 RS0 H H a4 A 5
-S WoR TR E NI R G AR
S 77~ AL U AR o D) <
-D HER BT R
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-d HBR— 2B F-a X6 8 5
-w B A EGE H 3%
-W B — 26 U R -w X6 8 5

5
H R

-1 B A .

W5 MG WL, e P (UID 2 10001) U Rl AlFRZS ) H &4

IR

auditctl -a always,exit -F arch=b64 -F auid=10001 -S open -k userfile

ViH: userfile & P H AR EM— ML 7, DLERARESE T, #al
PLAE AR T a4hidid auditetl iy 28 I RLAS & 7k A B RH T A 1 kAt
JABNJEA R, AT LK LN N 2 S fete/audit/rules.d/audit.rules H .

fEEH
8.1.2.6.
J&

SRS
&l

systemctl start auditd

H

B)E 5.

systemctl enable auditd

service auditd stop

service auditd restart

1t

Ivar/log/audit/ B 5% H i H &S0

service auditd rotate

iic
B % H

B RS 0 A2 5 BTG, Gl UnAFE e 2 A7) X

EHE DL

EAPRORAT

service auditd resume

NBATIRAS -

service auditd status

¢l

BT S B0 R R U 82 4 -
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auditctl -I

e & auditd Y H E S0 AR F L.

B audit I} 5528 4 Fx A2 kylind,ip il 192.168.0.1;audit 2 /7 5 44 1 2 kylin2,
ip #ihl 192.168.0.2.

16 AU 25 4 i e L S
vi /etc/audit/auditd.conf
#BLE I T o 4 60
tcp_listen_port =60

HJF k55

#service auditd restart

7 Ui 2 e AH SR A B I LI B A
#dnf -y install audispd-plugins
16 S5Ol SO

#vi /etc/audit/plugins.d/au-remote.conf
#HUH % H RIS R H SR 54

active =yes

#vi /etc/audit/audisp-remote.conf
remote_server =kylinl

#15% B W T A 60
port = 60

#vi /etc/audit/auditd.conf
log format =NOLOG

SR B A Ak 55

#service auditd restart

8.1.2.7. aureport

FAE A T B IR, TT{E A aureport wy4. AR 4T aureport B A
FAEAIET, W2 Boniml B kg, R LA

A B — B 5 B TE) P 4 o

aureport -ts 8:00 -te 17:30 -f -1

A AT P R WA ) S i
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aureport -u --failed --summary -i

ARG AR

aureport -s -i --summary

8.1.2.8. ausearch

i ausearch, #XAJ LA yEANI R FAFRA . BIL T LLE I HE B #
SINEMEE (RSB 4D KEREEAE. L root ﬁﬁ)ﬁ?}h‘ﬁ ausearch iy
%, BERE RN, MO 4 KL 4TI, B AT BoR
[ ARIC o

75 : ausearch -f /etc/passwd

[root@localhost audit]# ausearch -f /etc/passwd | less

time->Fri Mar 20 11:54:34 2020

type=PROCTITLE msg=audit(1584676474.800:1468): proctitle="whoami"

type=PATH msg=audit(1584676474.800:1468): item=0 name="/etc/passwd" inode=1049428 dev
=fd:00 mode=0100644 ouid=0 ogid=0 rdev=00:00 obj=system_u:object_r:passwd_file t:s0 n{
ametype=NORMAL cap_fp=0000000000000000 cap_fi=0000000000000000 cap_fe=0 cap_fver=0
type=CWD msg=audit(1584676474.800:1468): cwd="/root"

type=SYSCALL msg=audit(1584676474.800:1468): arch=c000003e syscall=257 success=yes ex
it=3 a0=ffffff9c al=7f830dd3bl5e a2=80000 a3=0 items=1 ppid=42011 pid=42536 auid=0 uid
d=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts0 ses=34 comm="whoami" e
xe="/usr/bin/whoami" subj=unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023 key="
passwd_changes”

time->Fri Mar 20 11:54:34 2020

type=PROCTITLE msg=audit(1584676474.803:1469): proctitle=6964002D757200726F6F74
type=PATH msg=audit(1584676474.803:1469): item=0 name="/etc/passwd" inode=1049428 dev
=fd:00 mode=0100644 ouid=0 ogid=0 rdev=00:00 obj=system_u:object_r:passwd_file_t:s0 n
ametype=NORMAL cap_fp=0000000000000000 cap_fi=0000000000000000 cap_fe=0 cap_ fver=0
type=CWD msg=audit(1584676474.803:1469): cwd="/root"

type=SYSCALL msg=audit(1584676474.803:1469): arch=c000003e syscall=257 success=yes ex
it=3 a0=ffffff9c al=7f4b43e7615e a2=80000 a3=0 items=1 ppid=42011 pid=42537 auid=0 ui
d=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=ptsO ses=34 comm="id" exe="
/usr/bin/id" subj=unconfined_u:unconfined_r:unconfined_t:s50-50:c0.c1023 key="passwd_c{

@snm$%%
I ESE e
time: & T B [H] 5
name: s 11X 4
cwd: Y HI %125
syscall:#H 5CH) R GE i H ;
auid:®# 1+ H 7 ID;
uid A1 gidziﬁl‘rﬂi#%}%)‘: ID A 4 1D;
comm: FH F i la) SCAF ) i
exe:LEﬁ‘ﬁé\E@ﬂ?ﬂﬁi#%ﬁo
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N LA T
BRAGE R KM T ar 4

ausearch --message USER_LOGIN --success no —interpret

WK, BH, MORE, HH N2

ausearch -m ADD USER -m DEL USER -m ADD GROUP -m
USER _CHAUTHTOK -m DEL GROUP -m CHGRP_ID -m ROLE ASSIGN -
m ROLE REMOVE -i

FZ I E I 18] Be (i RIS e, A BN A

ausearch --start yesterday --end now -m SYSCALL -sv no -i

T (key) #ZREHHFILR,

auditd ZE I H ESCHFNAE LR 2, InRRA R EE Y, EERMERE T
FHAFE ook T (key) A DURERCR.

TSl auditet! #y & S r— AN EE

auditctl -w /etc/passwd -p rwa -k passwd_changes

T IR AN R D) ) = BB R SR v ) B4 2 fete/passwd FH K O FEE RO AT AT
Sile — BA NMESCT Bl S, vTRVE R AR BT (key) R UHFAF
103k

T (key) HZRE LR

ausearch -k passwd changes | less

T 0 i A R U ) B AE Mt fete/passwd SCHERI HEE L HAME B 2R .
8.2. wAEMRAM

HERE RGN, ERWEREAN RGE BTN EE, By, ERi%
KB TR S N A SR T s R, R X%, DAKETEIE AT
FRAAE BS54 o A K 0 B G i 4 LA F67 S >R TS PR R JEL B IR 55 5 R A2
RGP RIXEE L

8.2.1. KYSEC Z&4&Hl4

R LB T R S5 R AR R GE VA0 S5 PR R GRS AL [ Y Ah
ERGINZ 2N, S T BT ARSI AT RIS, SEE 2 S8 AR
PRI TR FNPAT LI BR, f OR S FH SRR 04 7T 55 1 R 7 P A B Y 5 B P o BAT R 1AL
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HESHI SO AT . BB AR, PN RG S BTN, H
B SV R GIEARIC I ST, AR E% T30 3% DU R B A8 R B
17
8.2.1.1. ZAREWE

KYSEC LA PIFUIRES; SRHIF0 (normal) « #AH (softmode) o Bl
AT AREHATARE R AR, BIZE R P AT A G 2pmic S R, i cise
XN, RRICFKIREM BT WPATIT N, AL #IE. RS8N KYSEC
TARERRAIRE, HIATIES . TR WERPIRESH AL T RIAIRE,
=AU LKA .

BE kysec LAMRE:

#getstatus

KySec status: Normal
exec control: on

file protect: on

kmod protect: on

three admin : off
WH kysec “ZAIRE NP
#sudo setstatus softmode
WH kysec % AR N il =
#sudo setstatus normal
8.2.1.2. PATHEH
BRI TR = IR S5 AR E R G0 VA0 W0 T SO AT . BRI AN AR =
fER ], 2R RG S FH=ANHER, K R BE S vEmid S
PAT, ETNLE T #5 DISEAM SRR I 2R IE AT . AR ATIE AT AT $04 T 301
EMIBR. 1B, #IL. F83). EamiSEEREL, St ibdiT.
(1) AJPAT AR AT $2 1]

A L ftmplls AT 6
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#cp /bin/ls /tmp
#itmpl/ls

EEH G E/ tmp/1s [ kysec drid)a, M WATHAT /tmp/1s FE 7

#sudo kysec_set -n exectl -v original /tmp/Is

#itmpl/ls
B/ tmp/1s BRF ARG, ISP AR EIT:

#echo “ > >> /tmp/ls

#itmpl/ls
(2) AIPRAT BRIAS (R AT 42 Al
B A ST ftmpltest.sh FERIIPAT AR, WA Q1T -

#!/bin/bash
echo “test”

#chmod +x /tmp/test.sh
HHPEHM TS, #IOEHATER:
#/tmpltest.sh
#bash /tmp/test.sh
EHLGF PR B O kysee BRid R, FRTELAE IEH PUT
#sudo kysec_set -n exectl -v original /tmp/test.sh
(3) AR ) AT F ]

FH PR AT g ) P AZ AR A 1 1) 3 H 5%, 22l DU N AZ AR, TR
KYSEC IhRE, T ok M

#cp /lib/modules/ uname -r'/kernel/net/netfilter/nf_conntrack_ftp.ko ~

#sudo insmod ~/nf_conntrack_ftp.ko

ks UL N AZ AR bR, DU AT DR R 2
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#sudo kysec_set -n exectl -v original ~/nf_conntrack_ftp.ko

#sudo insmod ~/nf_conntrack_ftp.ko

8.2.1.3. JUHHRI ThRE

SCAF ORI T REFF I, 2RI SO A RR B . B MER . IXFERE
PRI 7 G B G B SO AR RS 2

25 SCPF R B SR AR A

#sudo kysec_set -n protect -v readonly /tmp/testfile
AR BRI R AR L -
#sudo kysec_set -xn protect /tmp/testfile

25 SCAT tmp/testfile 15 B SRR BIARIC J5 . W2 IR 48 o, & 44, I BR
/tmp/testfile LA 40 R ERAE M 2 27 KL

#echo “testl” >> /tmp/testfile
#mv /tmp/testfile /tmp/abc

#rm -f /tmp/testfile

8.2.2. BIEREE LRI HLH]

BRI B REE v BN S5 S A E R GE V10 SR AL H s AL 5 1 B A £
HHEET RO, B 7 SR AR T RE, R B P B ST OR3P AR A
TG A, B ARVE A 3RS R e Je v 3R O A P AL B [
It 3R A S DR 47 A6 B Bt 3L = AL

® [FmegkaiE, M RAEIEAOH B EMRGH AL, XIRH R

BT S 30 3 ek 5 25 5

o =, "AMHP RN EH IR T L ERE, TR ER TR

CEHPE. GRR, SeBldELs.
8.2.2.1. KR Ras

H 0 B 2 AR WL 34 H 5% N /box . FH 7 ff A boxadm A 28 — AN BB SC
PRORIP AR, AR H S SRS BER ) B 7 U5 17
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test 17 B — ORI RS testbox,  FFHT i — > 3CAF

#boxadm -c testbox

#touch /box/test/testbox/testfile
test H ;' & & /box/test B H 3% f -

#1s -1 /box/test
testbox
#1s -1 /box/test/testbox

testfile

{H root H /" & & /box FHIT H, l:
(1) Is -1 /box/test Ay 2% Hi # ¥ H /box/test/testbox, e~ “EHHE 07 ;
(2) s -1d /box/test/testbox iy 2 #&7~"No such file or directory”;

(3) Is -1 /box/test/testbox/testfile iy % &7~ ” No such file or directory”

#ls -1 /box/test
#l1s -1d /box/test/testbox

#1s -1 /box/test/testbox/testfile

8.2.2.2. ¥fEit=
P8 boxadm BB SCAHR A8 A 0 H RIS SRR, S SRR

BEE AR, BRI P EE VT XA H .
test F J' % B root Xif/box/test/testbox H 3% ) Rz AR )5, root A
AE )7 ] /box/test/testbox H 3% :

#boxadm -s -u root -p rx testbox

root I P HAT AN N x4, WA PLE 3 /box/test H & FAFLE testbox H .
/box/test/testbox H 3k NAFALE testfile XA

#ls -1 /box/test/

#l1s -1 /box/test/testbox
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8.2.2.3. boxadm {5 F 71
test FH AN — BB SCHE R P4 testbox, 234 A H 3% /box/test/testbox:

#boxadm -c testbox

W E root Xf/box/test/testbox H M R ZERIR G, root H A4 GEVT M)
/box/test/testbox H 3% :

#boxadm -s -u root -p rx testbox

W E root Xf/box/test/testbox HxWIEL S ILEMNIRfG, root H P A HEILE
/box/test/testbox H 3% :

#boxadm -s -u root -p rwx testbox
7 % /box/test/testbox H %) Box 15 5.

#boxadm -1 testbox

Access:user:root:rwx

4 root FH F it /box/test/testbox H 5% ) 35 AL IR -
#boxadm -s -u root -X testbox

1 % /box/test/testbox H

#boxadm -r testbox

8.2.3. R )&

TEVH SN2 A AR —Fh B3R E R B HRAUG il 1, H b2 PR E ek
AR g ) s Gl H AR AT A ERAE I R ) o AESEE, FARIEE R AR
BRZGFE, XTRATAER C/E. A%, TCP/UDP %50, LEAFER. 1/0 #4%. T
AN R % A BA —HZ 2@tk &2 R As v mx R, #MamEERRN
A% SR AT SRAR I ——har 8 22 4 @ PR I 1R e S 15 T REAT U 10 o AR AT F2 AR
FAR AR FTHRAEFAE RS — 2B BRI (BRRFERESD AT, e iiER S
Vo

TR ARG ) (O AR, B AR 1 B U 1) 1 B
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P MRYERIEAISE AR, AR EE S PR A REM, W dic, file.

process %5,

74 BRI fRbRICAETA HY B R R, A4E SELinux H . A,
EERAY, AR MLS(Z %4, LT A N9 REEEE 2 2R

FM: R IrHgs — R BRI E WE AT LLUG XA R, oo REERE, 28
RO A XS R

A BERE DAZE E RO BERE R AL AT B RE IR e, 75 2 = ANk
fh: — A HERRHBIESEAAE XS —AD AT AT SR AL entrypoint V7 RIBLR, #ERRE
HI2 T (AR 4SRRI N E SO 2R execute V5 MAUIR,  2EAR B 24 i
SSRGS T ISR AT transition Vi FIBUFR -

At A—LUlgOE SCH, TR MRt AT DU .

ARG AFRTEE linux F XS RE,  SEMEIRS AT BLE .
8.2.3.1. SELinux J:fifi 5

U S S RS AR R R V10 RIE RA AT R, €l T REEILE
SRINBE RN . =AU SLINREHRME o B 11 IS5 SRME . PATIEHI DI RESRMG . B 44 5. 1)
RESERG . kvm/Ixe 55 RATIRETRRG . RAME AT S0 H THKIE . REED)
W E Shisic AT Re. WRAB AR S, Efl 7 ukmls. ukmes 1 target =%
SE JEAili HEmE o
8.2.3.2. wAHIgHAYIH

RGEIET B EidE N T RV, RvEsURN T 7 EIRA RS S AL E ,
EIASE AT T B 22 4= SR B FCVFIR AR B3R A EATI AT DASRAT , (Bl s TF TF ok, s A
e H BB X R IR A O AT % A R4S 28 RGEF BRI AT
A8 FH AR A0 0 VAR 2B SRS, A8 BRVUAR 2 DU A5 i s A X 0 S s R o [l AT Tl
55 an 24

(1) i 22 4 g AR X A iy
TATRME 7 — 28 T Hoig 2] LA ) 24117 1) 22 4 SRS B, T /usr/sbin/getenforce Al
/usr/sbin/sestatus. JITA FH 2 # AT LIS X 26 A A 34T B ]

getenforce iy 2 il i #5 4 Permissive W& 7R AT 4k T oA, # 4 Enforcing N

% 258 W / #£274W



FoEN BRI R IR S5 2R E R VI0 RGE B 5 Tl

TR AT TR mIAR .
sestatus i 2 [ H AT BEN DL T A 25

#sestatus

SELinux status: enabled
SELinuxfs mount: /sys/fs/selinux
SELinux root directory: /etc/selinux
Loaded policy name: ukmcs
Current mode: permissive
Mode from config file: enforcing
Policy MLS status: enabled
Policy deny unknown status: allowed
Memory protection checking: actual (secure)
Max kernel policy version: 30

EAMUNEL 1 2 i 224 RIS RO, (R I e mT DAAS 21 HAth 22 4 SR 0 45 L -
ZARMIT RS . RIS RS B B E P RBOAR A, 24
SR R A AN 22 2 S H SR A4 K

(2) ZAERIBRAIEN

N T #e B ARG R 23t N B5RR A, (2 gt 7l B
Nl Re b7t Y Bavi T e

setenforce 1 ¥ & 5 il F3;

setenforce 0 ¥ & A FLVFRLF.

ARG = EH AP RG22 E AT LMEM setenforce 1 #EA S,
B A 24 B 61 AT LA setenforce 0 328 A 21 fo vFARE

(3) ZEH 24 5ems

75 AR G0 BRI, A0 ] DA e 48 P 3RATT B0 22 A e mis itk N 3 4 4 i Uk AT
BE. HEANTTEIT:

a) RGJH TN grub S
b) #i N\ grub HIBENAZ A SIS E, K S 4 selinux=1 enforcing=1 15N

% 259 W / #£274W



FoEN BRI R IR S5 2R E R VI0 RGE B 5 Tl

selinux=1 enforcing=0 -

(4 JBERS.

XAERGUR FLAEE AR GE R, H root HI P X RGEATIEE
8.2.3.3. HIEICE A%

T TR PR e A SRS AT, FATHAR AL T DLy A0 i 2 4 SR
HATHCE -
8.2.3.3.1. BEIrCM A

KRG — Lo H A 2 10-Z R IUER St | AR SO B R 22 4 B R U T Re
W: 1s-Zid-Z M ps-Z, XA IN T -Z TG 82> BoRiZ oSO s R %2 4 b
T, s -Z AN, T BL T A

-rw-r--1--. oot root sysadm_u:object r:admin_home t:sO

Hrf sysadm u iR N IZ BT sysadm u 4 5KIEH 7, object r #aniZ%
YR T EARRA M, admin home t FKIRNZICLEHIZERY, FRATH SEmE w2
AR X e i) 8 B HEAT V7 I $2 1 1
8.2.3.3.2. Bhrid 4

2 B AT DU I — e iy 40 R G A SO 224 R ST T ERAE, A0

chcon. setfiles Al restorecon #ir 2> -

/bin/ls 744 bin_t KA, 224 5] LU cheon -t sbin_t /bin/ls # bin_t
BN sbin_t 257,

cheon & -u ZH8] MBHGZ S 24 BRSO R R, o« 25
A DMBECE A, -] SHOT MBS e Ao, oAb LA A T LA A Y
T

setfiles 74 T DUARAE FAT 1 22 4= SRS F bR 10 SCAFE X 3R G b BT SO EA T A
ide :

setfiles /etc/selinux/targeted/contexts/files/file contexts /

restorecon iy 2 A AWK 1% SCAF FIERIN 22 4 B 1 3C, W: restorecon -r filename
TEXS SO 224 B SChRic AT BB I i Se B A & IX M id B IE A 14, SR
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Ja BT ERAE, BRI T AEE P Pt
8.2.3.33. /7. M ARG R

B FAEFE N (login, sshd) H 5T Linux /2 82245008 1, (68 ¢,
U R 224 SO FH P AR AR I A — A Linux P ARIREF 58 4 A ], DGHC A 224 5
W PR IRAT SOAWIAR shell FEFR 224 B ST PARIRRT. 248 H R m] fif
F semanage v & 5¢ LS, f1: semanage login -a -s charlie u charlie, 7~ Linux
HI 7 charlie 14 %42 50 H J7 charlie_u &5k R4 .

f# | semanage login -1 iz 2 7] LA E, 1N

#semanage login -1

R SELinux Ff / MLS/MCS il %
__default user_u $0-s0:¢0.c1023 u
auditadm auditadm_u $0-s0:¢0.c1023 u
root root $0-s0:c0.c1023 <
secadm secadm_u $0-s0:¢0.c1023 &

—AHPE BN N2 A A, EAER N2 R BN A, TR
i TS PR T H semanage #il A\ semanage user -a -R mgr_r -R charlie_r -P user
charlie_u >R —/N1] IE N A & mgr_r A1 charlie r )42 4= 5% FH 7

charlie_u.

Al semanage user -1 AT EE, WTHA:

#semanage user -1
pRic e MLS/ MLS/

SELinux H /' ®I%%  MCS 2l MCS Jil#l  SELinux fAf%

auditadm_u audadm s0 $0-s0:c0.c1023  auditadm_r
guest_u user sO sO guest_r
root sysadm sO $0-s0:c0.c1023  sysadm r
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secadm_u secadm sO $0-s0:¢0.c1023 secadm _r

AR —EERMWES, HESHPEIBER, BRI )25 2
JE 3o 3R ) SR R A P S AR AR 4 1) o 1) R U ke B A T )
8.2.3.3.4. i L E

RGrh T o L FE R ARG 7R, e R R A DL
semanage port -a -t vinc_port_t -p udp 222
SKIRIN—AMRic 7R 1
Al semanage port -1 BEAT A A, W1 F K-
#semanage port -1
SELinux ¥ 287 X Uiy 5
afs3_callback port t tcp 7001
afs3 callback port t udp 7001
afs bos port t udp 7007
afs fs port t tep 2040
afs fs port t udp 7000, 7005
afs ka port t udp 7004

8.2.4. =5 3LHLH

=R LR GAE R LA RGAMEE R I RN, RERED RS SE), K
KIFHE R 7RG HAT YA S .

FEHRER, g L FBIRER G root KIREERATRIS, A1
root(uid=0). secadm(uid=600)F1 auditadm(uid=700)4%> HIAE N H #3447 AE,
AT AR selinux =AU LA A — A, NIRFHEG RGH - 56
LR G LR EIE, I8 =R SE) H

=R SR G R linux IUE P S IENLHI Y, 38 s or Dhae £ 2
S NIRDAL B AENLHTC T SR =B L P S S5 IR S EHE S
linux F P S 43 S I HLAI I UGIE R 882 A mT LLAR A% R -5k 7 AT &
L, RERGALTIERITR, HFEAZML 2 HRERGAH IR E.
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8.2.4.1. Thfk

R RGN REEFER 5

1. SEHLN A UID 2y 0 FIREZR A 7 AT AR ) = AN 28 5% P 16 5 O UAIE
Thie, IXANIE R G SCRFEFR Bk RGN S U155 B vl R S & 1L
BREDR O, RIS A = AR Goxdt Hoph AR 38 53 P &

2 SEIAERR R UM B 03 G, AT DL RS [R) 4 2 03 F8 R AN [ 1) SELinux
BB

HEBAN RSB AT 2, A =R GA BRI B R G L5 5 0y %5 R
GUnTAEE B G P T RAEERAE, B =R ARG AN = EE R E P AER,
AT AR Fo At o 32 B 1
8.2.4.2. /il

HERGEH R A “XEHINGE” . %A R NG RS H R A
RGBT XA, M= RGE LR ARE N strict U0 REGE TR
AR R, SRR -> TSRS . R R ] LU T 5 X 4
BREE. AR U R ISR B 4 X G AR 1 AR R
8.2.4.3. =HH 4tk

K82 =R MAE

R e HIE
reboot RGHEFMS .
init EH RGBT A
ifconfig R 2 5 1145 B
i rpm BB (EAREMBRIRATI SRS ) .
by useradd WA o e useradd abe
g passwd e P Y. fn: passwd abe
” userdel kR H . 4n: userdel -r abe
insmod AR,
rmmod MRS R .
iptables b7 K BEAE IS
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system-config-date

FC & AR Ge Te] (HCE WX 2% i) 18] Y 21 ntpd ik
55 5 AL SO VPR U HEAT) .

system-config-keyboard BEAHLE
system-config-language EERE.
system-config-network W 8% T B i 2 o
system-config-network-cmd
system-config-network-tui
system-config-printer ITENPLACE

system-config-printer-applet

BAREE (LA Rk S I E &2 52

setup
RV T AT .
mount I3 X
baobab fh A o3 B T H .
TFIE A1 selinux ff 5 il 1 =X,
/P setenforce 1 JF 3 5 il #2 5X,
setenforce CHA A R AR AT HAT)
setenforce 0 I A1 5 fill 1 2
(R % AEEH G A RPAT) -
i s T 5 SR W ST A 4 2R A i 3k ) S S
=gt % ST R BT AR SCAE R A6 R
. checkpolicy policy src_t 357!,
" Ul :  checkpolicy -M policy.conf -o
policy.24
load policy n: load_policy -bq(fii 55 #%) 50 46 A A% T 1)
LAHNE, ORFF(E A M HT ) Boolean fH.
oo & SO RS Je i) 22 4 BR S e

chcon -t bin_t filename
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1B O SCAE A SO e (BB S e cheat

chcat
s0:¢0.¢255 filename
W EBE 274 F . . fixfiles -F
fixfiles
restore filename
WIE SO bRIE, R A bR iC BRI .
un. setfiles
setfiles
/etc/selinux/targeted/contexts/files/file _conte
xts /
VRN ol ol
restorecon
U restorecon -r filename
SELinux & T By %
Ul: semanage user -1
semanage semanage login -1
semanage user -m -R secadm r
secadm _u
E P SELinux RESFELRL,
semodule 4. semodule -1
semodule -1 modulename
&84 SELinux " [) bool 1H A& O SRl
setsebool
Ul: setsebool xdm_sysadm_login=1
SN IR B 48 5 RS AN e VRN o 4
audit2allow audit2allow -a
Hi it audit2allow -i /var/log/dmesg
Gl MR U5 W) 8 45 £ 1) 56 T H 5 BB on a4 1)
A audit2why JF A
Ul: audit2why < /var/log/audit/audit.log
aureport RYE H 1S B XS & kG I, ave, pid,
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file, event, config ZFMZ1E R .
Ul aureport -au
aureport -a

aureport -p

BRI ER .
Ul: ausearch -gi 0

ausearch

Ja 8w RS
U: auditd -s enable

auditd

BRIRSTIRES, TR AR R .

4i: auditctl -s

auditctl

A A .
ui: audispd

audispd

8.2.4.4. JFHH5XKMH
KA 77 XTF B =R L2 e YiRe:
1) AT N a2 IT 8 =B L A T e -
security-switch --set strict
2) HE RS, (EfHESAR
3) JEid security-switch --get g & B A AT UG B 8 22 A RS TR« =0
SNFER, AR

security-switch --get

2 % A2 strict

AR | HREPRES | BRRES
SELinux J&i F(Enforcing) J&t (Enforcing)
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= ' YA Ja H Ja H
PAT J& F(Normal) J&2 Fl(Normal)

K PV A 22 A A AT AR ] = AL 3L 22 A= T g -
security-switch --set default

8.2.5. M ZETIREKREE
8.2.5.1. M/ UID ME—

BAERGH T AR FRR CRFR UID) RAFER MK R, — R
Hit i UID MW R -, I8 IEGL T UID fEH P AR < 338, W
Al DATE B P st Fah % B AR A UID, 1% UID A BLs2 2B A 43 A ik
(. MARTIRESRAGLGH P UID MME— A, MR RE RS N
7 UID 2N H A BefH —ix.

RS CAAFAE kylin_1 P, HizFH 2 T8 UID (Flilid iy 4-: id - kylin_1
AF kylin 1 FIJ A uid) M kylin_ 1-UID, #E4T 00 R HR4E:

1.root MHIFRH 7 kylin_1
#userdel kylin_1

2.root Gl kylin 2 A/ H8 %€ uid N kylin_1-UID
#adduser kylin 2 —u kylin_1-UID

A H P UID ME—MERE, U0 kylin 2 B P R AT LT 1% ThRE M
G5 2 R e o, $27R: “adduser: AR ID” 75 B,
8.25.2. &AM TH

security-switch #& R4t MR — M T2 ER TR, @iz TR T
mWF 3 ez e v

® default Bi3: J5H RA kysec ZaML;
® strict #30: JHH] kysec. selinux. =AU, H. selinux 4 ukmes ZRH%
® custom B H E L.

8.2.5.2.1. default fi=
W E default LR,
Lkylin X R%, AT:

$sudo security-switch --set default
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2EE RS
BERES
YRR | HETIRZS | EBIARES
PAT F(Normal) J&t F (Normal)

8.2.5.2.2. strict 5z
W H strict A=
Lkylin 35X 258, $47:
#sudo security-switch --set strict
(AR5 73 5l B root,secadm,auditadm =& HE 7 FH 7 HI2505)

QEBRSG

LR | HHPRA | BRUVRES
SELinux J& F (Enforcing) Ji H (Enforcing)
=HBUrAL JEH J& H
AT | J& Fl(Normal) J& Fl(Normal)

8.2.5.2.3. & X
wE B e SER

Lkylin x££ 48, W HE XL, U5 M selinux 2 2L -
#sudo security-switch --set custom —list selinux
2.HB RS

ZaEE | HEPRE | BRIRE
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SELinux Ji i (Enforcing) J& F(Enforcing)
8.2.5.3. Hit RGMIREH

T IEAl 2 e U RGNS, BB AR RGNS =Ry ST EK, SEIE H A
SR, BT R SO VF U B R T R S5 BB SRR B TS SOBLRR
I RGN EK, SN TR AR LE], e T RSs A, SR
SR AZNER, FORETHIRS IEHIEAT: B SU 21 M E B R MBOR, RE| SR
G EIT SU AT auditetl S8 THE BT B [Ny, 70m 1 AN RIS )
BRI BB A S B B F =00 SR X P 0 W25 Th B

B RGN TR EAE AR A strict BRI IIREA TIPS, HAME
PR RGN B TR A TP B RAS (systemct]l statsu auditd)
8.2.5.3.1. BRI

PP, TR S5E, WaasirHETEE St . #HikHE&
BFEELRRAL, WA P FHERIIS A S0 ERIER MRS, .

Authentication Report

#date time acct host term exe success event

2020 £ 02 A 09 H 13:21:21 test localhost localdomain /dev/ttyl
/usr/libexec/gdm-session-worker yes 309
8.25.3.2. {7 N it

AN RS, P RAT NS R G T

Al Chnst uid 29 600 B9 S INAT A THRED
LA THE HE GOSN TR, X uid=600 HH] 47 REAT H it
#auditctl -a exit,always -S all -F uid=600
2. 72 P G PAT R A -
#cat /etc/uid_list

3HIHEH A UL vid AT HIHME EEE
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#ausearch -ui 600 | grep uid_list
PEm AT AEAE S H AP 2 A 2RI 2 T E R .
8.25.3.3. K5 EHH It
Frf FH P K-S 38 n. MIBR Cuseradd. passwd. userdel) 54T N#BSH% R 4%
E=7 s
ANEI, fEE P R i Saureport -m - 7] PAEE 2 FIK P ERAE ) U
HE.
1.root B —FH /-
#useradd testuser
2.root B H &G :
#passwd testuser
3.root IR FH 7
#userdel testuser
8.2.5.3.4. XfF. HrMEMLH T
At H S A E, AR S H B i R G
ZNALUNE
171E kylin F P 82 ) /tmp/filel 3L J /tmp/test.dir H 3%
LEHIHEH SR RG, IR
$auditctl -w /tmp/filel -k file
$auditctl —w /tmp/test.dir —k test_dir
2 kylin Fi J' cat & & /tmp/filel SO
3.kylin FH P rm IR /tmp/filel ST
4 kylin F 7 Xt /tmp/test.dir AT #4E
5.kylin F /7 X} /tmp/test.dir #4754
6.5 THE B UG R ARG, MR 1 de v
$auditctl -W /tmp/filel -k file
$auditctl —-W /tmp/test.dir —k test_dir
IRV, B 2. 3. 4. 5 N OCHE K& H SRR E S SR
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HEFRAREL; B3R 6 BRI S AN B C AR GRS 1F H &
8.25.3.5. MK E
A INHERR RN Ja w] LLHERR$E € 1 B THE S .
8.25.3.6. it HE RIS
RAHEHER LA IEEH L.
8.2.5.3.7. Wit H L AH
T H SRR E R KAER, S8 w5 il 1 i A e . i
T R T HR UG TG B SO /ete/audit/auditd.conf HEAT T3 g o
ZNIE
1.8 & B 5 4 #5 /etc/audit/auditd.conf CF, f# max log file=1,
num_logs =3 R HE AR Ay IMB, &40 3XAHHCN 3
2.9 THE B O R RS
#systemctl restart auditd
3. THE B AN B R,
$auditctl -a exit,always -S all -Fsys
4. 2 E M GBI HATEMIRAE, MEMAERERE
$find /
5. THE B A EE o H RSSO RN H
$1s -1h /var/log/audit
25 5 BE, RYHiTHER: auditlog. auditlog.l. auditlog.2, FHr
audit.log.1 audit.log.2 SCHFK/NECN IM KA.
8.2.5.3.8. Hiit H &t B {H E IR
5 THER BRI REAE 2 (8] CRAAR RIS, 5 o0 T H SR . X Tl s )
WRBRAE A BE5E 5 225 T FH 7 3 1 % /ete/audit/auditd.conf
i, RB RS H G XK 50G, K 30G W AF AR ) BRE, BIH]
R HE LA 20G PR A 80 H &4
1.8 1 PR 51 4 45 /etc/audit/auditd.conf SC4F, ff space 1eft=30000, E[H
EREAE 25 0] BME N 30G; space_left action=SYSLOG, Bli[s] HEH 5 N —
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FAE A&, CHARBEA 2 8] B AR P 01 28 Gt SE B H S A 2 18] A 5E D
2.9 T L O B S RSy
#systemctl restart auditd

AR 2 5, RS ERREEDNT 30G, Wit HEFR A HE

8.25.4. Cfp L E T H SIS
A E T R 55 2 iR A 2R 4 AN R 22 LR Dh BE B NS [FZR AR & 1 H &

Y=g

KA,
un kysec R H T H ERI N
type=KYSEC STATUS msg=audit(1502938410.303:182384): status=2
old status=4 loginuid=0 session=4294967295 id=1502938410.303:182384
type=KYSEC AVC msg=audit(1502886638.943:132300): denied { execute }
for pid=15325 comm='bash' name='/secadm/Is' ssid=0x01 o0sid=0x00

loginuid=0 session=4294967295 kysec_status=4 id=1502886638.943:132300
8.3 HEZaBHTHA-Za&PL

27 A by e — R T BB 22 A HE L KYSEC HUEF B T B, 3Rt R 4822 4 bl |
PR ECE . BRI AR N BAT IS RIS F B S Th AR, TRRE R SIS AT IR
22 A FfasE .

AR AN L RS SRR R AR S T e T, AT
TRIE RGBT 24

AN IR ERS . ARSI, REM%. REme. REHIT. &
GUNE . TBTESER . SCHRR . KSR BEAR TY . BADSRIE . K BE . R
Gizh. RO FHEA TS S AR MRS RN E, KRB R S
ZAaREE.

M ORGP SRABERGEIK 2 o R A AR P B HL, SEBL R ST Y
Gi—E 1, T RGN S AR, R R R A

PR s SRR I P ThRE, S B4 R AR 2847k, BELIT 230

AN Je Ho B S i B, PR AT ) 22 A
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R FE ] SRR R AT RN RE, BHAE AR R B AR P S A
17, BERADRFLGE, (R RFIEITIERN %A 5,

SLRIB 4 SRR AT AR B R SO B B T RE, (R YT RS
SRS e s, BHAE RGeS BN R 55 7 R I

VEAI N 281 275 (IR RUBE 2 & p O P 1)
8.4. MBESCHRYFE

RURA ST LR AP 2 2 T AR B B B AL 0 PR T, R AL A P e e
B AN R I RE, CRFES RS, SEEL-A . BRI i
i, PRER s 2 4

HA WS

ZHE B SR R EE B B DL R ARR R R RR A% ), R B e 4

GAEINE: LR % X EE s L, B s T
SRR, RENS R BU R S AR R T RO R AR R

Fw s SCRE AR E B S T B R RO 1 4 R, RS 2
ANE] 22 4 SR g 1 0 55 N 3 5%

ARV SCREORIAE R M A ML, P T GOE LTS R A, AR AE P
B2 e 7t KAEKR.

f G LEFWE TS, L g — &, BIEMR. 5T LF.

VEAH PN 2518 525 CHRITREUBE SC AR AR I 46 F P T

FILE FAQ
9.1. RAEEWHE
TR “nkvers” ar AR AT AT, frHE EEUARAEE, WA

#nkvers
HiHHHIHHHHH# Ky lin Linux Version ##HHHEHHHHHHHIHEHT
Release:

Kylin Linux Advanced Server release V10 (Lance)

Kernel:
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4.19.90-49.0.v2207 ky10.aarch64

Build:

Kylin Linux Advanced Server

release V10 (SP3) /(Lance)-aarch64-Build12/20220707
HH IR R A

9.2. FHERITIE
IR TR Z BT E TR EAW ARG T QR M7k, rTEUER fe-list 74
BEATEM, WOR RGP % 7R e AR A

yum install -y fontconfig mkfontscale

PAT fo-list iy & T OB M A, SRR I B RAH R AR SO, AT DUk
CE R TR Cttfy otf Z8) JlUN/ust/share/fonts/ H 5 K, SR 5 {# 40 K iy 4
FENL AR R SIS BT R A
cd /ust/share/fonts/

mkfontscale
mkfontdir

fc-cache
TR AR R fe-list BR LR FIREE, B THREE RN,
93. HHARFEEEN
] rpm -pqi B4, ATRAE WA TEAE R .

[root@localhost 4 [f] J#rpm -pqi tigervnc-1.10.1-3.p02.ky10.x86_64.rpm

Name : tigervne
Version : 1.10.1
Release :3.p02.ky10

Architecture: x86 64
Install Date: (not installed)

Group : Unspecified
Size : 882530
License : GPLv2+

Signature  : RSA/SHAL, 2020 £ 12 A 06 H 2#IH 07 i 23 4 33 #,
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Key ID 41f8aebe7a486d9f

Source RPM : tigervne-1.10.1-3.p02.ky10.src.rpm

Build Date :2020 4F 11 H 13 H 28+ 15 1 40 4> 20 #
Build Host : localhost.localdomain

Packager : Kylin Linux

Vendor : KylinSoft

URL : http://www.tigervnc.com

Summary : A TigerVNC remote display system
Description :

This package provides client for Virtual Network Computing (VNC), with
which

you can access any other desktops running a VNC server.

9.4. MEBRBHEN
S rpm -Kv+ 44 ol LA A2 S, A “OK”

[root@localhost 5[ J#rpm -Kv tigervnc-1.10.1-3.p02.ky10.x86_64.rpm
tigervne-1.10.1-3.p02.ky10.x86 64.rpm:

3k V3 RSA/SHAI Signature, % %] 1D 7a486d9f: OK

3k SHA256 digest: OK

3k SHA1 digest: OK

Payload SHA256 digest: OK

V3 RSA/SHAL Signature, %4 ID 7a486d9f: OK

MDS5 digest: OK
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