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File Edit View Options Transfer Script Tools Window Help
[ RED <] N B8B83 TRt ©

10.004 x

() Sessions
£ 10004
£ 10.0.0.4 (oracle)
£ 10005
£ 118.190.207.157
£) 158.1.1.156
£ 158.1.1.158
£ 158.1.1.244 vy
£ 158.1.1.245 = | What type of connection do you want to establish?
£ 172.20.68.11 <
£ 172.20.68.12 TAS 8 Protocol: SSH2
£ 172.20.68.15 f P Keys:
£ 172.29.68.16
£ 172.20.68.4
£ 172.29.685
£ 192.168.16.161
£ 192.168.253.1
£ 192.168.253.2
£) 192.168.254.17
£ 192.168.254.19
£ 192.168.254.21 Total Po s ] Do not use this wizard when creating sessions
£ 192.168.254.22
£) 39.105.200.55
£ 47.92.23.162
£ fws-crm
8 fws-588

This wizard will help you create a new session for connecting to a
remote server.

n 10004 x

What is the name or IP address of the remote host?

AS
The user name can be left blank. L m l Piﬁ]‘iﬁ

Hostname: |

Port: 22

Firewall:

Username:

AP#&root

X it e 2 B AT
&2 VPN e & SO 1P Huhik A vpn IR 453 ECS 22 1P Huht:

vi /etc/ipsec. conf
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root@vpn ~1# vi /etc/ipsec.conf
rsfon 2.0

config setup
virtual-private=%v4:10.0.0.0/8,%v4:192.168.0.0/16,%v4:172.16.0.0/12,%v4:1192.168.42.0/24 ,%v4:!192.168.43.0/24
unfqueids=no

cor,m‘shareg

[efciase="" ] = VPNRSS iAW | PtB it
encapsulationsyes

authby=secret

pfs=no
rekey=no

keyingtries«5

dpddelay=30

dpdt imeout=300

dpdaction=clear

ikev2=never

ike=aes256-sha2; modp2048,aes128-sha2; modp2048,aes256-shal;modp2048,aes128-shal;modp2048
pha:ezalg-aes_acn-nuﬂ.ae;l)&»;hal.ae:.’Se’-:hal.ae:.le»;ha:_SlZ.aesl.’&-:ha?.ae:..’s(:»:hal
ikelifertime-24

salifetime«24h

sha2-truncbua=no

4. EJ3 VPN R

service ipsec restart
LY WurLEvpi s~
[root@vpn ~]# service ipsec restart
Redirecting to /bin/systemct] restart ipsec.service
lnPontr@unn 1# ArC

5. Windows & iRECE
A G AL AT R VPN, 23k VPN B4 (AR AZEET A 2R,
PLwinll ).
Q vpnig=s

< WA M MR RE Xk BhR

KFg

n Fix VPN Error 809 Windows Vi

Y% sta 7 8 10 Reboot Required(1).
. ) ) @ 7
Fix VPN _Error 809 Windows Vi

N sta 7 8 10 Reboot Required(2). S b

€ EaikasyConnect O b

o8
(VPN & 35 BAEA & v m B )

AN vpn R
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VPN PEBE

test

Windows fi BEHUEMRER, HHFEERE P inlE RS,
vpn YENHRBEREM T,
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Fix_WPM_Emor... dreg

T T, R RHELT, BT G, AT E)S window #4F.
SR JE HEAT 5 P i R

o 3 0 —
RIZSH] Internet > VPN > test Ea
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Qﬁm
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BEEE e
I Ll e . ‘j
6. Linux & Sasiie
# CentOS T EZBEEIAM, RIGAEIAT FHEAE.
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File Edit View Options Transfer Script Tools Window Help
N BB TR @
10.004 x

() Sessions
£ 10004
£ 10.0.0.4 (oracle)
£ 10005
£ 118.190.207.157
£ 158.1.1.156
£ 158.1.1.158
£ 158.1.1.244 £
£ 158.1.1.245 & | What type of connection do you want to establish?
£ 172.29.68.11
4 172.2068.12 £ b Protocol: | SSH2
£ 172.29.68.15 PEEGPG keysz=
£ 172.29.68.16
£ 17229684
£ 172.29.68.5
£ 192.168.16.161
£ 192.168.253.1
£ 192.168.253.2
£) 192.168.254.17
£ 192.168.254.19
£ 192.168.254.21 otal | i s ] Do not use this wizard when creating sessions
£ 192.168.254.22
£ 39.105.200.55
£ 479223162
£ fws-crm
8 fws-i58

New Session Wizard

This wizard will help you create a new session for connecting to a
remote server.

E 10004 x

What is the name or IP address of the remote host?

AS
The user name can be left blank. L m l Piﬁ]‘iﬁ

Hostname: |

Port: 22

Firewall:

Username:

AP#&root

M EE R AT AT a0 a4
yum install epel-release

yum ——enablerepo=epel install NetworkManager—1ibreswan—gnome

m 1 NetworkManager 1D gnome

anager-1ib van—-gnome

NetworkManager-Tibreswan-gnome @064 L2
gnutls
gnutls-dane
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ITFENL, RERERE

1\\\

LAAR (enp0s3)

BE&i% - 1000 Mb/F)

BIAPd (enp0s8)

B - 1000 Mb/F

7TH30H 22:44

27:97:8c:b2 txqueuelen 100
002724 bytes 1474168011 (1
dropped 0 overruns 0 fra

VPN

09974 bytes 6747707 (6.4 M
dropped 0 overruns 0 carr

test VPN

P, BROADCAST, RUNNING, MULTICA:
4 npetmask 255.255.255.0 b
a00:27ff: feld: f2el prefixl
27:14:f2:el txqueuelen 100
32 bytes 75986 (74.2 KiB)
,,J\J][]Vpn dropped 0 overruns 0 fra
174 bytes 307723 (300.5 Kil
dropped 0 overruns 0 carr

BACK, RUNNING> mtu 65536
.1 netmask 255.0.0.0
refixlen 128 scopeid 0x10<
elen 1000 (Local Loopback)
bytes 240 (240.0 B)
dropped 0 overruns 0
bytes 240 (240.0 B)
dropped 0 overruns 0

fra

carr

PSK

TR B

FAKP (enp0s3)
BiE# - 1000 Mbf#
= .
BUH(C) test VPN
A & HEER B P IPvE
Q g g B
D g8 b3
B mmEF A= ECS’L‘[X_XHPi@,ﬂt
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DEH O RE 7A308 22:46
Q RE = ]
2 %

LAAP (enp0s3) a5,
3 EF

BEHE - 1000 Mb/F) @« =
B %z
root@vpn:-

T LAKR (enp0s8) + ) — "

. 27:97:8c:b2 txqueuelen 1000 (Ethernet)
Q gz EEi% - 1000 Mb/F) () o 002724 bytes 1474168011 (1.3 GiB)

dropped 0 overruns 0 frame 0

09974 bytes 6747707 (6.4 MiB)

0O 245 VPN + dropped 0 overruns 0 carrier 0 collisions 0
P, BROADCAST, RUNNING, MULTICAST> mtu 1500
88 mmeR > testiih @ M 4’ netmask 255.255.255.0 broadcast 10.0.0.255
a00:27ff: fel4:f2el prefixlen 64 scopeid 0x20<1i
27 txqueuelen 1000 (Ethernet)
[T > 3 y 5986 (74.2 KiB)
overruns 0 frame 0
’ RERE EE 174 bytes 307723 (300.5 KiB)
@ =4S dropped 0 overruns 0 carrier 0 collisions 0
- BACK, RUNNING> mtu 65536
< #z 1 netmask 255.0.0.0
refixlen 128 scopeid 0x10<host>
0 E= elen 1000 (Local Loopback)
Pa

bytes 240 (240.0 B)
dropped 0 overruns 0 frame 0
SRR oo o

o 1t

L IJUI.'\MI\-"JII b o
[root@vpn ~]# ifconfig
eth0: flags=4163<UP.BROADCAST ,RUNNING,MULTICAST> mtu 1500
inet 1 ~ ° ® netmask 255.255.240.0 broadcast ] = e
inetb fesu. ... :fe08:89d7 prefixlen 64 scopeid 0x20<11nkK>
ether 00:16:3e:08:89:d7 txqueuelen 1000 (Ethernet)
RX packets 11275 bytes 1207633 (1.1 MiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 10830 bytes 3395829 (3.2 MiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

T ETV o L TR awm 5 omsmemem ks e de R - e 4

7. 10S FHLE P imess
PR, TS AR VPN SR
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{ VPN5iZ&EE VPN

VPN IR SN @
=& VPN
J teat @

7 Al

EINVPNEZE ...

VPN Rz A TEGIREMSRENBEE. XFVPN
5R...

8. REFILZ okt
HHT- VPN fE R EZ 1 L2TP P, SN L] KA T2 47 8 22 il
AN Hr, ®ECLFRM, TEMH.

9. BEEMH

fHH ping P, LAK ssh 532 VPN SR ™ 1P ikl
B E AR 55 it VPN R AL 1P bk
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ifconfig(Linux &) i B2 0] LAy [al B] FL A 9 X bk, windows %8 77 ik 5 2
57 VPN ZrBC 192. 168. 42. 0 W ER [ /s Hudl, {8 F ssh 192. 168. 42. 2 #E4T

i)
L UULQ“V}JII el |
[root@vpn ~]# ifconfig
eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 172.28.141.212 netmask 255.255.240.0 broadcast 172.28.143.255
inet6 fe80::216:3eff:fe08:89d7 prefixlen 64 scopeid 0x20<1link>
ether 00:16:3e:08:89:d7 txqueuelen 1000 (Ethernet)
RX packets 11275 bytes 1207633 (1.1 MiB)
RX errors 0 dropped O overruns 0 frame 0
TX packets 10830 bytes 3395829 (3.2 MiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

M. LUV TR aim s AAmA A, mlaaTais B o

ping 172.28. 141. 212

WAEAT ssh FEBERE VPN IR S5 4%, AL 5E iz Ja I dEAT Mk 5516 1

ssh 172.28. 141. 212

10. APEH

#E VPN A

more /etc/ppp/chap—secrets

“vpnuser” 12tpd “Y23KKbnNyBd56H]Jq” *

LrLI IS S

[root@vpn ~]# more /etc/ppp/chap-secrets
"vpnuser"” 12tpd "Y23kKKbnNyBd56HIqQ" *
[root@vpn ~]# |}

BHEILE PSK

more /etc/ipsec. secrets

[root@vpn ~J# more /etc/ipsec. secrets

%any %any : PSK “BZyAmPwi jTHyfU4DyBYN”

— A BB R PSK, AR .

HZe R ABEARSHERA Hik: WETRESR 6T TOIRBHAE4E
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¥ # PSK
IR EE e —ANET R PSK, R DAgmiE SO . AN EAEE P XS\

”

vi /etc/ipsec. secrets

LI WULSVIT =~

[root@vpn ~]#

root@vpn ~]# vi /g ipsec_secre
any %any : PSK ['BZyAmPwijTHyfu4DyBYN|

SERE A E A RS
service ipsec restart
service x12tpd restart

WO VPN S P I R BB test A4, HIEA test123

addvpnuser. sh *test’ ’testl23’

[root@vpn ~]# addvpruser.sh [test” “test123]

welcome! Use this script to add or update a VPN user account for both
IPsec/L2TP and IPsec/XAauth ("Cisco IPsec”) modes.

If the username you specify already exists, it will be updated
with the new password. otherwise, a new VPN user will be added.

VPN user to add or update:

Username: test
Password: testl23

write these down. You'll need them to connect!

VPN client setup: https://vpnsetup.net/clients

Do you want to continue? [Y/n] y
Adding or updating VPN user...
Done!

Note: All VPN users will share the same IPsec PSK.
If you forgot the PSK, check /etc/ipsec.secrets.

HZEeHERELRARSHIRA Hib: TRTEER 67T SA48HEH AR E
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< VPN teat YR4E
KR L2TP
AR %28 39.105.200.55
K test
ik 192.168.42.10
pezedingls] 0:12
MR VPN

Bb)|

il

HZEeHERELRARSHIRA

16

Wik HEFEEE 67T SULHSAEALE



g fﬁ ﬁE IPsec VPN(V2.0) #:A{EferE

< VPN 5igE EIE AV =0 N |

i
i

VPN AR = A

125 WP

v e @

AEA0WPNBCOE ...

VPN BT 53 B AR T SR A s R MR B B . 2 TF WP
SEEFEL....

E VPN P&, testl1234 A&

addvpnuser. sh ’test’ test1234’

froot@vbn ~j#
[root@vpn ~]# addvpnuser.sh ‘test’ ‘testl234’

welcome! Use this script to add or update a VPN user account for both
IPsec/L2TP and IPsec/xauth ("Cisco IPsec") modes.

1f the username you specify already exists, it will be updated
with the new password. Otherwise, a new VPN user will be added.

VPN user to add or update:

Username: test
Password: testl234

write these down. You'll need them to connect!

VPN client setup: https://vpnsetup.net/clients

Do you want to continue? [Y/n] Y
Adding or updating VPN user...
Done!

Note: A1l VPN users will share the same IPsec PSK.
1f you forgot the Psk, check /etc/ipsec.secrets.

| O T

BT € VPN H

delvpnuser. sh *test’

HZEeHERELRARSHIRA Hink: WEFEEY 67T SUBHEAE4LE
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[root@vpn ~]# delvpnuser.sh 'test’

welcome! uUse this script to delete a VPN user account for both

IPsec/L2TP and IPsec/XAauth ("Cisco IPsec"”) modes.

VPN user to delete:

username: test

Do you want to continue? [y/n] ¥
Deleting VPN user...

Done!

11, FRBEPLH
AR5 BE B S0 /ete/ipsec. conf
M EERSEEEE): ps —ef | grep ip

rusLsvpn ~,
troot@vpn iw ps -ef | grep 1p
root 78

0 7830 E

00 [ipv6_addrconf

nobody 509

c 11bv1rt Ieaseshelper
510 1509

(/11bv1rt 'leaseshe'lper

root 4308 4250 0 09:28 pts/0 00 00:00 grep --color=auto i

root 6302 1 0753072 0:00:00 /usr/local/libexec/ipsec/pluto --leak-detective --confi
[root@vpn ~]#

VPN HES IR B R4 HEH /var/log/messages

tail —f /var/log/messages

1u vpn aLL/s38): Piugin 01ZLp. 50 1vauen.
10 vgn sssd g gpg s(ar’eted by root, uid 0
10 vpn pppd Using 1nterfa<e pppo’

10 vpn pppd[17854]: Connect: pppQ <-->

10 vpn pppd[17854]: overriding mtu 1500 to 1280

10 vpn pppd[17854 overndmg mru 1500 to mtu value 1.

13 vpn pppd[17854]: overriding mtu 1500 to 1280
13 vpn pppd[ y
13 vpn pppd[178 local 1IP address 192
13 vpn pppd[178 remote IP address 192

or proxy ARP

Aug 9 13 vpI
iface-state: 'external’)

external’)

Aug 12 09:06: lg vpn pﬁ)pd[17854] LCP terminated by peer (user request)
vpn

10 v;n x'lztp

10 vpn x12tp

10 vpn x12t

10 vpn pppdf

x12tpd[2502] : control_finish: connection closed to 123.139.60.108, serial

x12tpd[2502] : ch(ru] f”’ﬂsh connection closed to 123.139.60.108, port 57677 (), Local:
17854]: Connect time 1.0 minutes.

12, AR5 HE3I K<
RS54

service ipsec restart
JEBRS 4

service ipsec start

evice (ppp0): state change: unmanaged -> unavailable (reason

letpd[ZSOZ]: result_code_avp: result code_endianness fix for buggy App]e c11(§nt network=768, le=3

x12tpd[2502] : result_code_avp: result code_endianness fix for buggy Apple client. network=256, le=1
27376, Remote:

]
00 /usr/sbin/dnsmasq --conf-file=/var/1ib/1ibvirt/dnsmasq/default.conf --leasefile-ro --dhcp-script=/usr/libexe

0785307 00:00:00 /usr/sbin/dnsmasq --conf-file=/var/1ib/1ibvirt/dnsmasq/default.conf --leasefile-ro --dhcp-script=/usr/libexe

10 vpn Networkmanager [781]: <info> [1723424710.1929] manager: (ppp0): new Ppp device (/org/freedesktop/Networkmanager /Devices/7)

‘connection-assumed”, sys-

Aug 12 09:05:13 vpn NetworkMmanager [781]: <info> [1723424713.3804] device (ppp0): state change: unavailable -> disconnected (reason 'none’, sys-iface-state

1

HZEeHERELRARSHIRA Hink: WEFEEY 67T SUBHEAE4LE
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K IR 55 i 2
service ipsec stop

B MRS IRES

service ipsec status

13, EMERWMAIHEE
Boe, B VPN BRZSHE FIRAR LR S

service ipsec restart

service x12tpd restart

SRIGEJRRIG VPN 2 P omde s, RIS, WIRUMRTCEER:, w Ll
BRI ERTAIE VPN R, EE R T IEFIR) VPN RS AR HbEA VPN &
AR

FIRSS 4% BC2/GCE & AEITIF 2244 UDP i1 500 1 4500

K Er IPsec VPN HREG#AIRES:

ipsec status

[root@vpn logl# ipsec status
000 using kernel interface: xfrm

000 interface 1o ubP [::1]:4500

000 interface 1o uDP [::1]:500

000 interface lo ubDP 127.0.0.1:4500

000 interface lo uDP 127.0.0.1:500

000 interface ethO UDP 172.20.10.53:4500
000 interface eth0 ubP 172.20.10.53:500

000 interface virbrO uDP 192.168.122.1:4500
000 interface virbrO ubDP 192.168.122.1:500

000 fips mode=disabled;
000 selinux=disabled
000 seccomp=unsupported

000 config setup options:

000 configdir=/etc, conf1gf11e =/etc/ipsec.conf, secrets=/etc/ipsec.secrets, ipsecdir=/etc/ipsec.d
000 nssdir= /etc/1?sec d, dumpdir=/run/pluto, statsbhin=unset

000 sbindir=/usr/ oca1/sb1n Tibexecdir=/usr/local/libexec/ipsec

000 pluto_version=4.14, p1uto vendorid=OE-Libreswan-4.14, audit-log=yes

000 nhelpers=-1, un1que1ds—n0 dnssec-enable=no, logappend=yes, logip=yes, shuntlifetime=900s, xfrmlifetime=30s
000 ddos-cookies-threshold= 25000, ddos-max- ha1fopen-50000 ddos-mode=auto, ikevl-policy=accept
000 ikebuf=0, msg_errqueue=yes, crl- -strict=no, cricheckinterval=0, 11sten—<any>, nflog-all=0

000 ocsp- —enable= =N0, OCSp-Strict=no, ocsp-timeout=2, oCsp-uri=<unset>

000 ocsp-trust-name=<unset>

000 ocsg—cache—s1ze=1ooo, ocsg cache-min-age=3600, ocsp-cache-max-age=86400, ocsp-method=get

000 global-redirect=no, global-redirect-to=<unset>

000 secctx-attr-type=32001

000 debug:

000 nat- traversa1-yes. keep-alive=20, nat-ikeport=4500
000 virtual-private (%priv):

000 - allowed subnets: 10.0.0.0/8, 192.168.0.0/16, 172.16.0.0/12
000 - excluded subnets: 192.168.42.0/24, 192.168.43.0/24

BEYHCEH VPN ERE.

ipsec trafficstatus
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security-groups.html
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Lrootevpn 1og)#
[root@vpn 'Iog]# i sec trafficstatus
006 #40: 12tg psk"[32] 113.201.132.177, type=ESP, add_time=1723430916, inBytes=1900, outBytes=2356, maxBytes=2A63B, id='10.179.19.136"

franr@aunn 1nn

EEHEHE
VPN HES il %2 &4t H L d /var/log/messages

tail —f /var/log/messages

Aug Lz UYIUDILU VPN pppulL/s3a): wugu pPpoIZLp. 50 10acen.
Aug 12 09:05:10 vpn pppd[17854]: 4.5 started by root, uid 0

Aug 12 09:05:10 vpn pppd[L 554 : Usmg 1nterfa(e ppp

Aug 12 09:05:10 vpn pppd[17854]: Connect:

Aug 12 09:05:10 vpn pppd[17854 : 0verr1d1ng htu 1500 to 1280

Aug 12 09:05:10 vpn pppd[17854]: overriding mru 1500 to mtu value 1280

Aug 12 09:05:10 vpn Networkmanager [781]: <info> [1723424710.1929] manager: (ppp0): new Ppp device (/org/freedesktop/Networkmanager/Devices/7)
Aug 12 09:05:13 vpn pppd[17854]: overriding mtu 1500 to 1280

Aug 12 09:05:13 vpn pppd[17 $ - or proxy ARP

: local IP address 192.168.42.1
: remote IP address 192 168 42.10

Aug 12 09:05:13 vpn Ng‘t\;’ur et == T ice (ppp0): state change: unmanaged -> unavailable (reason 'connection-assumed’, sys-
Aug 12 09 (75 13 vpn Networkmanager [781]: <info> [1723424713.3804] device (ppp0): state change: unavailable -> disconnected (reason 'none’, sys-iface-state
Aug 15505206710 vpn pgpd 17854]: LCP terminated by peer (User request)

Aug 12 09:06:10 vpn x]2tpd: x12tpd[2502]: result_code_avp: result code_ endianness fix for buggy Apple c‘hent network=768, le=3

Aug 12 09:06:10 vpn x12tpd: x12tpd[2502]: control_finish: connection closed to 123.139.60.108, serial

Aug 12 09:06:10 vpn x12tpd: x12tpd[2502]: result_code_avp: result code endianness fix for buggy Apple chent network=256, le=1

Aug 12 09:06:10 vpn x12tpd: x12tpd[2502]: control_finish: connection closed to 123.139.60.108, port 57677 (), Local: 27376 Remote: 1

Aug 12 09:06:10 vpn pppd?17854] Connect time 1.0 minutes.

=, HAKH
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