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1. FmES8

ZIHER P
EiR% CentOS7.4

AR | fedb 1, b 2, fedb 3, HEAR 1, HETR 2, KR 1, HEm 1 &Rl

2. MySQLNRIbLAR 2R3 sHpY., imtEinla
o Mysql5.7RASZEIRABIFEARZAL | EZEmysq it SER— M F R E OISR
o HTgrep 'temporary password' /var/log/mysqld.logBIBIEEI— BB FRFER
grep 'temporary password' /var/log/mysqld.log

2017-12-08701:40:21.482269Z 1 [Note] A temporary password is generated for root@localhost: Ej7Vxl
#HEFTVXKEKF_, q B ARG %5

o ERREERF

mysql -uroot -pEj7VxKEkF_,q

o (EXEUEREET

#HE e EE A, TR mysql

mysql -uroot -pEj7VxKEKF_,q

update user set authentication_string = password('Ej7VxXkEkF_,q') where user='root' and host="'lo
#HPTEF7VXKEKF_, q B e 820 i) 4% s Tl

o mysqlik SERICHITHNERDTIE

vim /etc/my.cnf #m G B S
skip-grant-tables=1 #1E [mysqld] RN JE{RAFIR H
systemctl restart mysqld # Jamysqlilic & SR



mysql #{EAT 24T N HEHMITmYsql
PSS G AT bR s S S S Ty vk R AT

o ¥lalt

mysql_secure_installation HAEAT AT AT WAL fir 2
Securing the MySQL server deployment.

Enter password for user root: #H NN, ZifiHgrep 'temporary password' /var/log/
Change the password for root ? ((Press y|Y for Yes, any other key for No) : #He 1 8H iroot FH 7
New password: RN, B R R AR AT RRN, PP RIE N IR R ]

Re-enter new password: #FEHA— A%, [\

Do you wish to continue with the password provided?(Press y|Y for Yes, any other key for No) :

Remove anonymous users? (Press y|Y for Yes, any other key for No) : #HERE 4 2 (Fey | y:
Disallow root login remotely? (Press y|Y for Yes, any other key for No) : #A VFEfEro
Remove test database and access to it? (Press y|Y for Yes, any other key for No) : #1155
Reload privilege tables now? (Press y|Y for Yes, any other key for No) : HILTE T IR PR 2

o U R B SR e
mysql -uroot -pJUNyun@321@.com #JUNyun@3210 . 32107y 5 5 1 7 45 o

3. MySQLEFIZE

EE mysql -uUSER -pPASSWORD -hIP
ClEEE CREATE DATABASE <X/ 4 >;
BlEER CREATE TABLE <E#&> (<FE&Z1> <KM1> [,..<FB&n> <Fhns>]);

IR FIEIR CREATE USER 'username'@'host' IDENTIFIED BY 'password';

R

GRANT privileges ON databasesname.tablename TO 'username'@'host’

4. Ftp{ERRE

o BSo NExfpIRE , 117, RERVA EAFENTE | EEstpHRAWKSER , IPHIUEARSSSRIP , &5

&, 18
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B oD 9 €@ -
-  BPES =5
® 39.106.132.144 (Disconnected) $ESIE (Disconn i
e T - @O ==y -@0
= ’ Foh #E 1BEETE]) prp— (2]  [J=m HERgETE Bt FaE
1 EEweeR 1970/1/1, 800 = poalo 2017/11/17, 17:51 lexrxr-x 0
FH=simER EgwidsE 1970/1/1, 8:00 #4 R pri=S 2017/11/17, 12:57 drur-xr-x oot
=1 ESTEE 1970/1/1, 800 FIE 36 o 2017/11/17, 17:46 drwr-xrx oot
s EsidE 1970/1/1, 8:00 = 00) FEes @ pea=3 2017/11/17, 17:51 drwxr-xr-x  root
12 Administrator EgErsE 2017/10/31, 1348 E 123, 45. 67,69 Soise 2016/11/5, 23:38 drwrxrx oot
| apache https poats3 2017/11/17, 1314 ) [P X ) hoato 2017/11/17, 15:09 Irxrxrx 0
| inotify-tools-3.14 peat =3 2017/11/1, 16:04 w 5 = pre =S 2017/11/17, 17:51 Ir-xr-xr-x [}
| m18316872511_1@... i 2017/11/20, 11:37 o 2017/10/15, 23:18 drwnte---- root
| zabbix-0729 g 2017/11/13, 9:25 ind — AEW. = 2016/11/5, 23:38 drwxr-xr-x  root
LR pa=2 2017/11/15, 11:02 Soise 2016/11/5, 23:38 drwrxrx oot
RETE poats3 2017/11/6, 13:38 hoato 2016/11/5, 23:38 drwr-xrx oot
7 36022 D+ 1KE HEEAE.  2017/10/28, 18:23 hod 2017/11/17, 17:46 drorxrx  root
7 360s=2 TSR KB GEEAE 2017/10/28, 18:19 o 2017/11/20, 14:19 drxr-x---  root
[28 s60sisEm KB HEEAE  2017/11/20, 9:45 ERER 0‘? i pod 2017/11/17, 17:53 drusrxrx  root
(& 360%F 870 Bytes HuEAIL  2017/10/28, 18:21 IR ARIE I © Soise 2017/11/17, 17:51 lexexrx 0
I8 A dobe Reader 9 B GEEAE  2017/10/28, 1814 Tk m s 3 | BEG.. Sk 2016/11/5, 23:38 drurxrx  roct
| & Google Chrome 2K HIEAT 2017/11/6, 13:12 AP W root pre- =3 2017/11/18, 1:46 drorxr-x  root
[? MarkdownPad 2 606 Bytes GEEATL  2017/10/31, 11:25 Eashial 888008 ol 2017/11/20, 3:39 drwxrwxr..  root
(3] Microsoft Excel 2010 3KE  tREEAE 2017/10/28, 18:49 B &) S (B) i 2017/10/15, 23:19 drwxr-xr-x  root
Microsoft Word 20... 3KB HEEAE 2017/10/28, 18:49 =0 E® Soise 2017/11/17, 17:51 drwrxrx oot
Ed Teamviewer 12 IKE GEEST 2017/11/6, 855
@M 573 Bytes HEEAF.  2017/10/31, 11:32
{EVMware Workstati.. 658 Bytes GEEAT  2017/11/7,11:33
@ Xftp 5 KB HEEAT  2017/11/20, 13:34 — *
[ve [
ez wE BE Fh iR <= IZEEE EE fEitER.  SOaE
' 139.106.132.144:22 BT, ) 1E®T 0 Bytes
= —

5. MG ERIAREEI®R

o NginXBLE {4 : /etc/nginx/nginx.conf , /etc/nginx/conf.d/

e TomcatE3® : /usr/local/tomcat/ --> /usr/local/src/apache-tomcat-8.5.23

o TomcatZRAMULER : /usr/local/tomcat/webapps/

o MySQLEUEEHSR : /var/lib/mysql

o MySQLECEIH : /etc/my.cnf

o BENQInXLAKMysqItBRSZERIF53% © rpm -ql nginx , rpm -ql mysql-community-server

6. HEBER

o NginxHEBSR : /var/log/nginx/ error.log , /var/log/nginx/access.log
« MySQLHEBSR : /var/log/mysqld.log
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systemctl start nginx

systemctl stop nginx
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Tomcat

/usr/local/tomcat/

service tomcat start

service tomcat stop
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/usr/local/java/
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MySQL

/etc/my.cnf

systemctl start mysqld

systemctl stop mysqld

hackersEfF Bk

T3 (i)

i
B

s | AR | EEAN
=Exn | EESAU

System created securit

e



o SIESEE

()

EREES

I

v EERRE

B ZmEZec

T FEEERDSIR

S TS
SRR Redis I
S5IREE MongoDB

@  ZHdEs HybridDg fo.
35032 =HybridDB for.

€3  ZEEE HBase

€3 FxinE ROC

REGE (a0 )

» ER(ZE)

EESEE (BA )

ZiE

o ONALNY
o EREEE
I
v EtEERRS
B =RsSEcs
¥ EEEEROS I
& RIS
TR Redis I
FEEZ MongoDB i
@  FEEE HybridDE fo.
FiiE EHybridDB for.
C)  =HUEF: HBase Bt

€3 Fi&iH=E ROC

FEGRE (%0 )

» (=)

HESHES (BA )

TR

PRSHRS v

RS ECS

ST NAS

v REES

RERRE

SRR

RERE

=&

v mEEe

=28
=R
SHEP#E VPC

3B 1P

FeERSEES -

<

ELEASAGIE

E=SEAN

EEEFIE b1 b3 4dbs Rl wR2 4m1 =R WARGL(ES)  IEASE 1 GRbE)

RS 1 (SR =EESL(HE) PRAS 107 BT 1 (EERE)

= -

0

sg-2zealh9xh0ham077fisy

sg-2zealh9xh0ham077fjs... VpC-2ze95 ssyxelbagvprzv B

wENE

2017-11-17 12:32:58

Qex Ha@

TETERE % S R fEsER
i SEW TP 443/a43 R TAE 0.0.0.0/0 System created rule. 110
St 28 1CMP 11 HBAHERTSE 0.0.0.0/0 System created rule. 110
feiF SEL TR 222 MRS 0.0.0.0/0 System created rule. 110
Eatd SEW TR 3369/3389 HaltRRTATE 0.0.0.0/0 System created rule. 110
FeiF SEN TR 80/80 ARSI 0.0.0.0/0 System created rule. 110
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HBIRE

« EERRERERFLZE  Hletcngind/confd BRT , HITHLIBZI—MEUARNEEX | default.conf, X
TAMAECEMYS , FATTIASE XGRS (#SRHEERRE ) -

server {
listen 80 default; #ER AR W 80 [
server_name _; #ER W ip/ A # AT U ]
index index.html index.htm index.jsp; #E LR B SR 2 FR
root /alidata/www/default; #5E RS w BRI G AR H e B
location / {
proxy_pass http://127.0.0.1:8080; #K 92 JAVAIZ AT, BT A EL B 51 8080 1]
b

location ~ .*\.(gif|jpgl|jpeg|png|bmp|swf)$ {
expires 30d;

b
location ~ .*\.(js|css)?$ {
expires 1h;

¥
access_log /alidata/log/nginx/access/default.log;

o BEAARJAVAIE(TIAG , FTLAAVATIE RO tomeatiBENA R B TIA R B E
##3L Fserver. xml

vim /usr/local/tomcat/conf/server.xml

<Server> #ZE, AR —AIREGAH
<Service> #JHEILE, fZConnectorfffEs, HAE—/Engine
<Connectior/> HERA o R, RREEZEN
<Engine> #EBFICER, NRHEMService A HE A% iR, AIEE £ MHost

<Host> HNPS E R LA AT %5 5 R
<Context> HNPREE IWEB N FH AR B BT 2% ) 17 K

</Context>
</Host>
</Engine>
</Service>
</Server>

H#HTOMCAT 1 B IE AR FR & 3 3K 5 A2 B B2 [ = A4 #F 2 Engine . Host. Context



